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Preface

The era of globalization, which has characterized growth within the inter-
national community, has been deeply curtailed, if not destroyed by the great
recession of 2008. This book explores the power shifts that have occurred and
have precipitated major transformational global events, principally within
America, China, and Iran. The national security of the United States has been
based upon its power resources, specifically its economic power and wealth,
which has permitted our military power to be unmatched in the world. As a
result of the great recession of 2008, and the impact of the economic melt-
down on the United States and the nations of the European Union, we find a
transfer of wealth from the West to the East, as well as many new challenges
to the national security of nations espousing democratic principles.

The economic growth of China since Deng Xiaoping laid the founda-
tion for modernization and reform in 1978, following Mao Tse-Tung’s death
in 1976, has been nothing short of an economic miracle. China’s wealth has
been marked by the fact that today it is the world’s largest exporter and holds
the world’s largest foreign currency reserves. The power of the economic sys-
tem of China is now permitting its ability to make massive investments in
its military, and to begin challenging the “Blue Water” naval strength of the
United States. If China had not purchased such an incredible amount of U.S.
Treasury bills and bonds, the great 2008 recession in America might have
been a great depression. Because China holds so much of America’s debt and
has not modified its monetary policies as frequently requested by the United
States, the path forward between America and China will be characterized by
an increased adversarial relationship.

The transformational global events occurring in the Middle East, in
which 15 nation/states are being impacted, has increased America’s concern
regarding Iran and its policies. Iran’s continued declarations against Israel, and
the potential for military action by its proxy armies Hezbollah and Hamas,
as well as the potential for a full fledged Middle East war breaking out is a
major concern. Also, Iran’s continuing effort to develop itself into a nuclear
power, does not eliminate the possibility of Israel's concern and interest in
neutralizing this capability. Of particular concern is the prospect of nuclear
proliferation, particularly in an area that lacks political stability, and which
could easily draw the two global super powers, the United States and China,
into an increased adversarial status. Furthermore, as the Arab revolution

ix



x Preface

of 2011 in the Middle East continues, how will the United States, China, and
Iran use their power to position their future interests?

The future key resource drivers that will impact each nation will be
examined, and the emergence of cyber power and its capabilities for cyber
attack, cyber warfare, and cyber defense is described and analyzed. Also,
the information revolution that has provided instruments such as Facebook,
Twitter, and YouTube is described in terms of its social media role and its
impact on the revolution in the Middle East nation/states.

Finally, the fallacy of the decline of the United States as a superpower
is discussed in terms of its formation and distribution of power resources
and its continued military and national security strengths. The challenges
confronting America to establish working relationships with both China and
Iran, and to formulate solutions based upon the use of power with each, as
opposed to power over them, require our nation’s best diplomacy and the
wisdom of our leaders as well as the leadership of both China and Iran.
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Most predictions of shifts in the relative standing of one nation to another
nation regarding its global power status have been premised on one factor,
namely, the projections of growth in the gross national product. Joseph S. Nye,
Jr’s recent book The Future of Power adds insight into those transformational
global events that occasionally occur, by providing a set of analytical tools he
terms military power, economic power, soft power, and smart power.! These
tools can be of assistance in evaluating whether in fact a true transformational
global event is occurring or whether there is a power shift among the standing
of nations. This chapter begins by examining the four power constructs to set
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the stage for an analysis of major global events that will challenge the nations
of America, China, and Iran.

1.1 Nation/State’s Sources of Power Resources

The power of any nation is traditionally measured in terms of its military
resources and capabilities, as well as its economic resources. In fact, a nation
intent on acquiring a major military capability must first have the economic
power to acquire the necessary military tools of personnel, equipment,
technology, and financial resources to sustain a well-equipped fighting force.

For a nation to truly be powerful, it requires soft power in addition to its
hard power as evidenced by its military might. Soft power is simply one form
of power, or one strategy of obtaining desired outcomes. A nation’s source of
soft power is from its culture, political values, and its policies, which, when
viewed by others, are deemed as being legitimate and having moral authority.
However, if perceived as manipulative or seen as propaganda, its credibility
is lost.?

According to Joseph Nye, smart power is about finding ways to combine
resources into successful strategies. Since a strategy relates means to ends,
this will require clarity about the goals or the preferred outcomes one hopes
to achieve, as well as the resources and tactics that will be used. Smart power
then provides an ability to evaluate which forms of power behavior are most
likely to succeed and to gauge the probability of success. So from a nation’s
point of view, the concept of smart power is the intelligent integration and
networking of diplomacy (soft power) and military (hard power), used in
combination to achieve one’s ends or preferred outcomes.?

A new form of power known as information power has emerged through-
out the world, and this power base is built on the combination of technology
and information systems. The fascinating aspect of information power is that
no one nation has exclusive control over it, nor does it belong solely within
the sphere of governments. Information power can be exercised by non-
governmental agencies and is fully within the reach of any individual with
minimal technological tools and financial resources. Information power is
growing beyond the reach of governmental controls and can, therefore, be
utilized in both beneficial and harmful ways.

Today, there are major power shifts occurring within three nations:
America, China, and Iran, and a series of transformational global events has
impacted each nation. These transformational global events have not been
episodic or rash but have emerged over at least three decades, and in some
cases, even a longer time line is involved. As America, China, and Iran are
addressing these transformational global events, the concept of power is fun-
damental to the national security of each nation.
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The status of superpower for any nation interested in acquiring this
level of respect from other nation/states is dependent on its acquisition of
economic resources or power, military power, political power, and cultural
sophistication. A nation that has the capacity to project its influence and
power anywhere in the world and to sustain this power in multiple regions
of the world simultaneously would have all of the necessary characteristics
that would define its status as a superpower. In terms of the recent historical
past, we can identify the British Empire, the Soviet Union, and America
as three superpower nations. Of course, today, only America remains as a
superpower, and China is clearly emerging as one.

1.1.1 Military Systems and Power

In examining the concept of military power and how America, China, and
Iran have each embraced this form of power, we are interested in observ-
ing and analyzing the power shifts that currently confront each nation. For
example, no nation in the recorded history of the world has ever seen the
acquisition of military power that today exists in America. The combina-
tion of electronic warfare capabilities with the most sophisticated weapons
systems, a sophisticated officer corps with combat experience, an Air Force
with aviation equipment capable of space warfare technologies, and a blue-
water navy capable of positioning assets on every ocean in the world provides
a military power base. The critical question of power shift that America is
addressing centers on whether its economic power will continue to permit the
allocation of resources that are necessary to support its military in its current
form while also providing the resources to maintain its cutting edge research
and development in engineering the next generation of weapons systems.

Of the three nations, Iran is clearly not a superpower but aspires to
become a regional superpower within the Middle East. Iran’s military power
is based on its calculated use of its proxy armies; namely, Hezbollah and
Hamas. Iran sees its efforts in obtaining nuclear weapons and the accom-
panying missile systems to enable its goal of achieving regional superpower
status. The power shift that Iran has dealt with centers on other nation’s con-
demnation of its developing nuclear weapons programs and delays caused
by the Stuxnet computer viruses targeting its nuclear weapons development
program. Iran has aligned its interests with those of Syria, the only Arab
nation in the Middle East to openly support and work with Iran. As a result
of the Arab Spring and the current revolution occurring in Syria, there is a
potential major power shift, which could well impede Iran’s use of its proxy
armies, particularly Hezbollah, since Syria will not have the capacity, inter-
est, and focused attention to continue its support for Iran’s use of Hezbollah
in Lebanon and elsewhere. In fact, Hezbollah and Iran may well move weap-
ons and missiles currently in Syria to Lebanon. Iran has had to maintain a
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low profile in the Syrian Revolution for fear of losing possible support by
young Arabs throughout the Middle East.

Amer Taheri recently reported that the Islamic Majlis, Iran’s ersatz par-
liament, published a report on the Arab Revolution and asked for urgent
action to protect their strategic interests, in case President Bashar-al-Assad
is toppled. Currently, Syrian opposition forces to President al-Assad’s regime
have claimed that Iranian trained snipers or agents have been used to kill
demonstrators, just as the Iranian regime used snipers to kill protestors
during the 2009 presidential election of Mahmoud Ahmadinejad in Iran.
Whether or not Iran has indeed sent agents to Syria to assist President Bashar
al-Assad, Iran is bound by treaty to assist Syria against any threats to its
security and stability and that includes intelligence and security issues with
regard to dissident armed groups. Iran’s interest in Syria is also premised on
the fact that Syria’s geographical location permits Iran a crucial role in chan-
neling arms to both Hezbollah who operates in Lebanon and Hamas who
has a reinvigorated role in the Palestine territories. Further, Syria’s location
provides Iran deep water port access to the Mediterranean.*

China is a nation that has the ability to obtain true global superpower
status along with America. While America’s economic power is currently
creating major problems as a result of its $14 trillion deficit, China, on the
other hand, sees its economic power growing at a rate which has now per-
mitted it to replace Japan as the number two nation with the highest gross
domestic productivity. Regarding China’s power shift in terms of its military
power, it no longer is content with being a regional superpower, but now has
its aim on becoming a global military superpower, similar to America.

The Chinese have been very keen observers of the military power of
America, and because of their concern regarding Taiwan, they have contin-
ued to strengthen their military. Now, because of their power shift and their
economic power growing at such a phenomenal rate, they have decided to
shift some of their economic wealth to create a power shift in their military
and to set their design on obtaining a carrier-based blue-water navy, and
they have recently developed their J-20 stealth aircraft fighter. Also, they have
demonstrated their capabilities in using space-based weapons, and they have
the world’s largest army, with more than 1.25 million active personnel in
their People’s Liberation Army (PLA).

However, it is interesting to note that China’s military strategy is based
on a realization that a conventional confrontation with America would be
unsuccessful, so it has developed a strategy of “unrestricted warfare” that
combines electronic, diplomatic, cyber, terrorist proxy, economic, and pro-
paganda tools to deceive and exhaust the American military.® This strategy
is congruent to the asymmetric challenges the United States has prepared
for and is consistent with how other terrorist organizations have confronted
American military power.
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When evaluating a nation’s military power, one has to measure and
compare the economic resources and capabilities of the opposing force. This
analysis includes budgets, manpower, military infrastructure, defense indus-
tries inventory of aircraft, naval vessels, armor, tanks, and weapons systems.
Other important factors that must be considered are such items as doctrine,
military strategy, training, officer corp experience, recent combat experi-
ence, research and development, capacity for innovation, and the will of the
nation’s civilians to support and finance a military power.® A more detailed
view of military power, especially with reference to China’s power shift, will
be presented later in this and subsequent chapters.

1.1.2 Economic Systems and Power

A nation’s economic system and its ability to produce wealth is measured by
its size and quality of gross domestic product, per capita income, educational
system, technology, natural resources, industrial capability, financial institu-
tions, and human resources as these are the basic building blocks of a vibrant
and sound economic structure.

This book takes the position that it is the economic power of a nation
that is fundamental to the creation, support, and growth of a nation’s mili-
tary power. As a nation’s economic power grows, and only if it grows, will
there be an opportunity for the nation’s military power to gain strength
and stature. The decision to shift economic resources into the military is
a decision of the appropriate governing bodies with the concurrence of
the people of the respective nation. The allocation of scarce and limited
economic resources is fundamental to the health, welfare, and national
security of any nation seeking to possess a military power. It is the wealth
and prosperity of a nation that determines the type, size, capabilities, and
mission of a military power. Without a robust and formidable economic
system, there is little likelihood that any nation could afford to have a
military.

In terms of economic resources being allocated to the military power sys-
tems of both America and China, a 2010 Pentagon report estimated China’s
total military spending to be $150 billion compared to the military spend-
ing in the United States of $719 billion. China was spending 4% of its gross
domestic production on the military, while the United States was spending
2% of its gross domestic production on its military.” As America’s economic
deficit increases, its corresponding shift of resources to the military will
decrease, and already the Secretary of Defense has recommended a $90 bil-
lion decrease to the military. We have every reason to believe that as China’s
economy grows, it will continue to make much larger increases to its military
budget as the costs to equip and support the PLA Navy and its carrier and
blue water goals will be substantially increased.
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1.1.3 Information Systems and Technology

As a result of sophisticated technology and computers linked to informa-
tion systems, which are networked via incredible telecommunications speed
and capability, we now are in an era where the information revolution has
changed the very nature of power as traditionally used by governments.
Today, thanks to the Internet and the access it provides to file servers con-
taining databases throughout the world, information has become available at
virtually no cost to anyone in the world with a computer and connectivity to
the Internet. The new forum of access to information is in reality access to a
form of diffused power that can be exercised either beneficially or harmfully.
Since governments have always spent an enormous amount of time, effort,
and money to acquire and, in some cases, control information by classifica-
tion, we now find governments focusing on the danger of losing informa-
tion or having it modified by those who might hack into their information
systems. So, the flow and control of information is a source of power that
must be retained by governments but could now be within the power realm
of individuals and nongovernmental organizations. For example, terrorist
groups can now use the Internet and achieve a global presence in any country
in the world, and as noted in The War on Terrorism: A Collision of Values,
Strategies, and Societies, the connection between the World Wide Web and
worldwide terrorism can be visualized as follows:

Perhaps one of the most effective tools for terrorist organizations to use today
is the World Wide Web, as it provides unparalleled communications capabil-
ity for the terrorist to use in any number of ways. The use of the Internet can
be directed in such a manner that terrorists can use their computers as tools
to achieve any of the following tasks.

1. Collecting Information
Use as an intelligence-gathering device
Collect information on selected target sites and infrastructure targets
Plan attacks on target sites
Data mining of websites in target country
2. Providing Information
To recruit new terrorist members
To justify the rationale for declaring a fatwa
To provide information to remote sites and countries
To request funding and donations to support the cause
To circulate attack plans
To provide new manifestos
To share training materials
3. Acting as an Instrument of Attack
Cyber-attack opponent’s websites
Cyber-attack electronic weapons systems
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Cyber-attack electronic transfer of funds
Cyber-attack financial and stock exchanges
Cyber-attack electronic grid sites’

1.1.3.1 The Internet as an Instrument of Change

It is quite obvious that the operational significance of the Internet will change
the organizational structures of terrorist groups, as well as the nature of the
conflict. The Internet makes possible the virtual terrorist cell and permits a
level of decentralization of the terrorist group never before experienced. The
Internet has accelerated the spread of radical Islamist ideology, and accom-
panied this message with a rationale for attacking the West, and has spread
this message to every corner of the Muslim world.

Email along with a full panoply of electronic and digital communica-
tions has transformed the religious terrorist group by providing instanta-
neous ability to disseminate battle plans, tactics, training, and intelligence
to terrorist members in the most remote areas. Even more alarming is the
nature of material already available on the web. People can download various
computer viruses and Trojans and launch an attack with minimal computer
skills necessary as the attack script is already prepared and easily available
for downloading and launching.?

1.1.3.2 The Internet as a Tool of Cyber Warfare

The military organizations of many nations have found that cyber warfare
strategies may well provide an opportunity to amplify other weapons sys-
tems they possess. For example, the ability to use the Internet to insert mal-
ware including worms and Trojan Horses software programs into an enemy’s
computer systems can be an effective weapon. A recent point to demonstrate
the strength of such an approach was the Stuxnet worm that was directed
and programmed to attack certain industrial processes of Iran’s nuclear
facilities, resulting in what has been reported by Iranian nuclear experts as a
major interruption in their nuclear program.

It has also been reported by both the U.S. Defense Intelligence Agency
and the Central Intelligence Agency that in 2007, when Syria’s secret nuclear
program was near completion, Israel neutralized Syrian Air Defense systems
through cyber warfare and then proceeded to send aircraft to bomb and
destroy the nuclear facility.’ Just as cyber warfare has very potent offensive
capabilities and provides an enormous range of power to those nations utiliz-
ing this technology, there is also a down side to equipping your military with
this capability. The down side is the need to develop sophisticated defense
programs that protect your information resources from penetration and
attack from opposing forces.

Both China and America have developed very sophisticated cyber war
programs, and each has also taken great pains to develop defense systems to



8 Power, National Security, and Transformational Global Events

prevent attacks or insertion of malicious software programs. In short, both
nations have appreciated the power of information systems, and each is dedi-
cating enormous financial resources and trained personnel to meet the chal-
lenges inherent in using this form of power.

1.1.4 Educational Systems

Another form of power that resides in any nation is the investment made
in higher education as institutions dedicated to advancing knowledge,
research, and development will be the hallmark of that society’s ability to
make advancement in its culture, values, and political systems. Further, the
power a nation aspires to develop in its military, economic, and information
systems are all dependent on its educational systems producing the gradu-
ates who will assume a leadership role within each of these respective power
systems. A nation committed to developing its infrastructure and state-of-
art military, economic, and information systems must not only have a steady
pattern of growth of college and university graduates but must also possess
world-class graduate and research programs.

As we examine the capacity of college and university systems of
America, China, and Iran, one of the striking features is the growing
number of female students enrolled in each nation’s academic programs.
Another aspect is the breadth of college and university programs as they
are not all publicly financed institutions but a mixture of public, private,
and religious-based institutions. Almost all of the institutions in China are
government based, and few are private or religious-based institutions. In
Iran, we observe some public and private institutions but a growing number
of religious-based institutions. In fact, those institutions that are considered
too “westernized” are experiencing great pressure to assume a perspective
more in line with Moslem law dictates and tradition. In America, we have
not only public, private, and religious-based colleges, but we also have “for-
profit”-based private institutions, which have increased their enrollments
due to their openness in planning for adult learners. Another aspect of our
private institutions centers on some being “corporate owned,” with branch
campus locations throughout the United States. In contrast to the “corpo-
rate owned,” we have corporate universities that are owned by a company,
but they restrict their programs solely to their employees, and in this case,
they really are not “for-profit” institutions but are their own programs. In
fact, it is more likely than not that their courses will have a “training” per-
spective and not an educational perspective, although it is conceivable that
some of their programs will be designed to enhance the research capabilities
of their employees.

The U.S. Department of Education reports that in 2007 there were 4,861
colleges and universities in America with 18,248,128 students of which 57%
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were female students.'® The number of graduates of these institutions was
1,563,000, and the degrees were conferred in the following fields!!:

Business 335,000
Social science 167,000
Health sciences 111,000
Education 103,000

While those at the graduate level received degrees in the following fields:

Health professions and clinical sciences 9,900
Education 8,500
Engineering 8,100
Biological and biomedical sciences 6,900
Psychology 5,300
Physical sciences 4,800

According to the Shanghai Jiao Tong University’s ranking of academic
programs throughout the world, more than 30 of the highest ranked institu-
tions are in the United States, and this ranking is based on research output,
articles published, highly cited researchers in 21 broad subject areas, and
Nobel prizes and awards.!?

China, during the same time period of 2007, had 2,236 colleges with
25,346,000 students enrolled, 48% were female students, and they gradu-
ated approximately six million students in 2007. According to the Ministry
of Education of the People’s Republic of China, higher education in China
has played a significant role in the economic growth, scientific progress, and
social development of its country. This growth is remarkable since its educa-
tional system was only given approval to resume operations in 1977 by Deng
Xiaoping. Even more amazing, this occurred after China’s Cultural Revolution
in which the impact on China’s higher education system between the years
1967 and 1976 saw the number of students enrolled drop to 47,800 students
from 674,400.1° Thus, in the period of 30 years, China’s educational system
increased from 47,800 students enrolled to 25,346,000 enrolled in 2007, and
almost six million students graduated from Chinese universities. This clearly
has to be considered a major transformational event within China.

China’s educational system continues its rapid emergence, and the wealth
of its economic system is being reinvested in its educational system. Most
recently, China has created its version of the China Ivy League by structuring
nine of its most prestigious universities to work together. Also, one should
note the extraordinary commitment China has made in the creation of engi-
neering colleges and its emphasis on the physical sciences and mathematics.
In short, China is on the move, in its development of the hard sciences, and it
is directing its efforts to produce world-class universities.
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Iran’s educational system has experienced very profound changes since the
1979 Revolution, which in effect ended all American-Iranian academic rela-
tions. In 1980, Ayatollah Khomeini declared the “Iranian Cultural Revolution,”
and this had an effect on the curriculum of the various colleges and universi-
ties in Iran. Tracking essentially the same time period of 2007 as we viewed
American and Chinese higher education, we find in Iran 385 colleges and uni-
versities in which most, 289, were private universities with 54 state-operated
universities and 42 state medical schools. There were 2,829,000 students
enrolled in which 52% were female students. A total of 40,000 students were
enrolled in master degree programs and 20,000 students enrolled in doctor-
ate programs. One result of the Iranian Cultural Revolution was to require
those universities that had courses or programs considered too “westernized”
to modify them to comply with Moslem law and culture or face closure.*

America, China, and Iran have each valued their respective higher edu-
cational systems, and each has over the years experienced domestic events
and stress points in which they have decided the value of their colleges and
universities is important and meaningful to the stability and growth of their
respective national goals.

1.2 Transformational Global Events

Fundamental to the transformational events impacting America, China, and
Iran is the overarching presence of deep and important economic issues.
Both America and China are involved in concerns as to how each nation will
address its respective currency issue disagreement. As America is addressing
a $14 trillion deficit, China is concerned with inflation and domestic prob-
lems with the distribution of its wealth.

1.2.1 America and China Economic Dependency

Ever since the financial crisis 0f 2008, America and China have expressed deep
concerns over currency valuation, and America has taken the position that
China should let its currency float upward on the world market. China has
countered this argument by stating America should focus on reducing its $14
trillion deficit. Central to this disagreement is the economic reality that cur-
rency manipulation can become an important aspect of economic power in
the global trading and financial marketplace. America maintains that China
has fostered economic policies that have resulted in limiting the convertibil-
ity of its currency, the Yuan. As a result, China has increased and achieved
huge trade surpluses with America by suppressing the value of its Chinese
currency. Trade officials in the United States indicate the Chinese have also
recycled their trade surpluses into America by buying American assets.”
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Further, many American economists maintain this practice has depressed
American interest rates and contributed to America’s excessive use of credit.
China totally rejects this line of reasoning and cites its view that the Japanese
economic miracle ended by American pressure on Japan’s currency to let the
Yen rise against the dollar, which resulted in severely damaging the compe-
tiveness of the Japanese industry.!¢

There is an interesting parallel between America’s current financial
relationship with China and the financial relationship America had with
Japan three decades ago. In part, this explains some of the concern China
has regarding America’s continuing insistence that the Chinese currency, the
Yuan, should be floated to the market and not kept at such a depressed value.
This parallel relationship can best be portrayed by Joseph Nye’s assessment
in his excellent book, The Future of Power:

In the 1980s, when President Ronald Reagan cut taxes and raised expendi-
tures, the United States became dependent on imported Japanese capital to
balance its federal government budget. Some argued that this gave Japan
tremendous power over the United States. But the other side of the coin was
that Japan would hurt itself as well as the United States if it stopped lend-
ing to the Americans. In addition, Japanese investors who already had large
stakes in the United States would have found their investments devalued by
the damage done to the American economy if Japan suddenly stopped lending
to the United States. Japan’s economy was little more than half the size of the
American economy, and that meant the Japanese needed the American mar-
ket for their exports more than vice versa although both needed each other
and both benefited from the interdependence.

A similar relationship has developed today between the United States
and China. America accepts Chinese imports and pays China in dollars,
and China holds American dollars and bonds, in effect making a loan to the
United States. China has amassed $2.5 trillion of foreign exchange reserves,
much of it held in U.S. Treasury securities. Some observers have described
this as a great shift in the global balance of power because China could bring
the United States to its knees by threatening to sell dollars. But in doing so,
China would not only reduce the value of its reserves as the price of the dollar
fell, but it also would jeopardize American willingness to continue to import
cheap Chinese goods, which would mean job loss and instability in China.!”

Ironically, the American debtor and Chinese creditor relationship is now
so dependent on one another that it represents a financial version of “mutu-
ally assured destruction,” not unlike the nuclear balance of terror that existed
between America and the Soviet Union during the Cold War.!®

1.2.1.1 Quantitative Easing: Currency Dispute
China’s economy is growing three times as fast as America’s economy, dem-
onstrating the divergent paths of the world’s two largest economic nations.
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While China is extremely concerned and preoccupied with its inflation,
America worries about prices stagnating and the U.S. Federal Reserve con-
tinues to pump cash into the economy under its quantitative easing (QE)
program. The QE2 as it is known has placed $600 billion into the economy
as a stimulus with precious little to show for it. U.S. banks are still not lend-
ing money to small businesses, and U.S. corporations simply are not hiring
American workers. U.S. corporations, however, are expanding their jobs in
foreign countries, and most of the employment opportunities are extended
to those nations’ workers. The Federal Reserve closed the QE2 program in
June 2011 since its effort to provide stimulus to the economy has simply not
worked. The real estate market remains depressed, and without employment
picking up, people will simply not be able to return to the housing market as
in past years.

Chinese officials blame their nation’s inflation problem on the loose mon-
etary policies of America, and once again American officials counter this
argument by stating that China could control its inflation by simply allow-
ing its currency to rise more against the dollar, which would lower the cost
of imported goods. However, China is concerned that too steep a rise in its
currency would harm its export business and have the impact of losing jobs
in China for its workers. This is a domestic issue China is reluctant to accept
since the political consequences to their leader would be unacceptable to them.

1.2.1.2 Federal Deficit: Interest Payments

The U.S. Federal Reserve continues to hold interest rates at close to zero, and
the Federal Reserve has stated they will maintain the low rates on money for
an extended period of time. Meanwhile, central banks in other nations are
doing just the opposite by raising their rates. China has signaled its support
for the Euro and euro-zone bonds, and American investors are now increas-
ing their purchase of foreign stocks."”

The Federal Reserve remains committed to its monetary policy, sim-
ply because they have few other stimulus programs that have been effec-
tive in reducing America’s high unemployment rate. Even more frustrating,
Congress and the White House have not been able to agree on a coherent
plan for reducing our nation’s $14 trillion deficit.

Goldman Sachs continues to forecast that China will overtake America
in terms of gross domestic production by 2027. The shift of global economic
power from America to China will accelerate because of the fiscal crisis in
America and our enormous federal deficit. In fact, the Congressional Budget
Office projects the interest payments on our federal debt will rise from 9%
of federal tax revenue to 20% by 2020; will rise to 36% by 2030; and will rise
to 58% by 2040. Only America’s ability to print the world’s premier reserve
currency provides some economic relief. However, this privilege is under
mounting attack from the Chinese government.?
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As America and China continue to debate their differences in currency
valuation, America’s largest challenge is directly related to how seriously it
will address its $14.29 trillion deficit, which is the debt ceiling set by law.
When this debt level is reached, federal spending will have to be significantly
reduced or totally stopped. If new revenues or taxes were to go to the U.S.
Treasury, it would still not be sufficient to continue governmental operations;
therefore, the government would be forced to default on various financial
commitments, limiting or delaying payments to creditors and the thou-
sands of vendors who work with the government. Eventually, social security,
Medicare, and unemployment benefits would be affected or temporarily sus-
pended. Should the federal debt ceiling not be raised by Congress, the impact
on the value of the U.S. dollar would be to significantly lower its value, and
the international community would call for its termination as the world’s
reserve currency. This may also have the effect of creating a “run” on the
dollar in the international markets as nations would unload large portions
of their holdings.

Since America’s deficit level of $14.29 trillion reached its legal limit
by May 16, 2011, with only a permissible extension for 2 months, one can
appreciate the concern of Congress in finding a workable solution to our
financial debt limit. Standard and Poor’s notified both Congress and the
White House of its intent to lower the U.S. credit rating from its typical
AAA status to AA, a downgrade from “stable” to “negative.” There exists
a condition of material risk that Congress may be unable to reach agree-
ment with the White House as to how the United States will respond to
the financial challenges by 2013. While it is critical for Congress to act on
our financial debt limit, it is also extremely serious to begin programs that
reduce our nation’s continuing need and dependence on borrowing money
from other nations. As our federal debt increases, the amount of interest
to repay this debt will eventually reach a point where it will consume the
future of our nation and cripple the standard of living for the future genera-
tions of our citizens.

This problem is larger than simply viewing it as an economic problem
that might be ameliorated by an economic solution. The inability of Congress
and the White House to work together in a collaborative fashion to address
and propose remedies for our financial deficit is illustrative of the political
gridlock that is gripping our nation. Unfortunately, this has resulted in fur-
ther economic damage to our nation’s very fragile financial system. The fact
that elected members of Congress and our president are incapable of propos-
ing solutions and working in a harmonious manner to resolve the greatest
challenges our financial system has experienced since the Great Depression
in 1929 has elevated the fears of both our citizens and the business com-
munity. Sacrifices will have to be made throughout America’s entire society,
and there can be no special interests termed untouchable as our nation is
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confronting a transformational event of a magnitude our political system has
been ill equipped to address.

Perhaps, Fareed Zakaria best captures the challenge America confronts
by his observation “America’s economic system is its core strength, its political
system is its core weakness.”! Now is the time for our politicians to assume
the role of “statesmen” and set forth a series of new policies that address our
nation’s economic vulnerabilities and implement plans that benefit America
as a nation, and rise above political party’s interests.

1.2.2 Middle East Nation/State’s and Iran

1.2.2.1 Arab Revolutions

On December 17, 2010, an event occurred in Tunisia that would create a
power shift for 17 Middle East nations and have profound effect on Iran
and America as well. Mohamed Bouazizi poured gasoline on himself and
set himself on fire. His act of self-immolation was, according to his cousin,
due to his disillusionment with the poverty in his life and the absence of any
future. The cousin captured this event on his cell phone camera and notified
Al Jazeera, which aired this event, as well as peaceful protests throughout
the Middle East. Facebook, with more than three million Internet users
in Tunisia, also picked up this story, and soon Twitter was carrying news
throughout the Middle East. On January 4, 2011, Mohamed Bouazizi died
from his injuries, and a nationwide civil protest was made possible due to
the technology and functionality of the social media. Tunisian President
Zine-Al-Abidine Ben Ali tried to shut down the online social media and
Internet but was unsuccessful in doing so. On January 13, 2011, the presi-
dent spoke to his nation and promised to cut the cost of food and not run
for reelection in 2014. The next day, on January 14, 2011, he disabled the
government, handed control of the nation to the prime minister, and fled
the nation.?

This event served as the catalyst to young people throughout Tunisia who
also felt overwhelmed by their hopelessness. More importantly, this very sig-
nificant protest viewed as monumental by young people in other Mideast
nations empowered them with the belief they could also peacefully pro-
test for governmental changes in their respective nations. So, the Jasmine
Revolution, as it was known in Tunisia, became the catalyst of hope in which
one nation’s experience inspired another nation.

The very next nation to feel the protest of its population was Egypt, and
on January 25,2011, the young people called for a “day of rage” and demanded
President Hosni Mubarak resign from office. On February 4, 2011, protesters
filled Tahrir Square in Cairo, in what they called the “Day of Departure,” and
by February 11, 2011, President Mubarak decided to step down from office,
handing over power to a military council.?*
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On February 14, 2011, another nation was to experience the Arab
Revolution; this time it was Bahrain. Three days later, on February 17, 2011,
and only 6 days from President Mubarak’s departure, Libya was next to expe-
rience protests that found Muammar Qadafh using such force against the
protestors that the Arab League and United Nations mandated a no-fly zone,
in the hopes of preventing civilian casualties.

In assessing the cause of the Arab Revolution and the speed within which
it occurred, it appears as though the following six variables were consistent to
the revolution in each nation.

. Corruption of the government or elite members of the ruling party
. Poverty

. Youthful population

. Literacy

. Unemployment

. Use of social media
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Also, virtually all of the Middle East nations had experienced prior
protests and unrest, so there was a growing level of resentment that made
possible the depth of the protestors’ demands for regime change. In fact, so
many of the rulers have held office for decades, such as Zine-Al-Abidine Ben
Ali of Tunisia for 23 years, Mubarak of Egypt for 30 years, Qaddafi of Libya
for 42 years, President Saleh of Yemen for 33 years; protestors simply could
not tolerate family members passing the ruling office to another set of family
members with the continuation of corruption, poverty, and unemployment.

Ironically, as the various Middle East nations established programs to
reduce illiteracy within their nations and to encourage their youth to obtain
higher education credentials, it resulted in many youths becoming frustrated
by the absence of employment or the opportunities that normally attach to
one’s educational achievements. It was this group of unemployed, disenfran-
chised, educated youth that was central to the Arab Revolution occurring in
each nation.

The Arab Revolution, which began in Tunisia, moved to Egypt, Yemen,
Bahrain, Libya, and Syria, and has alarmed Jordan, and especially Saudi
Arabia. One of the major problems confronting Saudi Arabia is the age gap
between the ruling prince who is 83, and the 60% of Saudis who are under
18 years of age. As a result of satellite television, the Internet, and the social
media of Facebook, Twitter, and other programs, the youth are now more
informed of what is occurring in the world. They see corruption of the ruling
party, which in Saudi Arabia consists of more than 7000 princes, and they
also see that 40% of the Saudis live below the poverty line and 70% cannot
afford their own homes.?* These factors can set the stage for an uprising of
the youth against the Saudi ruling party. King Abdullah has made efforts to



16 Power, National Security, and Transformational Global Events

address some of these issues, but beneath the surface, there still continues to
be problems in the kingdom.

The many nations of the Middle East have for so many decades depended
on the status quo of their ruler’s ability to rule and their subject’s passive
acceptance of this condition. It is clear that because of this sweeping Arab
Revolution, the status quo is no longer sustainable. The populations of these
nations are no longer fearful or accepting of the ruling parties.

This condition has profound effects on the United States as for many
years we have supported the monarchs and ruling party members because
this assured our nation certain advantages. For example, our relationship
with Egypt and our financial support to them provided America a partner
who would support Israel. It also provided America access to Egyptian air
space for our military flights and finally assured safety of the Suez Canal.

Jordan has provided both leadership and assistance to America for its
important role in maintaining positive relations with Israel. Nevertheless,
just as transformational changes occurred in Egypt, as a result of the Arab
Spring, we may find pressures being placed on the Jordanian government,
thus creating the possibility for diminishing support of a diplomatic relation-
ship with Israel. So, as we continue to observe these transformational changes
in the Middle East, some American policy makers may have to realize that
there is no short-term benefit for America in the Arab Revolutions, and as
a matter of fact, these revolutions could be most harmful to our interests.2®

As violence continues in Syria, Iran may get involved because of its secu-
rity treaties with Syria, and this portends further difficulty for America as
this violence is now moving into an area where Jordan, Israel, and Lebanon
exist, and this will further complicate American policy issues. Of course, one
of the concerns is the revolutionary’s general demand for more democracy in
their respective nations, something which America believes in and supports,
yet these shifting demands may undermine some of America’s security inter-
ests. For example, the autocratic president of Yemen, Ali Abdullah Saleh, has
been one of our strongest allies in fighting terrorism. In Bahrain, we have
enormous intelligence operations, as well as the U.S. Navy’s Fifth Fleet being
based in that nation. Also, both Jordan and Egypt have worked most dip-
lomatically to assist America in attempting to resolve the conflict between
Israel and the Palestinians.?®

As American political leaders observe the Arab revolutions, we continue
to be told that our support for the Middle East rulers has created a deep
strain of Islamic opposition both violent and deeply anti-American. America
must navigate this terrain very carefully since we will be developing policies
and programs with new elements of Arab leadership. At the same time, we
are aware of the fact that many of these revolutions have not achieved what
the protestors may have expected. A good example is the current situation
in Egypt where the military ruling party has deferred a great deal to the
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Egyptian Muslim Brotherhood and has hindered the efforts of creating a new
Egyptian constitution. As a result, many young protestors who participated
in starting the revolution now realize that finishing a revolution is more dif-
ficult than starting one.

1.2.2.2 Iran’s Influence in the Middle East

The revolution spreading through so many Arab nations has now been
referred to as the “Arab Spring,” and it is definitely ushering in major trans-
formational changes that are precipitating a shift in the balance of power in
the entire Middle East. The abdication of Hosni Mubarak has resulted in
the new Egyptian prime minister taking a leading role in the brokering of
a peace arrangement between Hamas and Fatah, thus placing Palestine in a
more realistic role to present its case to the United Nations in seeking state-
hood in September 2011. This event is clearly contrary to all past Egyptian
relations with Israel. Since Hamas is designated as a terrorist organization by
the United States, and because Hamas calls for the extermination of Israel,
the new diplomatic arrangements between Egypt and Israel will be undergo-
ing a striking change. America will also have to reassess its $2 billion annual
aid it provides Egypt since it appears as though Iran is gaining more influ-
ence not only with Egypt but in the entire Middle East as well.

A measure of recent Iranian influence with Egypt is the new Egyptian
military leaders permitting Iran to have passage of two warships through
the Suez Canal. This event has not occurred in over 32 years, and it clearly
would not have been allowed were Hosni Mubarak still in office. A policy
challenge for America is to analyze the new Egyptian actions and to deter-
mine whether these new Egyptian policies are an expression of Egypt assert-
ing a new role in the Middle East, or whether Egypt is moving on a pathway
to embrace Iran.

Many observers throughout the world have carefully watched the Arab
Spring emerge with calls for major changes in leadership of one Arab nation
after another and have seen this revolution as the possibility of a new strain
of democracy emerging in the Middle East. However, in Egypt, we see a dif-
ferent course of action, as following President Mubarak’s resignation, the
Egyptian military has allowed the Egyptian Muslim Brotherhood to emerge
with greater influence and possibly a strong role in the past revolution gov-
ernment. After being officially banned from politics for more than 40 years,
Egypt’s interim government has officially recognized the Egyptian Muslim
Brotherhood’s new political party known as the Freedom and Justice Party
and has permitted it to participate in September 2011’s parliamentary elec-
tions. This action has disappointed many of the young protestors who played
such a strong role in the Tahrir Square protest movement leading up to
President Mubarak’s resignation. Once again many of these youthful pro-
testors are returning to Tahrir Square seeking a government that is not so
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bound by the Egyptian military leaders and more responsive to their seeking
a role in the new governance constitution.

Not only have there not been calls for democracy as the West conceives of
democracy, but there has been an increase in tensions between Saudi Arabia
and Iran, as Iran views this Arab Spring as its opportunity to gain traction
and support from those Middle East nations who have historically been more
aligned with the United States and Saudi Arabia. Saudi Arabia is convinced
that Iran has been responsible for unrest in Bahrain and Yemen, and as a
result, the Arab Spring has created an environment in which we can observe
two nations striving to become the regional superpower in the Middle East,
Saudi Arabia or Iran.

As Iran rises to challenge Saudi Arabia for regional superpower sta-
tus, America must now confront the Arab Spring and determine if it is a
result of Arab youths seeking a greater role in their respective nations to
no longer suffer poverty and unemployment under monarch-based systems
of government, or whether Iran has used these youthful protests as a tool
which its intelligence operatives can continue to use and forge unrest within
the Arab nations. In short, has America misperceived the Arab Spring as a
movement of populations seeking democracy or as a cold and calculated
move on Iran’s part to create instability and assume major superpower sta-
tus in the Middle East? Saudi Arabia firmly believes that the United States
has been outflanked by Iran and that America has betrayed its responsibili-
ties to Hosni Mubarak by calling for him to resign from his leadership role.
Saudi Arabia was further angered by the weak American response in Yemen
and in Bahrain.?”

Some might suggest that Saudi Arabia’s concern is based on its geograph-
ical location to the very nations in play. Others might suggest that America
has suffered a major State Department policy failure for simply asking Arab
leaders to modernize and reform their systems into more open governments,
when for more than four decades, the strategic interests of America have been
based on America’s support of Arab dictators and monarchs who enabled
America to achieve its core security interests. Now, as many of these regimes
are in trouble or challenged, Saudi Arabia’s charge of betrayal resonates with
them and at least is viewed as a disappointment or America’s weakness.

The Arab nation of Bahrain directly informed Iran to stop interfering
and encouraging protest by the Shiite minority population. Since Iran is a
Shiite Islamic Republic and Bahrain a Sunni Muslim nation, Bahrain wanted
no further Hezbollah undercurrents encouraging unrest. Saudi Arabia, also
a Sunni Muslim Kingdom, did not want to be vulnerable to an Iranian pres-
ence on its southern border, so it sent Saudi troops into Bahrain to protect the
ruling Al-Khalifa family. Hezbollah, a proxy army of Iran, has publicly sup-
ported the Bahrainian protesters and criticized Arab nations for their sup-
port of Bahrain.?® Of course, this is a direct challenge to Saudi Arabia. It is
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important to note that Bahrain serves as the naval port for the U.S. Navy Fifth
Fleet; thus, Bahrain is critical to the United States, and Iran’s effort to assist
in the overthrow of the Al-Khalifa ruling party would be a major disaster for
America and a major victory for Iran. So, Iran’s use of Hezbollah to encour-
age Shiite minority groups in Bahrain not only to ask for more jobs and relief
in their economic standing but to go further and call for the overthrow of the
Al-Khalifa family and its monarchy is a clear signal to intelligence agencies
that Iran is using the “Arab Spring” to advance its own geopolitical interests.

Another Middle East nation receiving Iranian support and help is
Syria. Iran has long viewed Syria as a major asset because it has used Syria
to achieve considerable geopolitical support. Iran continues to use its proxy
armies Hezbollah in Lebanon and Hamas to achieve its objective. Syria’s con-
tinued approval of Iran shipping weapons through its borders to Hezbollah
has been and remains critical to Iran. In essence, Syria has become a key
conduit for Iranian influence in the Middle East, and because of its rela-
tionship with Lebanon, it has helped Iran’s proxy Hezbollah overthrow the
Lebanese government and install a prime minister friendlier toward Iran.?
For Hezbollah, Iran’s proxy army to now have virtual control of the Lebanese
army and its weapons systems provides a major challenge and problem for
Israel. U.S. intelligence agencies have intercepted communications in which
Iran is aiding Shiite opposition groups in Bahrain and also sending Iranian
agents to Syria in order to help Syria monitor protestors’ use of the Internet,
cell phones, and other social media such as Twitter and Facebook.

Iran has accused America of hypocrisy by participating in the effort to
attack Libya’s Muammar Qaddafi for Libya’s military assault on civilians,
while ignoring the Saudi Arabia military assault on civilian opposition
forces in Bahrain. Of course, America counters by accusing Iran of hypoc-
risy by its actions against protestors opposing the Syrian government. In any
event, what is emerging is the fragile vulnerability of those protestors seek-
ing redress of their grievances and how governments throughout the Middle
East as well as nongovernmental agencies are focused more on power and
less on democracy.

Iran appears to be promoting Hezbollah and Syria with portions of
Lebanon’s military for an eventual war with Israel, as part of an overall
strategy to further weaken Saudi Arabia and make further inroads into the
Middle East. Iran can also use this as a major tool for distracting concerns
around its continuing program of developing nuclear weapons. In fact, this
was the strategy Iran used in 2006 when the Hezbollah attack on Israeli sol-
diers resulted in Israel’s full scale response, which in the process destroyed
numerous Lebanese buildings, killing many civilians and becoming such a
worldwide focal point that the matter of Iran’s nuclear program was over-
shadowed. Both the United Nations Security Council and the G8 were in no
position to debate international sanctions against Iran.
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America has continued its effort to obtain international sanctions against
the Iranian nuclear weapons program, and Iran knows that if conflict is to
occur over their nuclear weapons program, it will be largely with America
and Israel. As a result, Iran has engineered Hezbollah’s role from fighting
Israel in Lebanon to fighting Israeli and American influence in the Middle
East, and the “Arab Spring” has been an excellent vehicle to this end. So, once
again the issue of Iran’s nuclear weapons program is removed from the con-
cerns of the international community. Events such as these plus Iran’s non-
negotiating strategy have provided them the time to continue and further
develop their nuclear weapons program.*

The Arab nations observing the years of negotiations over the Iranian
nuclear program wonder how the Iranian nuclear program will be stopped.
Since Saudi Arabia and others place little to no faith in the success of the
endless negotiations between Western diplomats and the Iranians, they
have now positioned themselves to acquire and purchase nuclear weapons
from such countries as Pakistan and North Korea. In short, as Yousef Al
Otaiba, the United Arab Emirates Ambassador to the United States stated,
“We cannot live with a nuclear Iran.”’! Bernard Lewis, one of the leading
scholars of the Middle East, observes that in his view, Iran will not be
able to be contained if it does go nuclear. Further, the former “mutually
assured destruction” concept that prevented the use of nuclear weapons
between the Soviet Union and the United States since each side knew that
if the other used a nuclear weapon, the other would retaliate and both
nations would be destroyed would not apply should Iran develop nuclear
weapons.

... the Mullahs “are religious fanatics with an apocalyptic mindset. In Islam,
as in Christianity and Judaism, there is an end-of-times scenario - and they
think it’s beginning or has already begun.” So mutually assured destruction is
not a deterrent - it’s an inducement.??

Perhaps, as a result of years of unsuccessful Western government’s nego-
tiations with Iran regarding its determination to build a capability of nuclear
weapons, the emergence of Stuxnet arrived in Iran in the form of a digital
super weapon with the clear intention of destroying and disrupting the ura-
nium enrichment efforts of Iran’s nuclear weapons program. It is reported
that the software worm was introduced into Iranian computers in five loca-
tions probably by an “infected thumb drive” inserted into the network by
unwitting Russian engineers who were working at the Iranian nuclear facil-
ity. Once inside the system, computer analysts say that Stuxnet sought out
its target, the computer controlled Stuxnet nuclear centrifuge system, and
may have damaged up to 1000 of the systems centrifuges. This all occurred
without any human help and without anyone clicking a mouse or guiding it
electronically.®* The manner in which the Stuxnet worm operates is based on
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how the software program code was written so that it looks for devices called
“frequency converter drives,” which are connected to the SCADA system.
SCADA is an acronym that means supervisory control and data acquisition,
and it refers to an industrial control system that collects data from various
sensors and routes the data to a central computer, which then manages and
controls the data. Since there are many components to a SCADA system,
such as input and output hardware, controllers networks, communication
equipment, and software, the Stuxnet worm can be programmed to seek out
specific components and drivers.

Such “frequency converter drives” take electrical current from a power
grid and then change the output to a much higher frequency, typically
600 HZ or higher. The high-frequency output from the frequency charger is
fed to the high-speed gas centrifuge drive motors. The Stuxnet worm looks
for converter drives operating between 807 HZ and 1210 HZ and then resets
the frequency to 1410 HZ for 27 days, then drops the frequency to 2 HZ, and
later increases it to 1064 HZ. The Stuxnet worm repeats this process; thus,
interfering with the speed of motors, it sabotages the industrial control pro-
cess, and, as some researchers have suggested, may even cause the machines
to break apart.

Experts believe that Stuxnet was developed by a nation with an excellent
covert cyber weapons team and at a cost of millions of dollars. However, now
that elements of the software code or its electronic blueprint have been made
available on the Internet, the fear is that it might be reverse-engineered by
cyber weapons “hactivists” or rogue nations and made available to anyone
who wishes to buy and own a cyber super weapon.® Stuxnet is, at the very
least, an important wake-up call for digitally enhanced and reliant countries
and, at worst, a blueprint for future attackers.?

The transformational nature of this worm has not only changed the
computer defense systems environment but now created massive computer
system vulnerabilities to Western nations and especially the United States’
Department of Defense systems.

It is clear that the entire Middle East is at a “tipping point,” and because
of the information revolution in the Internet, Facebook, Twitter, and other
social media, Arab youths have access to both information and power that
were never previously available to them. The Arab youths see no reason why
they should be subjected to the repressive Arab regimes and monarchs and
are now involved and central to a political transformation for a better demo-
cratic and peaceful future for themselves.*

The challenge for the United States is to carefully assess how involved
Iran is in this “Arab Spring” process and to make certain there is no
Iranian hijacking of a sincere process begun by Arab youths throughout
the Middle East, only to be used by Iranian intelligence programs and
operations.
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1.2.2.3 Arab Spring’s Impact on the Israeli-
Palestinian Peace Process

Over the years, the Israeli-Palestinian process for resolving their differences
has engaged nations and statesmen throughout the world, and we now stand
at a pivotal point in time that will possibly result in a major transformation
of their respective positions. At the close of World War II, numerous changes
in nation’s geographic territories were underway, but few had the enormous
and sustained impact on the world as the 1948 United Nations decision to
create the State of Israel and to provide Israel land, which to this day the
Palestinians maintain was their homeland.

Each side of this 63-year-old unresolved search for resolution has deep
and bitter issues, which have been fought over and have cost literally thou-
sands of lives. There are numerous issues confronting each side, but the more
profound and difficult ones are as follows:

Palestinian Issues:

1. Right of return to their perceived homeland
2. Israeli settlements in the West Bank

Israeli Issues:

1. Israel’s right to exist
2. Security concerns regarding terrorism, violence, and suicide bombers

Andrew Krepinevich has observed that ever since the State of Israel was
created in 1948, conflict has occurred between Israel and the neighboring
Muslim states building to a point that wars occurred on three occasions—1956,
1967, and 1973 —resulting in clear Israeli victories. These major conflicts were
followed by a new and different form of conflict that was created by Hamas in
Palestine and Hezbollah in Lebanon and their strategy for using a sustained
program of guerrilla warfare and terrorism. This strategy was followed by the
First Intifada (1987-1993) and then again by the Second Intifada beginning
in (2000-2003) in which Palestinian nationals used tactics ranging from
mass protests and general strikes to suicide bombing.*

By 2006 Hezbollah had acquired a sizable arsenal of fairly sophisticated
weapons, with thousands of rockets in its inventory, and had become a state-
within-a-state in Lebanon. The Second Lebanon War, waged between Israel
and Hezbollah in July and August 2006, marked a significant watershed in the
long struggle between Jews and Muslims in the Middle East. During the span
of little more than a month Hezbollah fired some 4,000 rockets of various
types into Israel. Of them, over 900 rockets hit near or on buildings, civil-
ian infrastructure, and industrial plants. The ferocity of the attack, which
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averaged some 130 rockets per day, far exceeded any attack suffered by Israel
up to that time, including the Iraqi Scud missile attacks during the First Gulf
War in 1991. Some 2,000 homes were destroyed, and more than fifty Israelis
died, with several thousand being injured. Haifa, Israel’s major seaport had to
be shut down and its oil refinery as well.

As enemy rockets rained down on northern Israel, the Israeli Defense
Forces (IDF) initially sought to defeat Hezbollah using air power and pre-
cision firepower-based operations. When this failed, the IDF employed its
ground forces in limited raids and probes into southern Lebanon, Hezbollah’s
center of power. Yet Hezbollah managed to sustain the rocket campaign dur-
ing the entire thirty-four days of conflict. Hezbollah’s use of anti-tank guided
munitions and rocket-propelled grenades against Israeli tanks proved both
clever and effective. Over 25 percent of the 114 IDF personnel killed during
the war were tank crewmen; out of the 400 tanks involved in the fighting in
southern Lebanon, 48 were hit and 40 were damaged.*

In short, Hezbollah’s action in this 34-day war proved to be an enor-
mous victory for them, as Israeli defense forces who had previously won in
the 6-day wars against the armies of Egypt, Syria, and Jordan were not able
to defeat this totally new transformed army of Hezbollah. The implications
of this 2006 war were profound for as Robert Baer observes, “Israel lost its
deterrence credibility and in Arab eyes, Israel is now beatable. It’s no longer
the giant they thought it was.™?

The popular Arab Revolution is moving toward Israel in the form of
the Arab Spring with protestors challenging all governments in the Middle
East that are diminishing the rights and opportunities for the youth of the
Middle East. The Palestinians are using this new found enthusiasm for pop-
ular protest and civil disobedience to make these tactics the cornerstone
of their struggle against Israel. Many Israeli authorities fear that this may
mark the beginning of the Third Intifada. Charles Levinson and Joshua
Mitnick reported a television interview in which Israeli Defense Minister
Ehud Barak warned “the events today may only be the beginning of a new
type of battle for Israel as Palestinian activists move away from armed con-
frontation in favor of popular protests aimed at winning wider support for
their cause. Once the headline of terrorists is dropped, we are left with a
picture for the world of us in control of another people, which has contin-
ued for 43 years. This is the way that they use the weapon of soft power to
embarrass Israel”*!

It is interesting that many other Israeli leaders, including Prime Minister
Benjamin Netanyahu, see this not so much as an extension of the Arab
Spring but more as a response by both the Iranian and Syrian governments.
Most particularly, they see Syrian President Bashar al-Assad as attempting to
defuse the protests in Syria by encouraging a protest movement across their
border into Israel. Israel should carefully assess this situation, as the wrong
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set of tactics in response to this new movement could cause major unrest and
many people could die by the incorrect tactical and operational response to
these protests.

If indeed this new peaceful protest movement is the beginning of a Third
Intifada, all evidence points to the fact that the protestors will use civil dis-
obedience similar to what America experienced in the 1960s, and if it is
conducted along these lines, it will be totally different from the past two
Intifadas. The Israeli defense forces and police have been trained in totally
different strategies to cope with violence, and this will present a challenging
form of engagement.

Another major transformational change is currently underway in Egypt
as the new government that currently serves in a caretaker capacity while
waiting for a new Egyptian constitution and new election has made a major
decision that has already impacted Israel and Palestine. Egypt has hosted and
brokered the new arrangement between Hamas and Fatah that has resulted
in a new power-sharing agreement, which has been extremely disappointing
to both Israel and the United States. If Egypt and other Middle East nations
recognize such a unified government, this would amount to tacit recognition
of Hamas as a legitimate political entity alongside the more moderate Fatah,
which in effect ignores the fact that Hamas has been and remains defined as
a terrorist entity not only by America but also by the European Union as well.
This recognition would mark a major split between Egypt and Israel since
Hamas has publicly declared Israel should not exist.*?

George Friedman reports in his article “The Arab Rising, Israel and
Hamas” that Egypt is a key for Hamas and its future. Hamas was trapped by
the former Israeli-Egyptian blockade, as this blockade limited its ability to
access weapons as well as basic supplies needed to build a functioning econ-
omy and movement in the West Bank. In short, Hamas was cornered and
isolated in Gaza, and this new brokered arrangement sponsored by Egypt
has created the opportunity for Hamas to become militarily and politically
more effective.*®

Amr Moussa, the Arab League Chief, simply states the new Egyptian
military-led government negotiated the power-sharing agreement between
the Palestinian Authority and the militant Islamist party Hamas and also
pledged to work toward normalizing estranged relations with Iran simply
as a diplomatic reopening rather than a realignment.** Of course, these
events would never have occurred under the Egyptian government of Hosni
Mubarak.

One outcome of the brokered agreement between Hamas and Fatah has
been the statement by Hamas leader Khaled Meshaal that his movement will
make decisions about how to wage its struggle with Israel, including if and
when to use violence, in consensus with more moderate Palestinian factions.
He further stated that Hamas was prepared to adopt a strategy of nonviolent
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resistance, at least for the time being.** Meanwhile, Prime Minister Benjamin
Netanyahu of Israel has called on President Mahmud Abbas of the Palestinian
Authority to annul the agreement with Hamas since the Hamas Charter calls
for the destruction of Israel and an all-encompassing Jihad. On the other
hand, America remains open to including Hamas in the Mideast peace pro-
cess, provided Hamas formally renounces violence and recognizes Israel’s
right to exist. Interestingly, some Palestinian officials expect that Hamas
will forego violence, and Fatah will forgo its strategy of negotiation.*® If this
occurs, it implies a Third Intifada based on peaceful protest and civil disobe-
dience falling within the current movement of the Arab Revolution. It also
implies that as the United Nations member states deliberate on Palestine’s
request for statehood, the question would be more seriously considered and
evaluated by an absence of Hamas-instigated violence as well as their recog-
nition of Israel’s right to exist.

Karin Laub’s article “Palestinians Test Tactic of Unarmed Mass Marches”
reports that Palestinian activists are calling their peaceful mass march on
Israel borders as a preview of the new tactics they will use to pressure Israel
and win world support for statehood. These marchers have been galvanized
by the Arab Spring and brought together by Facebook, Twitter, and other
social media, and they intend to continue to descend on Israeli borders with
the intention of crossing the borders and daring the Israeli soldiers to use
their weapons to stop them. This could well be a more effective weapon than
the suicide bombings and other violence of the past Intifada’s.*” Actually,
the very nightmare scenario that Israel has feared since its inception may
become real is, as Aluf Benn observes, Palestinian refugees would simply
start walking from their camps directly to the Israeli border and would try to
exercise their “right of return” enmass.*

The impending transformational event that Palestine has prepared for
is an appeal to the United Nations seeking recognition as a state in the West
Bank and Gaza strip. The president of the Palestinian Authority, Mahmud
Abbas, has simply lost faith in America and has observed that “minutes after
the State of Israel was established on May 14, 1948, the United States granted
it recognition, while our Palestinian State remains a promise unfulfilled.”
So, the Palestinian request for statehood really boils down to the choice not
between Palestinian unity and peace with Israel but a choice between a two
state solution and settlement colonies.*’

Regarding the support that Palestine may receive from other nations sup-
porting its request for statehood, both France and Britain have stated they
are prepared to support a unilateral declaration of a Palestinian State if peace
talks are not restarted by the September 2011 meeting of the United Nations.
More than 110 countries have also recognized Palestine diplomatically.>
The chances for peace process talks to begin between Israel and Palestine
are virtually impossible for two major reasons. First, Israel will not discuss
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peace with Palestine as long as Hamas is part of the united Palestinian gov-
ernment. Second, Palestine has lost total faith in both Israel and the United
States seriously engaging in a peace process; moreover, Palestine’s goals are
now pitched much higher, to achieve statehood. Palestine also envisions the
attainment of statehood as an opportunity to pursue legal claims against
Israel and to present its case before the International Court of Justice and the
United Nations human rights treaty organizations.

In retrospect, the Arab Revolution that began in Tunisia, swept through
Egypt, and has impacted so many other Middle East nations is now knock-
ing on the door of Israel. Not one of these Middle East nations, and certainly
not America, had anticipated the ferocity of the revolution and the inabilities
of governments and their officials to respond to the demands of the protes-
tors. The thought that some governments were manipulated by the protestors
becomes irrelevant in the present but may still be important to the future.

1.2.2.4 The Arab Spring Revolution’s Impact on China
As the Arab Spring has swept through Tunisia, Egypt, Libya, Yemen, and
Bahrain toppling the regimes in Tunisia and Egypt, the Chinese government
has strengthened its security and has limited Internet usage while also main-
taining close surveillance of activists who may wish to respond to the Internet
calls for a “Jasmine Revolution” in China similar to the prodemocracy dem-
onstrations in the Middle East nations. In fact, the Internet messages urging
Chinese protests such as Tunisia’s “Jasmine Revolution” called for demonstra-
tion rallies in 13 cities including Beijing and Shanghai, and these online posts
first circulated on an overseas Chinese news website, Boxun News Network
(http://www.Boxun.com). The online messages called for the Chinese to gather
peacefully in a show of people power to promote fairness and democracy. The
response of the police was to arrest more than 100 people, with five people
being charged with subversion or other similar national security charges.*
One would assume that China’s phenomenal economic growth plus its
increasing status among nations of the world would create a certain level of
confidence among the Chinese leadership. However, like so many authori-
tarian governments, they become very concerned when there is an oppor-
tunity for protests to have the potential to engage people of various classes
that are likely to resonate throughout the nation. The Chinese also remember
how the protests of the Solidarity Movement in both Eastern and Central
Europe brought down the Communist Party in those countries in 1989.
Jeffery Wasserstrom has observed that while “it might seem at first blush that
the Egyptian crisis stemmed from factors so different from China’s situation
that Beijing would not be troubled by any comparison. Nevertheless, a cen-
tral grievance in Egypt which resonates powerfully with many Chinese was
official corruption.”? In addition, another major reason for the protests was
inflation and the rising cost of food.
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Another concern for the Chinese leadership centers on their economic
growth, which has resulted in vast disparities between the Chinese coastal and
inland regions and the enormous inequities between the Chinese rural and
urban populations. Also of great concern are the level of corruption and the
lack of accountability, which could potentially diminish Chinese cohesion.

Bret Stephen’s excellent article on “Beijing and the Arab Revolt” discusses
rising economic expectations of a nation coupled with a growing inequality all
within the environment of an authoritarian government as having all of the
necessary ingredients for a potential revolution. Further, he states as follows:

Ever since Deng Xiaoping launched the “Four Modernizations” in 1978,
China’sleaders have gambled that they could turn the country into a great eco-
nomic power without risking their political monopoly. When challenged on
this score—as they were by dissident Wei Jingsheng’s “Fifth Modernization”
(democracy) in 1978 or by the students in Tiananmen Square in 1989, or more
recently by the Charter 08 movement—they have resorted to brute repression.
But in quieter times, they, along with like-minded authoritarians, have been
confident enough to stake a philosophical claim for their style of rule.

For many years, that claim was defended as a function of “Asian value™
the idea that the public welfare was best served by enlightened one-party rule
that nurtured economic growth but drew the line at anything that threat-
ened social harmony, political competition most of all. “I do not believe that
democracy necessarily leads to development,” Singapore’s Lee Kuan Yew once
said. “I believe that what a country needs to develop is discipline more than
democracy.”>*

Daniel Bell, a professor of political theory at Tsinghua University in
Beijing, raises the question as to whether the authoritarian regime in China
will go the way of the Middle East dictatorships of Tunisia and Egypt.
Professor Bell suggests that the similarities are found in China’s absence of
political freedoms: the gap between the rich and the poor, the rampant cor-
ruption, the rising cost of food, and the high rate of unemployment among
recent university graduates. On the other hand, Professor Bell observes that
the differences are equally obvious, for example, China is not ruled by a fam-
ily, and because of this, there is no one clear source to blame. Also, Chinese
corruption is seen more at a lower level as opposed to the central government,
which is the case in most Middle East nations. There are far more opportuni-
ties for social mobility via education and entrepreneurship in China than in
the Middle East nations. Finally, China’s population is older than the Middle
East nations exploding youthful population cohorts.*

Francis Fukuyama draws on Samuel Huntington’s classic book Political
Order in Changing Societies to provide insight into today’s events in the
Middle East and how China will also be impacted by this theory of the devel-
opment gap. This gap theory is premised on increasing levels of economic and
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social development creating opportunities for societal unrest as measured
by revolutions, coups, or military takeovers due to the fact that a gap exists
between the newly mobilized, educated, and empowered people and their
existing political system. In other words, the aspirations between their hopes
for political participation are at odds with the governmental institutions that
provide them little or no voice or opportunity to participate. The gap theory
further postulates that attacks against the existing political order are seldom
driven by the poor in such societies, but more often they tend to be led by the
rising middle classes frustrated by their lack of political and economic oppor-
tunity. When one examines the protest movements that began in Tunisia and
then moved to Egypt, it was the educated, technologically aware middle class
youth who expressed their frustrations with societies in which they were not
permitted to voice their views, or challenge the incompetence of governing
officials. Further, their inability to obtain employment, the political connec-
tions that favored the few from the ruling families, and the clearly observed
corruption of officials or officials who permitted corruption were simply no
longer tolerable to this educated cohort of youth who are seeking participation
in their perspective nations based on their skills, merit, and achievements.>

When comparing China to Egypt, especially with reference to the expand-
ing middle class, those in China certainly have benefitted from the economic
growth of China; however, they have little to no opportunity for political par-
ticipation. Another feature of China, unlike the Middle East nations, is that
Chinese leadership changes regularly around 10 years of service as compared
to Middle East nations in which many of the regimes remain in power for
over three decades. Fukuyama notes the advantage of the political leadership
turnover in China is indicative of greater policy innovation in sharp contrast
to Middle East nations in which there has been both little leadership change
and virtually no policy innovation. Another interesting feature of China as
compared to the Middle East nations is the security apparatus of China, and
particularly the PLA, which is decidedly more supportive and responsive to
the state political leadership. China not only controls its Internet space but
also has banned Facebook and Twitter and any social media that might be
used in conjunction with organizing any protest.>’

One concern that Chinese leadership is focused on is that of creating
jobs as they are fully aware of the fact that every year China graduates more
than seven million students from its universities, and these graduates are
struggling to find employment. The Chinese government recognizes that
several million unemployed college graduates are much more dangerous
to a modernizing regime than the hundreds of millions of poor peasants;
therefore, the political leadership knows its legitimacy is based on working
to provide new jobs and in securing some role or participation for this new
educated middle class into some aspect of Chinese society. The forward look-
ing issue for the new emerging Chinese middle class is not only jobs and a
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rising income to support their new life style but also their desire for greater
personal freedom from the political party. The issue centers on whether this
new Chinese middle class will be content with trading political freedom for
rising incomes and greater economic stability, or whether they will demand
both political freedom as well as economic stability.*® In short, as we exam-
ine authoritarian regimes whether in the Middle East or in China, it is clear
that economic growth will not sustain the stability of the political regime.
Nor will strategies of appeasement or repression control of the population. In
reviewing the Arab Spring and the revolution of the hundreds of thousands
of people in each of the nations such as Tunisia, Egypt, Bahrain, Yemen, and
Libya, the lesson conveyed to authoritarian regimes is quite clear: provide
the people participation in their society, with access to political freedoms
and the opportunity to improve their livelihood. This message has certainly
been received by the political leadership in China, and their ability to work
with their rapidly expanding middle class will have to be based on more than
their control of information, as it is only a matter of time before the educated
millions of students graduating each year will demand a free open Internet as
other nations have provided and will also demand access to the social media
available throughout the world. It is not a question of “If” the Chinese leader-
ship will be confronted with addressing and responding to these issues; it is
the question of “When” this transformational tipping point will occur.
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Perhaps the single largest cause of a major shift in power for both America and
China was the creation of mortgage-backed securities, which resulted in the
process of securitization and a financial process that would allow Wall Street
to bundle mortgages, auto loans, credit card loans, and commercial loans
and convert these into bonds. These bonds were then bundled into pieces or
“tranches” and sold to investors offering different types of interest rate yields.
This process that started more than 30 years ago gradually emerged into the
Great Recession of 2008 and culminated in the near destruction of the world’s
financial system. The consequences of creating new financial instruments in
unregulated markets required the cooperation, assistance, and approval of
not only financial rating houses, but also government regulators, Congress,
and even policies approved at the highest levels of government, including
the White House. The ultimate effects of this process resulted in major Wall
Street bankruptcies and congressional approval of a $700 billion dollar TARP
program known as the Toxic Asset Relief Program, to prevent the wholesale
collapse and bankruptcies of Wall Street investment banks.

This major transformational event not only totally disrupted our nation’s
economic system, but it diminished our nation’s economic power. As a result
of diminishing our economic power, it has impacted our nation’s military
power and our fundamental national security. It is important to document
how this process of creating new financial instruments began so that we
understand all of the latent and dysfunctional consequences involved in the
process of securitization so that we fully appreciate the historical precursors
and missed warning signals involved in unregulated financial markets.

2.1 China’s Move to Superpower Status 1978-2008

Our story begins in 1978 in Beijing, China, at the Third Plenary Session of
the Eleventh Central Committee of the Chinese Communist Party where
Deng Xiaoping laid the foundation for the opening of China and his nation’s
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long journey to become an economic superpower. Pivotal to Deng’s efforts
to transform China, now that Mao was dead, was the “four modernizations”
to industry, which resulted in a shift of authority from the higher level per-
sonnel to the lower level personnel, which meant local managers were given
more authority to use their judgment in operating their businesses. Chinese
peasants were now permitted to hold a second job and not simply spend all
of their effort and energy on the collective farms. Also recognized was a need
for a more independent judicial system to arbitrate disputes that would even-
tually occur as these new modern commercial efforts were being planned.
The most important of these transformational changes was the planning for
the establishment of “special economic zones” for foreign investors. Together
these efforts toward modernization resulted in lowering the population that
lived in poverty from 28% of the nation in 1978 to less than 10% by 1985. That
is a reduction of 270 million people living in poverty in 1978 to 97 million
people living in poverty by 1985. By 1993, China was receiving more foreign
direct investment than any other country in the world. By 2008, China was
the world’s largest exporter and one of the nations with the most foreign cur-
rency reserves.! This amazing growth parallels an equally astounding trans-
formational set of events that were occurring in America and the West.

2.2 America’s Move to Avoid Depression 1978-2008

Again, moving back to the period of 1978-1991, the transformational
changes were being set forth by the Reagan Revolution to reverse the growth
of the American welfare state, and during this same time in England, Prime
Minister Margaret Thatcher was focused on reversing decades of British
economic decline and eliminating the militancy of the trade unions. Both
addressed problems that some suggested were radical reforms, while oth-
ers sensed the focus on the economic systems of each nation resulted in a
resurgence of the “free market” ideas and a reconceptualization of the role of
government.? So, while China was transforming itself from a closed nation
with high levels of poverty and unemployment, America was in the process
of transformation that resulted in its deepest recession and by 2008, almost
destroying the entire financial system of the world.

Ironically, this transformation occurring in both China and America
resulted in a set of mutual dependencies that each nation bestowed upon
the other, all intertwined on the financial health of each nation’s economy.
What specifically occurred in the United States to precipitate such changes
that came so close to creating a worldwide economic depression? In the same
30-year period of time, 1978 through 2008, China emerged from its closed
society to a world class superpower, while America almost destroyed its total
financial system and became a nation with over $14 trillion in debt.
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2.3 The Process of Securitization

It was not one transformational event in America, but a number of seem-
ingly unrelated events that were created and later interfaced and enabled
system changes in our economy over an extended 30-year period of time.
These events culminated in America’s deep economic recession because of
the combination of complex new financial instruments created in an unregu-
lated market, with a new model of business by all Wall Street firms, and the
accompanying involvement of the major bond rating agencies all operating
in an environment characterized as avarice and greed and involving people
at all levels of society. Yet, these new financial instruments became the unin-
tended weapon, which was coupled with greed, selfishness, lack of moral
judgment, and an absence of standards that almost ruined our nation.

2.3.1 Mortgage-Backed Securities

The events that unfolded in America began with the creation of a new finan-
cial instrument called a mortgage-backed security developed by three indi-
viduals associated with Wall Street firms. Lewis Ranieri, a bond trader at
Salomon Brothers, Larry Fink at First Boston, and David Maxwell, the Chief
Executive of the Federal National Mortgage Association, better known as
Fannie Mae, a quasi-private/governmental corporation with the responsibil-
ity for providing home mortgages with the financial backing of the U.S. gov-
ernment. These three entrepreneurs created this new innovative bond, and
the major benefit of this mortgage-backed security was that it responded to
the increased investor demand for mortgage bonds resulting in an increasing
level of home ownership in the United States.

Home ownership in America was very important to both Congress and
the White House, and as a result the government-sponsored entities (GSEs),
best known as Fannie Mae and Freddie Mac, worked closely with Wall Street
firms and real estate companies to support and approve these new mortgage-
backed bonds, believing this would increase home ownership. However, the
most latent and dysfunctional consequence of the creation of the mortgage-
backed securities was the decoupling of the lender from the bank that pro-
vided the original mortgage; thus, creating the sale and repackaging of the
homeowner’s mortgage into a complex bond termed a collateralized debt
obligation or CDO in which both secured and unsecured mortgages were
placed. Another dysfunctional aspect created by mortgage-backed securities
was the emergence of a subprime financial mortgage market in which all
previous standards of eligibility for home ownership were bypassed as long
as the home buyer was willing to accept balloon payments and other esoteric
features of these new mortgage market approaches, which eventually created
massive amounts of home foreclosures in America.’
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Although Lewis Ranieri and Larry Fink were responsible for inventing
the process of securitization, a process that enabled Wall Street to bundle not
just mortgage bonds but any and all loans made by any financial institution,
this would not have been possible were it not for the government changing
laws that would have prevented the creation of this new market. Therefore,
the involvement and support of the government-sponsored entities (GSEs),
namely, Fannie Mae and Freddie Mac, was critical to the creation of these
new financial instruments and this entirely new market.

2.3.2 The Process of Tranching Mortgage Bonds

Another variable and key part of the securitization that made this new market
possible was the technique of tranching, as developed by Larry Fink of First
Boston. The process of securitization enabled the creation of mortgages into
a bond or a security instrument. This bond could then incorporate numerous
mortgages and the process of tranching that permitted the securitizer to carve
up a mortgage bond into pieces, called tranches, and according to the differ-
ent risks involved, each tranche would result in a different yield. The higher
the risk, the greater the return of interest on the yield to the bond holder. The
more secure or lower the risk, the lower the rate of return to the bond holder.

2.3.3 The Rating Agencies

Only one critical factor remained to permit this process of securitization
to fully emerge as a market and that required the involvement of the credit
reporting agencies, namely, Standard and Poor’s, Moody’s, and the Fitch
Ratings. In fact, without the buy-in of the rating agencies, investors would
never purchase a security, which was comprised of hundreds or thousands
of mortgages within each individual security. The potential investor would
not begin to know how to evaluate a security of this type, or be interested in
an investment, unless a bond rating such as an AAA or BBB was attached to
such a security.

Since Congress and the various governmental regulators placed such
trust in the rating agencies, they were designated as Nationally Recognized
Statistical Rating Organizations or NSRSROs, which conveyed a sense of pro-
fessionalism and responsibility, which in turn created a level of confidence
for the investor of the mortgage-backed bonds.* The mere fact that the rating
organizations approved of these securities and the entire securitized process
allowed other financial instruments to be created and become a critical part
of the securitization process. For example, during the 1980s and 1990s, junk
bonds, hedge funds, and collateral debt obligations and “derivatives” were
created and became an instrumental part of the destruction of our finan-
cial system, but each required the participation and approval of government
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regulators, the GSEs, and the rating agencies. The clear presence of conflict of
interest and the need for Wall Street investment firms, GSEs, and the rating
agencies to all become an integral part of this process enabled investors to rely
on a false sense of security and confidence. This was the foundation on which
the subprime and Alt-A mortgage industry emerged and worked within the
shadows of corrupt organizations such as the Long Beach savings and loan
organizations, and Ameriquest and Countrywide Financial. Each provided
fraudulent or risky mortgages to the Wall Street firms of Lehman Brothers,
J.P. Morgan, Bear Stearns, Merrill Lynch, Goldman Sachs, and the American
International Group (AIG), and each consistently required more mortgages
to continue the charade of their greedy and avarice investment practices.

2.3.4 Wall Street Firms Business Model Changes
to Initial Public Offering

The surprising process of each of the major Wall Street firms moving from
their partnership status to an Initial Public Offering (IPO) status enabled
their ability to assume levels of risk they would never consider in the days in
which they were solely owned by their partners, and this permitted their full
participation in this risky securitization market.

As the large Wall Street firms converted from private partnerships to
public companies in the 1980s, Charles Gasparino recognized that these
firms were no longer risking their own money but were using the money
of their public shareholders, and as a result the bets got larger and their use
of borrowed funds, known as leverage, grew more risky.”> As Michael Lewis
observes, it was Salomon Brothers in 1981 that was the first Wall Street firm
to move from a private partnership into a public corporation, and in the pro-
cess, the partners made an enormous profit and then transferred the ulti-
mate financial risk of their firm from themselves to the public shareholders.
This of course enticed other Wall Street firms to follow this course of action.
Further, the result of changing an investment bank into a public corporation
changed the entire culture of the organization as the firm now became fix-
ated on such measures as growth, return on capital, and stock performance.
The trading side of the firm became more important than the investment
banking side of the firm.” The resulting emphasis on the trading side of Wall
Street firms clearly ordained a willingness to assume larger risk and pursue
more and greater profit return.

2.4 Birth of the Subprime Mortgage Industry

The securitization process not only remade the way Wall Street firms did
business but also had a profound effect on main street with the enable-
ment of new business organizations that could now provide mortgages to
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homeowners looking to purchase their homes. In the past, and before the
securitization process, if someone were interested in purchasing a home,
they would only have two options, either go to their local bank or else a sav-
ings and loan association. However, in 1987 the savings and loan institutions
would no longer be an option since they invested so heavily in speculative
ventures and in junk bonds, and the damage was so great that the govern-
ment had to rescue the industry through a bailout of the entire savings and
loan industry, known as the Resolution Trust Corporation. This in effect pro-
tected the mortgages within the bonds held by investors.?

2.4.1 High-Yield Junk Bonds

Prior to the formal birth of the subprime industry, the Wall Street firm of
Drexel Burnham Lambert had a bond trader by the name of Michael Milken
who developed a very innovative investment bond known as high-yield
bonds, or more commonly known as junk bonds. Investment-grade bonds
are those deemed by the rating agencies to have a low risk for default and
will result in the bond holder receiving the full rate of interest, and at the
end of the bond the return of principal. Milken’s analysis of the corpora-
tions in America was such that it would be unlikely they would default on a
loan or a bond. Therefore, he suggested the offering of “high-yield” bonds,
which would pay the investor more interest since the rating agencies would
not consider these bonds of investment-grade caliber, and they would then
be termed “junk bonds.” In short, Milken sold this concept to his firm on
the basis that investors were missing an opportunity to earn higher rates
of return on debt that was quite safe and unlikely to default. Interestingly,
Milken also sold the concept of raising capital to finance growth as part of
a “noble” vision of capitalism since it would permit newly formed compa-
nies to secure the financing needed to start their business operations. This
concept proved most beneficial since it was difficult for new companies to
acquire capital financing unless they agreed to high-interest bank loans,
which most new companies could not afford. The option of investment capi-
tal by the investor community also proved untenable since investment capi-
tal was only provided by high percentages of stock equity being assigned to
the investors while diluting the stock ownership of the company owners.
Milken’s concept proved correct as the market for high-yield debt grew from
$7 billion in 1978 to $187 billion by 1987. Soon Merrill Lynch, Bear Stearns,
Salomon Brothers, and First Boston followed Drexel Burnham Lambert into
this new innovative junk bond debt market.® It was not long before the junk
bonds issued were of greater risk, and leverage reached levels never fully
envisioned. So once again, an unanticipated consequence of a new inno-
vative financial instrument became dysfunctional both to America and to
Wall Street.



40 Power, National Security, and Transformational Global Events

As Charles Gasparino states, “in almost a 180-degree turn from the orig-
inal intention, instead of creating and growing businesses, junk bonds were
now being used to purchase businesses and then dismember them in order to
pay off the high cost debt used in the takeover, a process known as a leveraged
buyout, or LBO.”!® The leveraged buyouts permitted takeover entrepreneurs
the ability to issue bonds and then to offer the targeted company’s sharehold-
ers a very large premium over current market prices resulting in the change
of management of the targeted firm and a change in ownership to those who
could secure the most debt. The Wall Street firms prospered by the massive
fees they received for underwriting the bonds.!! Eventually, the process of
using junk bonds got to a point that when interest rates changed, the environ-
ment became very unstable. The savings and loan associations were so highly
invested in junk bonds they could not withstand the fallout from increased
interest rates. Thus, their holdings of pension funds, mortgages, and other
speculative investments caused their demise in 1987 and resulted in the gov-
ernments rescue package issued by the Resolution Trust Corporation.

2.4.2 The New Mortgage Originators

Since rising interest rates doomed the savings and loan associations, the
new process of securitization provided new mortgage originators the abil-
ity to enter the market and offer mortgages to interested home buyers.
Companies like Countrywide Financial, Ameriquest, and many others
were now able to enter this market. The role of the GSEs was critical to the
success of Countrywide Financial and others, simply because these new
mortgage loan originators could now meet the underwriting standards of
Fannie Mae and Freddie Mac and thus sell their conforming mortgages
to Fannie Mae and Freddie Mac. This model made more growth possible,
which met with the approval of HUD, Congress, and the White House since
increased home ownership was a stated goal of the White House under four
different U.S. presidents from both political parties.

Another manner in which these new mortgage loan originators were
provided enormous assistance occurred because of action taken by Congress.
They approved a series of loans ostensibly to assist the savings and loan
associations in the hope of their getting reestablished, but they had pro-
found unintended consequences. For example, the Depository Institutions
Deregulation and Monetary Control Act abolished state usury caps, which
had limited how much money financial firms could charge on first-lien mort-
gages. It also erased the distinction between loans made to buy a house and a
loan such as home equity that was secured by a house.

Each of these congressional actions would prove very important in the
emergence of the subprime mortgage industry. This was followed by the
Alternative Mortgage Transaction Parity Act, which made it legal for lenders
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to offer creative mortgages, such as the adjustable rate mortgage (ARM)
or those mortgages with balloon payments. As a result of these new rule
changes, the savings and loan associations were exempted from the former
limits imposed on them, and they, along with a host of new mortgage origina-
tors, began the process of lending to consumers who would have never been
previously qualified for a mortgage, and this is exactly when the subprime
mortgage industry was born.!?

One of the profound implications with the emergence of the new
mortgage originators was centered on their particular advantage of being
outside the boundaries of the regulators within our financial banking system.
Unfortunately, the disadvantage to the consumer was expressed in higher
interest rates in the short term, and ultimately, their exposure to the massive
amount of foreclosures in the long term.

2.5 Risk Management: Creation of New
Financial Instruments

When dealing with financial transactions, it is critical to demonstrate due
diligence and develop risk management programs to protect the range of
investments made for clients, and the firm or bank itself. ].P. Morgan had
both a history and reputation for taking most seriously their responsibility
for managing risk. In fact, J.P. Morgan wanted to measure risk, model risk,
and manage risk better than any other firm or company, and as a result,
they employed a range of very sophisticated mathematicians and physicists
to develop quantitative programs. The risk models were statistical programs
based on probability theory and designed to minimize the risk of banking
or trading securities. The risk product developed, which the rating agencies
and regulators took great comfort in, was the value-at-risk, or VAR, product,
and this methodology was adopted by virtually all Wall Street firms.”* As
important and valuable as this risk product was, the emergence of the new
subprime mortgage industry required additional tools to measure and man-
age the risk present within these new markets.

2.5.1 The New Financial Instruments: Derivatives and Swaps

The new security instruments were designed to shift risk from one Wall
Street firm’s books to another Wall Street firm. After the transaction was
completed, the original security remained on the first firm’s books, but the
risk it represented had moved. These new products were called derivatives
because they were “derived” from another security. Therefore, the essential
purpose of the derivative was to swap one kind of risk for another, which is
why many common derivatives are simply called swaps. The first use of these



42 Power, National Security, and Transformational Global Events

derivative swaps occurred in the 1980s when the currency market and inter-
est rates fluctuated so unpredictably. An interest rate swap would permit one
firm or company to lock-in an interest rate and pay a fee to another entity,
termed a counterparty, that was willing to take the risk that interest rates
would suddenly fluctuate. If the rates dropped, the counterparty would make
a nice profit. The counterparty would in turn want to “hedge” or reduce its
risk by entering into an offsetting trade with another entity.!

2.5.2 Credit Default Swaps

As banks attempt to manage their risk that a borrower may not be able to
repay its loan, they traditionally have two fundamental forms to manage this
risk, the first being their underwriting loan standards and the second is to
hold capital in reserve, which is a regulatory requirement placed on banks.
Since banks prefer not to tie up their capital by its presence in a reserve
account, which is a nonrevenue-making fund, they have used credit default
swaps to minimize the amount of capital they would have to place in non-
working accounts. The international banking rules have been based on a
Basel Committee or banking supervision, which adopted a risk-based capital
requirement of the amount a bank had to set aside in capital depending on the
riskiness of the asset. These rules stated that commercial loans were the riski-
est, requiring the full capital ratio, but mortgages were viewed as less risky
presumably because people would go to great lengths to avoid defaulting on
their home loans, so these required less capital than a commercial loan.'®
Banks are interested in obtaining mortgages issued by Fannie Mae or
Freddie Mac since both are GSEs backed by the U.S. Treasury; thus, the Basel
rules permit 20% or a lower percentage of the bank’s capital to be retained in
a capital reserve account as a nonrevenue-producing financial vehicle. This
permits the bank to then allocate larger portions of their capital for other
investment and revenue producing options. As a result, banks were very
interested in the mortgages a loan originator sold to either Fannie Mae or
Freddie Mac since banks could then hold highly rated securitized tranches
requiring less capital, and most importantly, they could swap their potential
credit default and hold the securities rather than the loan. The next advance
banks had in wearing down the regulators was to obtain approval to set up
an off-balance sheet investment vehicle, which meant that as long as the
duration of the credit line was less than a year, the bank would not need to
hold capital against that loan. A bank could then sell its riskiest tranches of
a mortgage-backed security, set the credit line to last one day short of a year,
and not have to hold any capital against it. The credit default swap was the
product that would be the greatest capital reducer of all products since it was
designed to accomplish the same task as an interest rate or currency swap,
which is to move risk from a party that does not wish to hold the risk to a
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party that is interested in holding the risk because of the annual fee they will
receive for assuming this risk. Therefore, the counterparty or the one holding
the credit default risk will keep receiving a fee for providing this insurance
until such time as the loan is fully repaid; however, if there is a default, the
counterparty is responsible for the full amount of the loss.!®

Ironically, the Wall Street firms needed government assistance for the
derivatives market to fully succeed, yet they fought bitterly against any
attempt to regulate the derivatives market or to have the trades posted on
an exchange. The industry took the view that the market would impose the
discipline necessary to keep it running effectively. Moreover, they insisted
that government regulations would stifle the innovation that the Wall Street
firms stated they needed. Eventually, insurance companies also began using
derivatives and both the Wall Street firms and insurance companies such as
AIG would later encounter severe problems with swaps, but of a type that
would become developed as collateral debt obligations with specific triggers
attached that hid their very dangerous nature.

The derivatives market became both massive and opaque, plus the bonds
were not properly disclosed on the balance sheets of the participating banks.
The phenomenal growth and complexity of these off-balance sheet activi-
ties, as well as the total absence of any regulatory authority, was a prescrip-
tion for a disaster in the making. In the early 1990s, the total value of credit
derivatives was approaching $11 trillion, and by the end of the decade, it
exceeded $100 trillion. All during this time, the government refused to move
forward with any serious attempt to regulate this derivatives market. In fact,
the Federal Reserve and its Chairman Alan Greenspan did not see anything
wrong with the derivatives market, and as Charles Gasparino reported,
Greenspan was viewed as an ally of the antiregulation message being broad-
cast at every opportunity by the Wall Street firms.1”

As Wall Street firms first expressed interest in the concept and practice of
risk management, it turns out that the products they introduced to measure
and manage risk were both counterproductive to their firms’ ability to with-
stand the devastating financial collapse they created by 2008. In retrospect, it
appears as though the derivatives were more embraced as a vehicle to obtain
lower thresholds of reserve capital than as a vehicle to ultimately permit their
ability to argue for less regulation and more freedom to engage in trading
that would enhance their profits at the expense of a sound financial system.

2.6 Collateralized Debt Obligations

The credit risk derivatives really engaged both J.P. Morgan and AIG into some
of the very first credit risk swaps. In reality, these swaps were really insurance
on the loans J.P. Morgan made, termed as the Broad Index Secured Trust
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Offering, or BISTRO. The credit risk swaps covered $9.7 billion of corporate
credit spread out among 307 companies. J.P. Morgan’s analysis of the diver-
sification of credit would require $700 million of notes to insure the entire
$9.7 billion. Since J.P. Morgan did not want to be responsible for repayment
in the event of a default, it bought insurance from AIG, who then assumed
the risk of any default. Since AIG was an insurance company with both a his-
tory of working in derivatives as well as its A rating, the regulators gave their
approval of the credit risk swaps.

Of course, other Wall Street investment banks began to bundle their
credit risks similar to J.P. Morgan, and the business with AIG increased sub-
stantially and would later become part of a process that would require the
federal government to bail out AIG, the largest insurance and reinsurance
provider in the world. The credit derivative trades were the precursors to
the CDO, or the collateralized debt obligation market. There was one very
important difference between the BISTRO trades of 1997 and the CDOs of
2007: the BISTRO swaps involved corporate debt, whereas the CDO mar-
ket involved home mortgages and was substantially more dangerous to our
financial system.!®

The sharp rise in the value of homes contemporaneously with the low
interest rates created a real estate and housing loan environment, which had
the effect of pricing out of the housing market a substantial number of fami-
lies. The mortgage industry responded by creating new loan types, such as the
ARM, to assist those families who could not qualify for conventional mort-
gages. To respond to the increase in this type of mortgage loan, Wall Street
firms introduced a new type of bond, namely, the CDO bond. Since there was
a concern regarding default in the mortgage market, CDOs were supposed
to be the very best financial instrument in risk reduction. The reason for this
reputation of a risk reducing bond is due to the fact that a CDO bond is pack-
aged with other bonds, which are made up of not only mortgages but also
automobile loans, credit cards, high-yield securities, and anything that allows
the risk of defaults in one class of debt to be offset by other classes of debt."

2.6.1 Structured Finance

Structured finance was a process involving complex computer modeling of
risk, the diversification of borrowers on the basis of geography, income levels,
and the types of loans made, which in theory was supposed to prevent the
CDO bonds from going into default.?

As borrowers interested in becoming home owners found their inability
to obtain qualification for conventional mortgage loans, other loans besides
adjustable rate loans were offered. Soon, negative amortization “ARM” loans,
as well as many other varieties of balloon payment loans, were also being
offered. Since these subprime loans were now being packaged in CDO bonds,
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it became more dangerous for our financial system. Larry Raneri, who
invented mortgage-backed securities along with the resecuritization process
back in 1980, was now warning about the complexity of the CDO bond and
how it was being used. He maintained that the buyers of these bonds really
did not understand them and the risk they were taking; in fact, he main-
tained it would be difficult to track down the risk, and in some cases, people
may not have known they were holding the risks.*

2.6.2 Synthetic CDOs

The next two financial instruments developed by Wall Street firms were syn-
thetic CDO and the CDO squared. Both of these financial instruments were
derivatives of the original security bond, but under the accounting laws, the
more exotic the security, the more likely it could be defined as a derivative
and not a bond, which then meant it could be hidden in the off-balance sheet
structures and other subsidiary corporations.?

Synthetic CDOs combined credit default swaps on a variety of corporate
bonds and created CDOs out of them. They were termed synthetic CDOs
because the CDOs did not contain “real” collateral; rather, they were based
on the performance of existing bonds held by someone else. The synthetic
CDO required two counterparties, one on the long side and the second on
the short side of every triangle; thus, this is a zero-sum investment in which
for someone to win, someone had to lose. Another important factor with the
synthetic CDO was that it no longer required new mortgages from the loan
originators since synthetic CDOs made of credit default swaps referenced
mortgage bonds already in existence. This meant the same risky tranches
could be cloned as many times as anyone wanted and the supply of securities
became infinite.

Unlike a corporate bond backed by the assets of the corporation, or even
a mortgage-backed security backed by actual mortgages, these existed solely
to make complex bets on securities that existed somewhere in the system
(which, as often as not, were bets on securities that existed somewhere else in
the system). Synthetic CDOs were made possible by the invention of credit
derivatives and the rating agencies providing AAA ratings despite the fact
that many of the mortgages within the CDOs were poorly underwritten sub-
prime mortgages.”® It was the bond maker who put this trade together for
long and short positions and who had the advantage, since they selected the
quality of the bonds from the riskiest if they wanted them removed from
their books, or to take a position themselves such as Goldman Sachs had
done, in which case they knew everything possible about the likelihood of a
default and had a clear advantage over the counterparty. By 2007 and 2008,
these synthetic CDOs were the financial equivalent of a nuclear bomb as to
the destruction they created for our financial system.
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2.7 The Consequences: Fraud, Abusive Practices, and Greed

Once the process of creating all of the new financial instruments was in place,
and with the demand for home ownership increasing, it simply required Wall
Street firms to use their new securitization process to move from conven-
tional fixed rate 30-year mortgages to the more unconventional high-risk
mortgages to provide a higher profit and rate of return on their securities.
However, high-profit returns were not the only results of this process, and by
2003, the risk being built into the CDOs and the synthetic CDOs was increas-
ing at such an alarming rate, that the next major consequence to emerge in
the 2004-2008 time period was fraud, abusive practices, and greed.

2.7.1 High-Risk Lending: The Washington Mutual Bank

The U.S. Senate Permanent Subcommittee on Investigations, a Committee on
Homeland Security and Governmental Affairs, released its report, Wall Street
and the Financial Crisis: Anatomy of a Financial Collapse, and issued find-
ings of fact and made recommendations to be considered for implementation
so as to avoid future scandals and problems that were representative of the
current financial crisis.?* Among the many issues the congressional subcom-
mittee reviewed, their inquiry into the high-risk lending of the Washington
Mutual savings and loan association was most instructive. The Washington
Mutual Bank was the nation’s largest thrift and sixth largest bank, with
more than $300 billion in assets, $188 billion in deposits, 2300 branches in
15 states, and more than 43,000 employees. In 2003, Washington Mutual
initiated a lending strategy designed to attract high-risk loans so that they
would be able to acquire higher profit. From 2003 to 2006, their higher risk
loans grew from 19% to 55%, while their lower risk, fixed rate conventional
loans fell from 64% to 25% of all loan originations. Additionally, during this
same period, Washington Mutual increased its securitization of subprime
loans sixfold, primarily through its subprime lender, Long Beach Mortgage
Corporation, increasing these loans from $4.5 billion in 2003 to $29 billion
in 2006. Together, Washington Mutual and Long Beach Mortgage Company
(“Long Beach”) securitized at least $77 billion in subprime loans from 2000
to 2007. The rationale for embarking on such a high-risk loan strategy was
premised on the idea that higher risk loans and mortgage-backed securities
could be sold to Wall Street firms for higher prices. Further, selling or secu-
ritizing the loans also removed them from Washington Mutual’s books and
appeared to insulate the bank from risk.?

As Washington Mutual was implementing its high-risk lending strategy,
both Washington Mutual and its primary loan originator, Long Beach, were
engaging in a host of shoddy loan practices that contributed to our financial
crisis. The congressional subcommittee reported these practices included
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qualifying high-risk borrowers for larger loans than they could afford, steer-
ing borrowers to higher risk loans, accepting loan applications without veri-
tying the borrowers income, using loans with teaser rates that could lead
to payment shock when higher interest rates took effect later on, promot-
ing negatively amortizing loans in which many borrowers increased rather
than paid down their debt, and authorizing loans with multiple layers of risk.
In addition, Washington Mutual and Long Beach failed to enforce compli-
ance with their lending standards, allowed excessive loan error and excep-
tion rates, exercised weak oversight over third party mortgage brokers who
supplied half or more of their loans, and tolerated the issuance of loans with
fraudulent or erroneous borrower information. They also designed compen-
sation incentives that rewarded loan personnel for issuing a large volume of
higher risk loans, valuing speed and volume over loan quality.?

Asaresult of aloan program with so many deficiencies, both Washington
Mutual and, especially, Long Beach became notorious within the industry,
and even the most sophisticated investors were aware of their securitizations
as being among the worst performing in the industry. For example, one com-
mon practice at Washington Mutual was to use stated income loans in which
they permitted the borrower to “state” the amount of their annual income
in their loan applications without any direct documentation or verification
by the bank. By the end of 2007, 50% of Washington Mutual’s subprime
loans, 73% of its option ARMs, and 90% of its home equity loans were stated
income loans. Another loan practice Washington Mutual used was the 80/20
loan in which a package of two loans are issued together, imposing an 80%
loan-to-value first lien and a 20% loan-to-value second lien on the property
for a total combined loan-to-value at 100%. Loans that provide financing for
100% of a property’s value are extremely high risk because the borrower has
no equity in the property and can stop payments on the loan without losing
any personal investment.?”

Internal reviews of two high-volume Washington Mutual Loan Centers
described “extensive” fraud by employees who willfully circumvented bank
policies, and on at least one occasion, senior managers knowingly sold delin-
quency-prone loans to investors.?® It is important to note that Washington
Mutual did have internal investigations, which presented evidence of fraud
to senior managers and executives only to have the evidence ignored and the
practice to continue.

Perhaps the clearest example of how Washington Mutual’s senior execu-
tives ignored documented fraud and even permitted the practice to continue
involved a Washington Mutual internal investigation that uncovered sub-
stantial evidence of loan fraud in 2005 in the two top producing loan offices
in Southern California. The Washington Mutual Home Loans Credit Risk
Mitigation team conducted the investigation in response to a sustained his-
tory of confirmed fraud findings over a 3-year period involving two offices,
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one in Downey and one in Montebello, California. Each office was located
in a low-income area of Los Angeles and headed by a loan officer who had
won repeated Washington Mutual awards for high-volume loan production.
The internal investigative report cited specific examples of fraud and fabrica-
tion of qualifying criteria and recommended firm action by the bank against
the offending employees. Despite the year-long investigation, the written
materials prepared, the meetings that were held, and fraud rates in excess
of 58% and 83% at the Downey and Montebello offices, no action was taken
by Washington Mutual management to address the fraud problems in either
office. No one was disciplined or terminated; no antifraud program was
installed; no notice of the problems were sent to the bank’s regulators; and
no investors who purchased residential mortgage-backed securities (RMBSs)
containing loans from those offices were alerted to the fraud problem.?
Perhaps even more striking, the congressional report noted the following:

Over the next two years, the Downey and Montebello head loan officers,
Mr. Ramirez and Mr. Fragoso, continued to issue high volumes of loans and
continued to win awards for their loan productivity, including winning trips
to Hawaii as members of WaMu’s “President’s Club.” One of the loan officers
even suggested to Bank President, Steve Rotella, ways to further relax bank
lending standards.*

Another example of a Washington Mutual employee notifying the very
highest officials only to be ignored occurred when the chief risk officer, Jim
Vanasek, expressed his concern in 2004 over the unsustainable rise in hous-
ing prices and the risky lending standards, and he circulated a memoran-
dum to the mortgage underwriting and appraisal staff warning of a bubble
in housing prices and encouraging tighter underwriting. Since Vanasek was
the senior risk officer and had frequent interaction with Kerry Killinger, the
CEO, and the board of directors, he expressed his concerns, and while they
may have been heard, they were not heeded. In fact, he earned the derisive
nickname of “Dr. Doom.” On another occasion, Vanasek testified that Long
Beach did not have an effective risk management regime; again it did not
seem to matter to senior Washington Mutual officers and managers since the
strategy was to sell those loans and pass the risk on to investors.’!

Diane Kosch who worked as a quality assurance controller in the Long
Beach Loan Fulfillment Center also endeavored to perform her job in an
honest and ethical manner and informed her supervisors of the poten-
tially fraudulent loans she observed, and she also complained about being
restricted to evaluating loan papers with only 15 minutes on each file. When
she tried to stop approval of a loan that did not meet quality standards, it
would be referred to management and approved anyway. Jalm Ngo, the
senior loan coordinator for Long Beach, was questioned by the FBI about a
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scheme to buy houses in Stockton, California, with fake documents and sto-
len identities. The FBI discovered that Ngo had received more than $100,000
in payments from a mortgage broker to approve bad loans. Ngo pled guilty
to perjury and agreed to testify against his Long Beach sales associate, Joel
Blanford. Ngo admitted in his plea agreement that most of the payments he
received were to ensure that fraudulent loan applications were processed and
funded. Further, he knew many of the loan applications were fraudulent, and
he and others took steps to “fix” applications by creating false documents or
adding false information to the application or to the loan file.*

By 2006, the high-risk loans began incurring record rates of delinquency
and default, and its securitizations also experienced losses. In 2007, the
shareholders lost confidence and depositors began withdrawing funds, even-
tually causing a liquidity crisis. On September 25, 2008, 119 years to the date
of its founding, Washington Mutual was seized by its regulator, the Office
of Thrift Supervision (OTS), and sold to J.P. Morgan Chase for $1.9 billion.
Washington Mutual became the largest bank failure in U.S. history.**

So, a corporation founded 119 years prior to the day of its seizure
depended on the leadership of its CEO, president, CFO, and board of direc-
tors, all of whom failed not only the 43,000 employees but the numerous
investors whom also lost untold billions of dollars. Our nation’s financial sys-
tem was put at severe risk, as was the global financial system.

Ironically, the questionable compensation practices of Washington
Mutual provided Killinger nearly $100 million for the period of 2003-2008,
the very precise time in which the bank was unraveling because of the high-
risk loan strategy Killinger implemented. Washington Mutual provided
Killinger with four retirement plans, a deferred bonus plan, and a separate
deferred compensation plan. In 2008, when he was told to leave the bank,
Killinger was paid $25 million, including $15 million in severance pay.*

Perhaps, those investors who lost so much money because of the unethi-
cal leadership provided by Killinger will be in a position to file clawback law
suits since so much of their money has found its way to Killinger.

Finally, it is important to note the specific findings of fact summarizing
the congressional investigation of the Washington Mutual Bank and the role
of high-risk loans in the financial crisis.

1. High-Risk Lending Strategy. Washington Mutual (“WaMu”) exec-
utives embarked upon a high-risk lending strategy and increased
sales of high-risk home loans to Wall Street because they projected
that high-risk home loans, which generally charged higher rates
of interest, would be more profitable for the bank than low-risk
home loans.

2. Shoddy Lending Practices. WaMu and its affiliate, Long Beach, used
shoddylending practices riddled with credit, compliant, and operational
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deficiencies to make tens of thousands of high-risk home loans that too
often contained excessive risk, fraudulent information, or errors.

3. Steering Borrowers to High-Risk Loans. WaMu and Long Beach
too often steered borrowers into home loans they could not afford,
allowing and encouraging them to make low initial payments that
would be followed by much higher payments, and presumed that
rising home prices would enable those borrowers to refinance their
loans or sell their homes before the payments shot up.

4. Polluting the Financial System. WaMu and Long Beach securitized
over $77 billion in subprime home loans and billions more in other
high-risk home loans, used Wall Street firms to sell the securities to
investors worldwide, and polluted the financial system with mort-
gage-backed securities, which later incurred high rates of delin-
quency and loss.

5. Securitizing Delinquency-Prone and Fraudulent Loans. At times,
WaMu selected and securitized loans that it had identified as likely
to go delinquent, without disclosing its analysis to investors who
bought the securities and also securitized loans tainted by fraudu-
lent information, without notifying purchasers of the fraud that was
discovered.

6. Destructive Compensation. WaMu’s compensation system rewarded
loan officers and loan processors for originating large volumes of
high-risk loans, paid extra to loan officers who overcharged borrow-
ers or added stiff prepayment penalties, and gave executives millions
of dollars even when its high-risk lending strategy placed the bank in
financial jeopardy.*®

2.7.2 Ameriquest

Ameriquest Capital Corporation was under the full control of Roland Arnall,
as a result of his sale of the Long Beach Savings and Loan to Washington
Mutual and the money he needed to launch his new subprime empire.
Ameriquest Capital Corporation became a holding company for more than a
dozen entities and two retail subprime lenders, and the volume of subprime
loans from 2001 to 2004 grew to more than $82.7 billion, making Ameriquest
one of the top subprime lenders in the nation. Arnall’s strategy was to sell
high-priced loans to people who would have trouble paying them back, and
to remove his risk, by selling the loans to Wall Street firms, very much in the
manner with which he did business when he owned the Long Beach enter-
prise. An example of the core product loan that Ameriquest offered was the
2/28 loan, which meant that for the first 2 years it had a low fixed rate and then
converted to a higher adjustable rate for the remaining 28 years. Since this
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loan had a 3-year prepayment penalty, it meant the borrower had to refinance
the loan in year two and pay a large fee or be confronted with an adjustable
rate for the balance of the loan.*® Since these borrowers were fundamentally
unable to qualify for conventional mortgages because of their income lev-
els, it would only be a matter of time before they would default. Ameriquest
would not be concerned as they would have already sold this loan to Wall
Street, and the investment bank would securitize this loan among thousands
of other loans and in turn remove their risk by selling the CDOs to investors
who would assume the risk without the knowledge that they had invested in
a high-risk loan.

One of the strategies employed by Ameriquest was to hire high school
students who had just graduated and have them serve as a loan officer, or
to employ car salesmen or carwash workers and have them work under a
senior loan officer who would instruct them on how to sell loans. This
enabled Ameriquest to pay low starting salaries but to incentivize the high-
pressure sales techniques by offering hefty sales commissions for closing
a loan. Many times the high-pressure sales effort would cross the line and
become fraudulent. For example, in the Ameriquest office in Minnesota, it
was not uncommon for a loan sales person to alter W-2 forms, and in the
Sacramento, California office, Ameriquest loan management personnel
condoned, encouraged, and participated in extensive document alteration,
manipulation, and forgery to sell more loans. In the Fresno, California,
Ameriquest office employees were manipulating bank statements to make it
appear as though the borrower had more income than they actually had. At
other California branch offices, “stated” income letters were being manufac-
tured that misrepresented the age and income of elderly borrowers.*”

Another example of the quality of Ameriquest loan sales personnel and
the environment they worked in was clearly reported by Mclean and Nocera
as follows:

Later, after everything had come to an end, an Ameriquest loan officer named
Christopher Warren—who, like Bob, worked in the Sacramento office—posted
a rambling confession online about his years in the mortgage business. Of his
three years at Ameriquest, where he said he started as a teenager, he wrote: “[M]y
managers and handlers taught me the ins and outs of mortgage fraud, drugs,
sex, and money, money and more money. My friend and manager handed out
crystal methamphetamine to loan officers in a bid to keep them up and at work
longer hours. At any given moment inside the restrooms, cocaine and meth
was being snorted by my estimates [by] more than a third of the staff, and
more than half the staff [was] manipulating documents to get loans to fund,
and more than 75 percent just made completely false statements .... A typical
welcome aboard gift was a pair of scissors, tape and white out...” he left, he
said, with the personal information of 680,000 Ameriquest customers to start
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a company called WTL financial. His new company, he admitted, faked credit
scores, pay stubs, and bank statements in order to sell $810 million in securities
backed by his loans. He could get away with it because Wall Street didn’t care.

It is interesting to note that many of the subprime loan originators have
stated they were not the villains and that the problem was not on Main Street,
but was in fact on Wall Street, since it was the Wall Street investment firms that
were dictating what kind of mortgages they would buy and at what price. They
wanted the high-risk subprime mortgages because those were the mortgages
that generated the most yield, seven times more profitable than prime mort-
gages. One former Ameriquest executive stated that it is Wall Street that set
product guidelines and that “Wall Street design it and present it to you, if they
say don’t put it in my warehouse line, that means you can’t make the loan.”*

Another Ameriquest executive, Jon Daurio, who had worked with Arnall
at Long Beach and then went on to form several other subprime companies,
recalled a meeting in 2003 with representatives of Bear Stearns in which Bear
Stearns asked how he could increase the loan volume. Daurio replied they
could do 100% loan-to-value stated income for 580 FICO scores. This meant
making a full 100% loan with no down payment and no income verification
to prospective borrowers with very low credit scores. “The Bear Stearns rep-
resentative said, ‘okay’ and Dariou said, ‘no problem, let’s do this all day,’ and
we did it in massive quantities.”?

It is not surprising that Ameriquest’s reputation within the industry was
so low, yet their practices were copied by other subprime competitors, sim-
ply because they would lose their business sales to Ameriquest if they did
not follow suit. For example, if they denied a loan, they would later discover
Ameriquest would accept the loan and would be successful in selling the
loans to Wall Street firms.

2.7.3 Countrywide Financial

Countrywide Financial was one of the first of the new mortgage origina-
tors, and their approach was to provide loans to borrowers with good credit
because these loans were conforming to the standards of the GSEs, namely,
Fannie Mae and Freddie Mac. Countrywide was able to sell these loans on a
consistent basis to both Fannie and Freddie. Angelo Mozilo never forgot the
fact that the GSEs made Countrywide’s growth and success possible.

By 1992, Countrywide had become the largest originator of single fam-
ily mortgages in the country. With the advent of falling interest rates in
1992, Countrywide began a new product of refinancing for those people
who already owned their home, thus providing the concept of people using
their home as a piggy bank to take out equity and use the money in other
ways. By 2003, Countrywide’s market share was eclipsed by the subprime
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companies, and Mozilo realized that Ameriquest under Arnall’s leader-
ship had now set the stage for Countrywide to remain as a solid lender
or to move into the subprime market space and compete directly with
Ameriquest. Ironically, Countrywide, who originally provided conforming
loans, decided they had no choice but to move into the subprime market,
and they later became the one loan originator most closely associated with
the excesses of the subprime business.*! As far as Mozilo was concerned,
Ameriquest changed the game, and as an aggressive CEO, Mozilo met the
challenge by hiring aggressive executives whom would later implement
programs that would permit Countrywide to become one of the high-
est producers of subprime high-risk loans. In fact, Countrywide soon offered
prospective customers over 180 different products to select from in making
their loan. One of the items in which Countrywide incurred the wrath of the
Securities and Exchange Commission (SEC) was Countrywide’s sales strat-
egy “If your customer can legitimately qualify for a loan anywhere else in
the United States, they will qualify at Countrywide.” The second complaint
was directed at Mozilo, David Sambol, COO for the Home Loan Division,
and CFO, Eric Sieracki.?? Further, under these new aggressive executives,
Countrywide began to match the risk layering of loans as Ameriquest had
been doing so effectively. Risk layering is the combination of loans with dif-
ferent types of risks such as no-documentation loans, credit-impaired loans,
and adjustable rate loans, then bundle these together as one loan. These are
risks that were never meant to coexist, and blending them together increased
the chance of default. There was one more loan that Countrywide offered
that eventually would have a major consequence and that was their excep-
tion pricing system. Under this system, if a borrower could not meet the
loan guidelines, Countrywide would make the loan work anyway—under
this exception pricing system. According to the SEC, Countrywide’s use of
this exception pricing system was too excessive.*?

While Mozilo had been concerned about the credit quality in the over-
all subprime industry, he stated to a group of analysts that he suspected
fraud within the stated income loans; more importantly, in an internal
email within Countrywide, he described their 80/20 subprime loan “as the
most dangerous product in existence and there can be nothing more toxic”
Mozilo also sent another internal email to his staff and top executives stating
that he personally observed a serious lack of compliance within their orga-
nization system as it relates to documentation and generally a deterioration
in the quality of loans originated versus the pricing of those loans.** Since
Countrywide continued to make these products available to their borrowers
and to the investment community, the discrepancy between Mozilo’s private
worry and public proclamation caused the SEC to charge Mozilo and several
of his top aides with fraud for not disclosing Countrywide’s growing risks
to investors.
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2.7.4 American International Group

AIG was a premier worldwide reinsurance company, and under Howard
Greenburg, president and CEQ, its growth and importance to the insur-
ance world was extraordinary. Greenburg was a very controlling execu-
tive, who valued his company more than words can convey. In a financial
system that was generating very complicated and expensive risks, AIG-
Financial Products (FP) Division assumed a great number of contracts or
risks. However, in 1998 AIG-FP entered a new market for credit default
swaps, and it sold insurance to banks against the risk of defaults by huge
numbers of investment-grade public corporations. The key term is “invest-
ment grade” as this indicated a quality of the risk AIG could underwrite.
Joe Cassano who managed the AIG-FP division generated $300 million
per year for AIG or 15% of AIG profits. In short, this was a solid busi-
ness for AIG. In the early 2000s, since the financial markets had devel-
oped new financial instruments, they, in essence, outfoxed AIG by first
using the model of requesting insurance on corporate credit risk to their
new model of insurance on consumer risk, which now included submit-
ting such items as credit card debt, student loans, auto loans, prime mort-
gages, and aircraft leases. Clearly, this reinsurance on consumer loan risk
was much more risky than the previous insurance of credit defaults on
corporate loan risk, which consisted primarily of investment-grade securi-
ties. The problem that AIG-FP was to encounter began in 2004 when the
investment banks started to submit credit defaults on U.S. subprime loans.
AIG assumed there was no difference in this product from their corporate
default credit risks.*

Goldman Sachs helped project this bait and switch by asking AIG to
insure 2% subprime mortgages to 95% subprime mortgages. In a matter of
months, AIG-FP in effect bought $50 billion in BBB-rated subprime mort-
gage bonds by insuring them against default. Evidently, everyone at AIG rub-
ber stamped the contract assuming they were being paid premiums to take
basically the same sort of risk they had been doing for nearly a decade. They
were not, as they now in effect were the world’s biggest owners of subprime
mortgage bonds. In short, Goldman Sachs transferred to AIG the responsibil-
ity for all future losses in the BBB subprime mortgage bonds in exchange for
a few million dollars a year for the life of the bonds. In the process, Goldman
Sachs created a security so opaque and complex that it would forever remain
misunderstood by the investors, as well as the rating agencies as they created
a synthetic subprime mortgage-backed bond CDO, or a collateralized debt
obligation.*

An additional feature of the CDO was the fact that embedded in the
AIG-FP’s swap contracts were three important collateral triggers. This meant
that the counterparties to AIG-FP, who had been paying millions of dollars
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to insure their BBB- tranches, had the following rights to demand a cash
margin call if one of the following three things happened:

1. If AIG’s rating dropped to a single A or below

2. If the rating on the super senior tranches AIG was insuring were
lowered by the rating agencies

3. If the value of the tranches fell-even without a ratings downgrade?

These three collateral triggers were like a hidden landmine, which AIG
did not see, until a cash margin call was made by Goldman Sachs.

The issue of the three collateral triggers was in effect putting the entire
AIG Corporation at risk. While AIG was heavily capitalized because they were
an insurance company, their capital was strictly regulated and very little of the
capital could be transferred to the AIG-FP division. In short, AIG-FP division’s
sudden vulnerability to cash margin calls due to any one of the three triggers
being activated by Goldman Sachs endangered the entire AIG Corporation.*®

As a number of events happened on Wall Street, and as the government
realized the seriousness of a collapse of AIG and the domino effect it would
have throughout the entire world, it was decided on September 23, 2008, the
U.S. Federal Reserve would lend $85 billion to AIG to pay oft the losses on
subprime credit default swaps that AIG had provided to Wall Street banks.
It is interesting to note that the largest swap was for $13.9 billion AIG owed
to Goldman Sachs, and when you add the $8.4 billion in cash that AIG had
already provided Goldman Sachs when the collateral triggers activated, the
U.S. taxpayer not only lent the $85 billion to AIG, but at the same time they
permitted Goldman Sachs to recover over $21 billion since it was, in fact,
being provided by the U.S. taxpayer.*

The consequence of the creation of very opaque and complex synthetic
subprime mortgage-backed bonds permitted massive transfer of financial
risk, and we now realize how perilously close we came to creating a world-
wide depression through these unregulated synthetic CDOs.

2.7.5 Investment Bank Abuses

When investment banks are operating and performing in the role for which
they were originally designed and created, they will serve to help businesses
raise capital by either finance or selling financial products such as stocks and
bonds. Also, when corporations need additional capital to fund such things
as a large construction project, an investment bank will assist it in arranging
a bank loan or in raising capital by helping to market a new issue of shares or
corporate bonds to investors. Investment banks also provide expertise and
assistance with corporate acquisitions or corporate mergers. More recently,
investment banks have offered broker-dealer and investment advisory
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services, which have also included trading in derivatives and commodities.
Of course, most recently investment banks have been active in the mortgage
market and have participated with lenders and mortgage brokers to pack-
age and sell mortgage loans and mortgage-backed securities, and it is in this
domain that unanticipated consequences of several new financial instru-
ments they designed emerged and created our nation’s most severe recession.
Several of these new financial instruments, such as synthetic CDOs, were not
only very destructive to the industry but provided a platform for substantial
abusive practices, which many would say, included fraudulent activities.

The U.S. Senate Permanent Subcommittee on Investigations held hear-
ings on some of the Wall Street firms and their activities and issued subpoe-
nas, conducted more than 150 interviews, received numerous depositions,
and reviewed tens of millions of pages of documents, including court plead-
ings, filings with the SEC, trustee reports, corporate board and committee
minutes, mortgage transactions and analysis, documents obtained from
securities regulators, including bank examination reports, reviews of securi-
ties firms enforcement actions, memoranda, correspondence, and email. In
April 2010, the subcommittee held four hearings in which they examined the
root causes of the financial crisis, namely, high-risk lending by U.S. financial
institutions, regulatory failures, credit rating agencies (CRAs), and Goldman
Sachs and Deutsche Bank, two investment firms that were regarded as indus-
try leaders in the design, marketing, and sale of mortgage-related securities.>

Investment banks can play an important role in the U.S. economy, help-
ing to channel the nation’s wealth into productive activities that create jobs
and increase economic growth.

From 2004 to 2008, U.S. financial institutions issued $2.5 trillion in
RMBSs and over $1.4 trillion in CDO securities. Investment banks typically
charge fees of $1-8 million to act as an underwriter of an RMBS securitiza-
tion, and $5-10 million to act as the placement agent for a CDO securitiza-
tion. The investment banks sold these RMBS and CDO securities to investors
around the world and helped develop a secondary market where RMBS and
CDO securities could be traded. The investment banks trading desks partici-
pated in this secondary market by buying and selling RMBS and CDO secu-
rities for their clients, or to keep in their firms own proprietary transaction.
These financial products they developed allowed investors to profit not only
from the success of RMBS or CDO securitization but also from their default
or failures, by permitting investors to purchase securities on the “short” side.

The investment banks went one step further as they established the ABX
Index in January 2006, and this index was intended to be similar to the S&P
500, which lists 500 big company stocks, but the ABX Index is for subprime
mortgages and it would list specific tranches of mortgage-backed securities.
By selecting a specific tranche, such as ABX 04-1 BBB, the investor could
decide whether to buy on the “short” side, which would imply the investor
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thought this tranche would default or fail. The ABX Index permitted the
investment bank to match up parties who wanted to take opposite sides in
a transaction, namely, a party and counterparty. The investment bank used
these financial instruments to make their own proprietary purchases, again
either on the “long” or “short” side. In extreme cases, as occurred with both
Deutsche Bank and Goldman Sachs, they created structured finance transac-
tions, which enabled each of them to profit at the expense of their clients.>!

The congressional inquiry into the investment banks and the role they
played in the financial crisis focused on two specific firms for their abusive
practices, namely, Deutsche Bank and Goldman Sachs. In short, the man-
ner in which both investment banks were creating RMBSs or CDOs with
assets that each of their banks’ senior employees knew were of poor quality;
then participating in the underwriting securitization of these poor quality
securities and bonds for lenders knowing full well these bonds were high-
risk, poor-quality mortgages or RMBS securities, and selling these RMBS
and CDO securities without full disclosure to their clients of the investment
banks’ own adverse interests, caused investors to whom they sold the securi-
ties to incur substantial losses.>

2.7.5.1 Deutsche Bank

The activities of Deutsche Bank, its top executives, and their top CDO trader,
Greg Lippmann, revealed a pattern of abusive practices to their clients. For
example, Lippmann was one of the first traders of all investment banks to
realize how this RMBS and CDO market could not be sustained and that
eventually all of the subprime mortgage-backed CDOs were going to col-
lapse. Lippmann repeatedly warned and advised his Deutsche Bank col-
leagues, as well as some of his clients seeking to buy short positions, about
the poor quality of the RMBS securities underlying many of the CDOs, in
fact going so far as to describe some of these securities as “crap” and “pigs.”
The U.S. Senate’s Permanent Subcommittee on Investigations report went on
to state the following:

At one point, Mr. Lippmann was asked to buy a specific CDO security and
responded that it “rarely trades,” but he “would take it and try to dupe some-
one” into buying it. He also disparaged RMBS securities that, at the same
time, were being included in Gemstone 7, a CDO being assembled by the bank
for sale to investors. Gemstone 7 included or referenced 115 RMBS securi-
ties, many of which carried BBB, BBB-, or even BB credit ratings, making
them among the highest risk RMBS securities sold to the public, yet received
AAA ratings for its top three tranches. Deutsche Bank sold $700 million
in Gemstone securities to eight investors who saw their investments rap-
idly incur delinquencies, rating downgrades, and losses. Mr. Lippmann at
times referred to the industry’s ongoing CDO marketing efforts as a “CDO
machine” or “Ponzi scheme,” and predicted that the U.S. mortgage market
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as a whole would eventually plummet in value. Deutsche Bank’s senior man-
agement disagreed with his negative views, and used the bank’s own funds
to make large proprietary investments in mortgage related securities that, in
2007, had a notional or face value of $128 billion and a market value of more
than $25 billion. At the same time, Deutsche Bank allowed Mr. Lippmann
to develop for the bank a $5 billion proprietary short position in the RMBS
market, which it later cashed in for a profit of approximately $1.5 billion.
Despite that gain, in 2007, due to its substantial long investments, Deutsche
Bank incurred an overall loss of about $4.5 billion from its mortgage related
proprietary investments.>

Lippmann, recognizing the RMBS securities inside Gemstone 7 were high
risk and likely to lose value, did not object to their inclusion in Gemstone 7. In
fact, nearly a third of Gemstone 7 assets consisted of high-risk subprime loans
originated by Freemont, Long Beach, and New Century, three lenders who
were known within the industry for their shoddy performance in providing
loans to borrowers. Despite the many securities within Gemstone 7 that had
BBB, BBB-, and even BB credit ratings, Gemstone’s top three tranches were
given AAA ratings by the credit rating agencies. These investment-grade
ratings enabled investors like pension funds, insurance companies, univer-
sity endowments, and municipalities to consider buying Gemstone securi-
ties. Eight investors actually purchased them, and within eight months, the
Gemstone securities began incurring rating downgrades. By July 2008, all
seven tranches in the CDO had been downgraded to junk status, and the long
investors were almost completely wiped out.>*

It is instructive to note that Deutsche Bank executives provided special
financial incentives to their sales force to seek out buyers in Europe and Asia
since the U.S. market had dried up.>® So, while trying to sell inferior securi-
ties from the Deutsche Bank trading desk, other divisions within Deutsche
Bank were still interested in creating additional CDOs as the fees for con-
structing these financial instruments were so profitable and hard to resist.

Based on the U.S. Senate Permanent Subcommittee on Investigations
review of the Deutsche Bank activities, its report issued the following find-
ings of fact:

1. CDO Machine. From late 2006 through 2007, despite increasing
mortgage delinquencies, RMBS losses, and investor flight from the
U.S. mortgage market, U.S. investment banks continued to issue new
CDOs, including Deutsche Bank, which issued 15 new CDOs securi-
tizing nearly $11.5 billion of primarily mortgage-related assets from
December 2006 to December 2007.

2. Fee Incentives. Because the fees charged to design and market CDOs
were in the range of $5-10 million per CDO, investment banks had
strong incentives to continue issuing CDOs despite increasing risks
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and waning investor interest since reduced CDO activity meant less
revenues for structured finance units and even the disappearance
of CDO departments and trading desks, which is eventually what
occurred.

3. Deutsche Bank’s $5 Billion Short. Although Deutsche Bank as a
whole and through an affiliated hedge fund, Winchester Capital,
made proprietary investments in long mortgage-related assets, the
bank also permitted its head CDO trader to make a $5 billion short
investment that bet against the mortgage market and produced bank
profits totaling approximately $1.5 billion.

4. Proprietary Loss. By 2007, Deutsche Bank, through its mortgage
department and an affiliated hedge fund, had substantial proprietary
holdings in the mortgage market, including more than $25 billion
in long investments and a $5 billion short position, which together
resulted in 2007 losses to the bank of about $4.5 billion.

5. Gemstone 7. In the face of a deteriorating market, Deutsche Bank
aggressively sold a $1.1 billion CDO, Gemstone 7, which included
RMBS securities that the bank’s top CDO trader had disparaged
as “crap” and “pigs,” and which produced $1.1 billion of high-risk,
poor-quality securities that are now virtually worthless.*®

2.7.5.2 Goldman Sachs

The congressional hearings focused on the role of Goldman Sachs and how
its securitization practices magnified risk in the market by selling high-risk
and poor-quality mortgage products to investors throughout the world. The
U.S. Senate Permanent Subcommittee on Investigations focused substan-
tial attention on four of the synthetic CDOs Goldman Sachs constructed as
financial instruments to transfer risk associated with its high-risk assets. The
four synthetic CDOs in question are known as:

1. Hudson Mezzanine 2006-1
2. Anderson Mezzanine 2007-1
3. Timberwolf I CDO

4. Abacus 2007-ACl1

These structured financial instruments were designed to permit
Goldman Sachs to profit from the subprime mortgage market collapse, par-
ticularly by shorting subprime mortgage assets. Goldman Sachs marketed
these CDOs to transfer its risk on to its clients, and in one case, it allowed
a client to select the specific tranches known to be high-risk failures so that
a client could “short” his position resulting in a $1 billion gain for a favored
client and a corresponding loss for another client.>’
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The congressional subcommittee raised questions as to Goldman Sachs
compliance with its obligations to provide suitable investment recommen-
dations to its clients and disclose its material adverse interests to potential
investors. The congressional hearing also probed Goldman executives about
incomplete disclosures and their deceptive nature, as well as whether some
of its activities generated conflicts of interest in which Goldman Sachs placed
its own financial interest before those interests of its clients.>®

The four CDOs that Goldman Sachs designed, marketed, and adminis-
tered reveal a pattern of conflict of interest, abusive practices, and possible
fraudulent activity. We will review each of these four CDOs.

2.7.5.2.1 Hudson Mezzanine 2006-1 This was a $2 billion synthetic CDO
comprised of $1.2 billion in ABX assets from Goldman’s own inventory and
$800 million in single name CDO contracts on subprime RMBS and CDO
securities that Goldman wanted to short. This was a Mezzanine CDO because
the referenced RMBS securities carried the riskier BBB or BBB- credit rat-
ing. Goldman Sachs designed the CDO and administered it, including hav-
ing the roles of underwriter, senior swap counterparty, credit protection
buyer, collateral “put” provider, and liquidation agent. The marketing mate-
rials Goldman Sachs provided to their interested clients stated that Goldman
Sachs’ interests were “aligned” with investors because Goldman Sachs was
buying a portion of the Hudson I equity tranche. However, quite deceptively,
Goldman Sachs did not mention that it was shorting the entire $2 billion
CDO, an investment for greater than the $6 million equity share, and this
was directly adverse to the interests of prospective investors.*

2.7.5.2.2 Anderson Mezzanine 2007-1 This was another synthetic CDO,
which included BBB and BBB- rated subprime RMBS securities. Goldman
Sachs took a short position on 40% of the $305 million in assets underlying the
Anderson Mezzanine. Almost half of the referenced subprime RMBS secu-
rities contained mortgages originated by New Century, a subprime lender
with a reputation for poor-quality loans, and it was experiencing financial
problems as Goldman Sachs was constructing the Anderson synthetic CDO.
Not only was Goldman Sachs aware of the problem loans from New Century,
they were also attempting to have New Century repurchase back these loans
as Goldman Sachs was constructing the synthetic CDO. Goldman continued
to build and then market the Anderson securities to a number of Goldman
Sachs clients, including pension fund investors. Seven months after the secu-
rities were issued, they were reduced to junk bond status, and the Anderson
investors lost virtually their entire investments.®

2.7.5.2.3 Timberwolf I CDO This was a $1 billion hybrid C20-squared
transaction that referenced single-A-rated securities from other CDOs.
Those CDOs in turn referenced RMBS securities carrying lower credit
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ratings, primarily in the BBB category. Goldman Sachs took a short posi-
tion on 36% of the $1 billion in assets underlying Timberwolf. Timberwolf’s
securities began losing value almost as soon as they were purchased. The
head of Goldman Sachs Mortgage Department told a senior Goldman Sachs
executive that Timberwolf and Abacus 2007 AC-1 were two deals “to worry
about,” yet Goldman Sachs executives rushed Timberwolf to market and
instructed sales staff not to provide written information to investors about
how Goldman Sachs was valuing the Timberwolf securities, and its sales
force were told not to offer any additional assistance to potential investors
trying to evaluate the 4500 underlying assets. Goldman Sachs also began
targeting Timberwolf sales to “nontraditional” buyers and those with little
CDO familiarity, and to increase its marketing efforts in Europe and Asia.®!

2.7.5.2.4 Abacus 2007-AC1 This was a $2 billion synthetic CDO that
referenced BBB-rated subprime RMBS securities. The Abacus CDOs were
known as single tranche CDOs developed by Goldman Sachs to provide cus-
tomized CDOs for clients interested in assuming a specific type and amount
of investment risk. They enabled the client to select the assets, the size of the
investment, and the amount of subordination or cushion before the securities
would be exposed to loss, and could be issued in a single tranche. The Abacus
CDOs also enabled investors to short a selected group of RMBS or CDO
securities at the same time. Thus, Abacus 2007-AC1 was the first and only
Abacus transaction in which Goldman Sachs allowed a third party client to
essentially “rent” its CDO structure and play a direct role in the selection of
assets. John Paulson, a favorite client of Goldman Sachs, was permitted to
rent this CDO structure for a fee of $15 million.®

Goldman originated Abacus 2007-AC1 in response to a request
by Paulson & Co. Inc. (“Paulson”), a hedge fund that was among
Goldman’s largest customers for subprime mortgage-related assets.
Paulson had a very negative view of the mortgage market, which was
publicly known, and wanted Goldman’s assistance in structuring a
transaction that would allow it to take a short position on a portfolio
of subprime mortgage assets that it believed were likely to perform
poorly or fail. Goldman allowed Paulson to use the Abacus CDO for
that purpose. In entering into that arrangement with Paulson and
simultaneously acting as the placement agent responsible for mar-
keting the Abacus securities to long investors, Goldman created a
conflict of interest between itself and the investors it would be solic-
iting to buy the Abacus securities.

Paulson established a set of criteria to select the reference assets
for the Abacus CDO to achieve its investment objective. After estab-
lishing those parameters, Paulson worked with the actual portfo-
lio section agent to select the assets. Documents show that Paulson
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proposed, substituted, rejected, and approved assets for the reference
portfolio. Goldman was aware of Paulson’s investment objective, the
role it played in the selection of the reference assets, and the fact that
the selection process yielded a set of poor-quality assets. Of the final
set of 90 assets referenced in the Abacus CDO portfolio, 49 had been
initially proposed by Paulson. Yet, Goldman did not publicly dis-
close the central role played by Paulson in the asset selection pro-
cess or the fact that the economic interest held by an entity actively
involved in the asset selection process was adverse to the interest of
investors who would be taking the long position.

ACA Management LLC, the company hired by Goldman to serve
as the portfolio selection agent, told the subcommittee that, while it
knew Paulson was involved, it was unaware of Paulson’s true eco-
nomic interest in the CDO. The ACA managing director who worked
on the Abacus transaction stated that ACA believed that Paulson was
going to invest in the equity tranche of the CDO, thus aligning its
interests with those of ACA and other investors. ACA and its parent
company both acquired long positions in the Abacus CDO as did a
third investor. The Abacus securities lost value soon after purchase.
The three long investors together lost more than $1 billion, while
Paulson, the sole short investor, recorded a corresponding profit of
about $1 billion. Today, the Abacus securities are worthless.

In addition to not disclosing the asset selection role and invest-
ment objective of the Paulson hedge fund, Goldman did not disclose
to investors how its own economic interest was aligned with Paulson.
In addition to accepting a sizable placement fee paid by Paulson for
marketing the CDO securities, Goldman had entered into a side
arrangement with the hedge fund in which it would receive addi-
tional fees from Paulson for arranging credit default swap contracts
tied to the Abacus CDO that included low-premium payments fall-
ing within a specified range. While those lower premium payments
would benefit Paulson by lowering its costs and benefit Goldman by
providing it with additional fees, they would also reduce the amount
of cash being paid into the CDO, disadvantaging the very investors
to whom Goldman was marketing the Abacus securities. Goldman
nevertheless entered into the arrangement, contrary to the interests
of the long investors in Abacus, and failed to disclose the existence
of the fee arrangement in the Abacus marketing materials.®®

While officials at Goldman Sachs attempted to portray John Paulson’s
asset selection as essentially ministerial, it was far from that as Paulson speci-
fied the criteria of RMBS securities he would select. Paulson wanted RMBS
securities that had ARMs, low borrower FICO scores, and mortgages in states
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with slowing home price appreciation, like Arizona, California, Florida, and
Nevada. Paulson also required 2006 vintage or 2007 vintage subprime RMBS
that were rated BBB by Standard and Poor’s or BAA by Moody’s. Goldman
Sachs sent Paulson a database and spreadsheet listing the securities that met
each of the requirements Paulson requested. Paulson in turn used that data-
base to select 123 securities, and Goldman Sachs forwarded that list for a
series of negotiations and meetings to finalize selection of the reference assets
and the structure of the CDO.**

On March 22, 2007, ACA and Paulson agreed on the final $2 bil-
lion reference portfolio for Abacus 2007-ACI. The assets consisted
of 90 BAA-rated mid and subprime RMBS securities issued after
January 1, 2006. The RMBS securities were “equally sized,” each
with a $22.22 million notional value. Each asset in the final reference
portfolio was approved by both Paulson and ACA. Of the final 90
RMBS securities, 49 had been initially proposed by Paulson, and 41
had been initially proposed by ACA.

Goldman characterized Paulson’s participation in the asset
selection process as one in which the hedge fund merely “expressed
its views” about the reference portfolio, which often happens in
synthetic CDO transactions. The evidence indicates, however, that
Paulson did more than express its views; it played an active and
determinative role in the asset selection process. Paulson estab-
lished the criteria used to identify the initial list of RMBS securities,
proposed a majority of the reference assets in the final portfolio,
and approved 100% of the reference assets. Moreover, the “views”
expressed by Paulson directly conflicted with the interests of the
investors to whom Goldman was marketing the Abacus 2007-AC1
deal.®

On April 16, 2010, the SEC filed a complaint against Goldman Sachs and
one of the lead salesmen for the Abacus CDO, Fabrice Tourre, alleging they
had failed to disclose material adverse information to potential investors and
committed securities fraud in violation of Section (17CA) of the Securities
Act of 1933 and Section (10CB) and Rule 106-5 of the Securities Exchange
Act of 1934. On July 14, 2010, Goldman Sachs reached a settlement with the
SEC, admitting the following:

The marketing materials for the Abacus 2007-AC1 transaction contained
incomplete information. In particular, it was a mistake for the Goldman mar-
keting materials to state that the reference portfolio was “selected by” ACA
Management LLC without disclosing the role of Paulson & Co. Inc. in the
portfolio selection process and that Paulson’s economic interests were adverse
to CDO investors.®
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The consequence of this corporate behavior on Goldman Sachs’ part was

its agreement to pay a fine of $550 million. Hopefully, future Goldman Sachs

clients will be aware of the deception, abusive practices, fraudulent behavior,
and most assuredly the practice of placing Goldman Sachs’ interests above

its customers and clients.

The U.S. Senate Permanent Subcommittee on Investigations summarizing
the investigation to date of Wall Street and the financial crisis that impacted

our nation identified a number of Goldman Sachs practices that raised con-
flict of interest concerns, and its report listed these practices as follows:

1.

Shorting Its Own Securities. In Hudson, Anderson, and Timberwolf,
Goldman marketed CDO securities to clients, took a substantial
portion of the short side of their CDO, bet the CDO would fall in
value, and profited from its short position at the expense of the cli-
ents to whom it sold the securities.

. Failingto Disclose Key Information to Investors.In Hudson, Anderson,

and Timberwolf, Goldman represented to potential investors that its
interests “were aligned” with theirs or advertised its retention of a
portion of the CDO’s equity tranche, without disclosing that it had
an even larger short position in the CDO and held a financial inter-
est directly adverse to the investors to whom it was selling the CDO
securities.

. Misrepresenting Source of Assets. In Hudson, Goldman provided

100% of the CDO assets using credit default swap contracts it con-
trolled and priced, transferred $1.2 billion of risk from its own inven-
tory to the CDO, and told investors the assets had been “sourced
from the Street,” when they had been supplied solely by Goldman
and not priced from transactions with third parties.

. Failing to Disclose Client Involvement. In Abacus, Goldman enabled

a client who was shorting the CDO to help select the CDO’s assets,
solicited investors to buy the Abacus securities without disclosing
the short party’s asset selection role or investment objective, and
helped the client gain a $1 billion profit at the expense of the inves-
tors to whom Goldman sold the securities.

. Minimizing Premiums. In Abacus, Goldman entered into an undis-

closed agreement with the sole short party to accept a fee for arrang-
ing low-premium payments by the short party to the CDO even
though low-premium payments meant less money for the long inves-
tors to whom Goldman had sold the Abacus securities.

. Selling Securities Designed to Fail. Goldman sold Hudson and Abacus

securities to clients knowing the securities were designed to fall in
value and benefit the short party, which was a client in the case of
Abacus and itself in the case of Hudson.



The

2008 Great Recession’s Impact on Globalization

7. Delaying Liquidation. In Hudson, Goldman was paid a fee to serve as

10.

11.

12.

1

the liquidation agent but delayed liquidating assets that were losing
value for 8 months, enhancing its financial gain as the CDO’s short
party at the expense of the long parties whose losses would have been
staunched if the assets had been liquidated.

. Misrepresenting Assets. In Anderson, when clients asked how
Goldman got “comfortable” with poor quality New Century loans
in the CDO, Goldman worked to dispel those concerns and failed to
disclose its own discomfort with New Century loans and that it held
40% of the short side of the CDO, betting its assets would lose value.

. Taking Immediate Postsale Markdowns. In Timberwolf, Goldman

knowingly sold Timberwolf securities to clients at prices above its own

book values and then, often within days or weeks of a sale, marked
down the value of the sold securities, causing clients to incur quick
losses and requiring some to post higher margin or cash collateral.

Evading Put Obligation. In Timberwolf, Goldman was paid a fee to

serve as the collateral put provider, but refused for 2 months to allow

the purchase of default swap collateral securities, even though they
meant better returns for long investors, because Goldman did not
want to assume the risk that the collateral securities might lose value.

Using Poor-Quality Loans in Securitizations. Goldman provided

securitization services and warehouse accounts to lenders with

a history of issuing high-risk, poor-quality loans and knowingly

included poor-quality loans in Goldman-originated RMBS and

CDO securities.

Concealing Its Net Short Position. From late 2006 through most of

2007, Goldman engaged in a relentless effort to sell the CDO and

RMBS securities it underwrote, without disclosing to the clients it

solicited that Goldman was simultaneously shorting the subprime

market and betting it would lose value.®”
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Asaresult of the U.S. Senate Permanent Subcommittee on Investigations
inquiry and hearing on the role that Goldman Sachs played in our nation’s
financial crisis, the subcommittee reported the following findings of fact:

. Securitizing High-Risk Mortgages. From 2004 to 2007, in exchange
for lucrative fees, Goldman Sachs helped lenders like Long Beach,
Fremont, and New Century to securitize high-risk, poor-quality
loans, obtain favorable credit ratings for the resulting RMBSs, and
sell the RMBS securities to investors, pushing billions of dollars of
risky mortgages into the financial system.

. Magnifying Risk. Goldman Sachs magnified the impact of toxic
mortgages on financial markets by resecuritizing RMBS securities
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in CDOs, referencing them in synthetic CDOs, selling the CDO
securities to investors, and using credit default swaps and index
trading to profit from the failure of the same RMBS and CDO secu-
rities it sold.

3. Shorting the Mortgage Market. As high-risk mortgage delinquen-
cies increased, and RMBS and CDO securities began to lose value,
Goldman Sachs took a net short position on the mortgage market,
remaining net short throughout 2007, and chased in very large short
positions, generating billions of dollars in gain.

4. Conflict between Client Interests and Proprietary Trading. In 2007,
Goldman Sachs went beyond its role as market maker for clients
seeking to buy or sell mortgage-related securities, traded billions of
dollars in mortgage-related assets for the benefit of the firm with-
out disclosing its proprietary positions to clients, and instructed
its sales force to sell mortgage-related assets, including high-risk
RMBS and CDO securities that Goldman Sachs wanted to get
off its books, and utilizing key roles in CDO transactions to pro-
mote its own interests at the expense of investors, creating a con-
flict between the firm’s proprietary interests and the interest of
its clients.

5. Abacus Transaction. Goldman Sachs structured, underwrote, and
sold a synthetic CDO called Abacus 2007-AC1, did not disclose to
the Moody’s analyst overseeing the rating of the CDO that a hedge
fund client taking a short position in the CDO had helped to select
the referenced assets, and also did not disclose that fact to other
investors.

6. Using Naked Credit Default Swaps. Goldman Sachs used credit
default swaps on assets it did not own to bet against the mortgage
market through single name and index credit default swap transac-
tions, generating substantial revenues in the process.®

2.8 The Enablers

Many factors and numerous organizations and entities had to develop both
policies and practices for this perfect storm in our housing market to all
merge together and create the financial disaster our nation experienced in
2008. Although there was substantial abuse and fraud by loan originators
and Wall Street investment firms, this situation could not have occurred
without the role that was played by the enablers. The enablers, particularly
the CRAs and the GSEs of Fannie Mae and Freddie Mac, played a pivotal
role in the entire securitization process and collapse of the residential real
estate market. Their participation was a key factor in the financial collapse
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and ensuing recession. The group of enablers that unknowingly and in some
cases knowingly participated in this financial crisis are:

1. CRAs

2. GSEs

3. Congress

4. White House

Each of these enablers contributed to the financial crisis in many differ-
ent ways, some because of greed on the part of senior executives; in other
cases, the inability and lack of sophistication in understanding the new
financial instruments that were created; in several cases, it was the result of
lobbyists and the political contributions that with the companion of corpo-
rate contributions permitted Congress to develop legislation that in many
instances proved most dysfunctional to our nation’s financial health. In some
instances, policies emerged out of the White House that contributed to our
nation’s problem; however, it was the unanticipated consequences of housing
policies brought forth by four presidents, that while originally designed to
increase home ownership in our nation, actually provided the platform for
our GSEs to become one of the focal and major problems causing our finan-
cial recession and near depression.

Therefore, the policies and role that the group of enablers played was
to personify how easy it becomes for policies to spawn unintended conse-
quences and to create dysfunctional programs and agencies.

2.8.1 Credit Rating Agencies

CRAs perform a very useful and important role for our financial system, simply
because they evaluate and rate financial instruments such as corporate bonds
or mortgage-backed securities and in the process provide a credit rating, which
is an assessment that potential investors can weigh before purchase of the bonds
or securities. In addition, federal and state regulators that deal with pension
funds, insurance companies, and municipalities have rules and regulations that
govern the number and amount of investment-grade funds they are required to
hold as safe investments. Thus, the CRA provides this evaluative function and
in the process becomes an integral part of our nation’s economic system.
CRAs are private organizations that are for-profit and have been desig-
nated by our SEC as National Recognized Statistical Rating Organizations.
Currently, there are ten registered CRAs in the United States, and the market
is dominated by three: Moody’s Investor Service, Inc.; Standard and Poor’s
Financial Services, LLC; and Fitch Ratings LTD. These three firms issue
approximately 98% of the total credit ratings. The credit ratings each CRA
uses are based on a scale of letter grades to indicate the credit risk ranging
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from AAA to D. AAA ratings are designated as the safest investments and
have historically had low default rates. There are also BBB ratings, and those
financial instruments with an AAA through BBB- rating are generally
referred to as investment grade. Financial instruments that default receive a
rating of D quality.*

Credit ratings, which first gained prominence in the late 1800s, are
intended to provide independent assessments of the creditworthiness of
financial instruments, bonds, and securities. Essentially, the credit rating is
assigned after certain statistical and methodological research is completed,
and the rating becomes a prediction as to the safety of the instrument and
the prospects that the debt will be repaid. There have been two business mod-
els on which the CRAs derived their revenue. The first model was termed a
“subscriber-pays” model, and it was based on charging subscription fees to
investors who were interested in purchasing or investing in the instruments
being rated. Following the 1929 stock crash, this model fell out of favor since
so many investors lost all their investments. In 1970, the CRAs adopted the
scale of letter grades to designate the safest investments to those investments
at greater risk or likely to default. In this business model, CRAs moved to an
“issuer-pays” model in which the organization seeking to create and issue the
bond, security, or financial instrument pays the CRA to analyze the credit
risk and assign a credit rating to the financial instrument.”

Ironically, it is this “issuer-pays” model instituted in 1970, that has built-
in analytical research problems that in large measure were responsible for the
credit agencies issuing credit ratings on very complex and opaque structured
financial instruments, despite the fact they lacked the methodological skills
to see the inherent dangers in the synthetic CDOs for which they were issu-
ing ratings on the various tranches.

In addition to the complexity of instruments that Wall Street investment
firms were designing and constructing, they required the CRA to issue a let-
ter credit rating on the instruments, bonds, and securities they wished to sell
to potential investors. This “issuer-pays” model created a massive conflict of
interest for the CRA since the revenue and income of the CRA is fully depen-
dent on the Wall Street investment firm requesting the rating for which they
would in turn pay for the credit rating issued by the CRA. Therefore, if the
ratings are not sufficiently high to attract investors, the Wall Street invest-
ment firm will select a different CRA, and it was this “shopping around” for
the more favorable ratings that diluted the quality of credit ratings by credit
agencies fearful of losing business to one of their competitors.”!

2.8.1.1 Credit Rating Process

To fully appreciate the complexity CRAs encountered as they worked with
Wall Street investment banks in the evaluation of these new financial instru-
ments, it is instructive to review the full credit rating process.
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Prior to the massive rating downgrade in mid-2007, the RMBS and
CDO rating process followed a generally well-defined pattern. It
began with the firm designing the securitization—the arranger—
sending a detailed proposal to the CRA. The proposal contained
information on the mortgage pools involved and how the security
would be structured. The rating agency examined the proposal and
provided comments and suggestions, before ultimately agreeing to
run the securitization through one of its models. The results from
the model were used by a rating committee within the agency to
determine a final rating, which was then published.

Arrangers. For RMBS, the “arranger”—typically an investment
bank—initiated the rating process by sending to the CRA informa-
tion about a prospective RMBS and data about the mortgage loans
included in the prospective pool. The data typically identified the
characteristics of each mortgage in the pool including: the principal
amount, geographic location of the property, FICO score, loan-to-
value ratio of the property, and type of loan. In the case of a CDO,
the process also included a review of the underlying assets, but was
based primarily on the ratings those assets had already received.

In addition to data on the assets, the arranger provided a proposed
capital structure for the financial instrument, identifying, for exam-
ple, how many tranches would be created, how the revenues being
paid into the RMBS or CDO would be divided up among those
tranches, and how many of the tranches were designed to receive
investment-grade ratings. The arranger also identified one or more
“credit enhancements” for the pool to create a financial cushion
that would protect the designated investment-grade tranches from
expected losses.

Credit Enhancements. Arrangers used a variety of credit enhance-
ments. The most common was “subordination” in which the arranger
creates a hierarchy of loss absorption among the tranche securities.
To create that hierarchy, the arranger placed the pool’s tranches in
an order, with the lowest tranche required to absorb any losses first,
before the next highest tranche. Losses might occur, for example, if
borrowers defaulted on their mortgages and stopped making mort-
gage payments into the pool. Lower level tranches most at risk of
having to absorb losses typically received noninvestment-grade rat-
ings from the CRAs, whereas the higher level tranches that were
protected from loss typically received investment-grade ratings.
One key task for both the arrangers and the CRAs was to calculate
the amount of “subordination” required to ensure that the higher
tranches in a pool were protected from loss and could be given AAA
or other investment-grade ratings.

69
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Credit Rating Models. After the arranger submitted the pool informa-
tion, proposed capital structure, and proposed credit enhancements
to the CRA, a CRA analyst was assigned to evaluate the proposed
financial instrument. The first step that most CRA analysts took was
to use a credit rating model to evaluate the rate of probable defaults
or expected losses from the asset pool. Credit rating models are
mathematical constructs that analyze a large number of data points
related to the likelihood of an asset defaulting. RMBS rating mod-
els typically use statistical analyses of past mortgage performance
data to calculate expected RMBS default rates and losses. In contrast,
rather than statistics, CDO models use assumptions to build simula-
tions that can be used to project likely CDO defaults and losses.

To derive the default or loss rate for an RMBS pool of residen-

tial mortgages, the CRA analyst typically fed a “loan tape”—most
commonly a spreadsheet provided by the arranger with details on
each loan—into the credit rating model. The rating model then auto-
matically assessed the expected credit performance of each loan in
the pool and aggregated that information. To perform this function,
the model selected certain data points from the loan tape, such as
borrower credit scores or loan-to-value ratios, and compared that
information to past mortgage data using various assumptions, to
determine the likely “frequency of foreclosure” and “loss severity”
for the particular types of mortgages under consideration. It then
projected the level of “credit enhancement,” or cushion needed to
protect investment-grade tranches from loss.
Credit Analysis. After obtaining the model’s projections for the cush-
ion or subordination needed to protect the pool’s investment-grade
tranches from loss, the CRA analyst compared that projection to the
tranches and credit enhancements actually proposed for the particu-
lar pool to evaluate their sufficiency.

In addition to evaluating an RMBS pool’s expected default and
loss rates, credit enhancements, and capital structure, CRA analysts
conducted a cash flow analysis of the interest and principal payments
to be made into the proposed pool to determine that the revenue gen-
erated would be sufficient to pay the rates of return projected for each
proposed tranche. CRA analysts also reviewed the proposed legal
structure of the financial instrument to understand how it worked
and how revenues and losses would be allocated. Some RMBS and
CDO transactions included complex “waterfalls” that allocated pro-
jected revenues and expected losses among an array of expenses,
tranches, and parties. The CRA analyst was expected to evaluate
whether the projected revenues were sufficient for the designated
purposes. The CRA review also included a legal analysis ensuring
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that there was no structural risk presented due to a failure to fulfill
minimally necessary legal requirements...and confirming that the
deal documentation accurately and faithfully described the struc-
ture modeled by the Quant (quantitative analyst).

The process for assigning credit ratings to cash CDOs followed
a similar path. CRA analysts used CDO rating models to predict the
CDO’s expected defaults and losses. However, unlike RMBS statisti-
cal models that used past performance data to predict RMBS default
and loss rates, the CDO models relied primarily on the underlying
ratings of the assets as well as on a set of assumptions, such as asset
correlation, and ran multiple simulations to predict how the CDO
pool would perform. After calculating the CDO’s default and loss
rates and the cushion or subordination needed to protect the pool’s
investment-grade tranches from loss, the CRA analyst examined the
CDOs capital structure, credit enhancements, cash flow, and legal
structure, in the same manner as for an RMBS pool.
Rating Recommendations. After completing analysis of a proposed
financial instrument, the CRA analyst developed a rating recommen-
dation for each proposed RMBS or CDO tranche that would be used
to issue securities, and presented the recommended ratings inter-
nally to a rating committee composed of other analysts and manag-
ers within the CRA. The rating committee reviewed and then voted
on the analyst’s recommendations. Once the committee approved
the ratings, a rating committee memorandum was prepared memo-
rializing the actions taken, and the ratings were provided to the
arranger. If the arranger indicated that the issuer accepted the rat-
ings, the CRA made the ratings available publicly. If dissatisfied, the
arranger could appeal a ratings decision. The entire rating process
typically took several weeks, sometimes longer for novel or complex
transactions.”?

The U.S. Senate Subcommittee Report on Investigations indicated that it
was common for an analyst from a credit reporting agency to discuss mat-
ters with the arranger or the issuer representative of the investment bank and
to work with this representative to evaluate cash flows, number and size of
the tranches, the size and nature of the credit enhancements, and the rating
each tranche would receive.”? It was at this particular point in the interac-
tion that the CRA analyst would become vulnerable to pressures to obtain a
“high” rating or be confronted by the reality of the investment bank issuer
representative reporting the CRA analyst as “difficult” to work with. Senior
executives of Moody’s would then place pressure on their analysts to become
more “cooperative” with the rating that would be assigned to the investment
bank’s financial instrument.
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A number of analysts who worked for Moody’s during the 1990s and
into the new decade told the subcommittee that a major cultural shift
took place at the company around 2000. They told the subcommittee
that prior to 2000 Moody’s was academically oriented and conserva-
tive in its issuance of ratings. That changed, according to those inter-
viewed, with the rise of Brian Clarkson who worked at Moody’s from
1990 to 2008 and rose from group managing director of the Global
Asset Backed Finance Group to president and COO of Moody’s.
These employees indicated that during Mr. Clarkson’s tenure Moody’s
began to focus less on striving for accurate credit ratings and more on
increasing market share and “servicing the client,” who was identified
as the investment banks that brought business to the firm. ...

One former Moody’s senior vice president, Mark Froeba, told the sub-
committee that Mr. Clarkson used fear and intimidation tactics to
make analysts spend less time on the ratings process and work more
cooperatively with investment bankers. At the subcommittee hearing,
another former Moody’s senior analyst, Richard Michalek, described
a meeting that he had with Mr. Clarkson shortly after he was pro-
moted to head of the Structure Finance Group. Mr. Michalek stated:

In my “discussion,” I was told that he (Mr. Clarkson) had met with the invest-
ment banks to learn how our Group was working with the various clients
and whether there were any analysts who were either particularly difficult
or particularly valuable. I was named...as two of the more “difficult” ana-
lysts who had a reputation for making “too many” comments on the deal
documentation.

The conversation was quite uncomfortable, and it didn’t improve when
he described how he had previously had to fire (another analyst), a former
leader of the Asset-Backed group who he otherwise considered a “good guy.”
He described how, because of the numerous complaints he had received about
(that analyst’s) extreme conservatism, rigidity and insensitivity to client per-
spective, he was left with no choice. ... He then asked me to convince him why
he shouldn’t fire me. ... The primary message of the conversation was plain:
further complaints from the “customers” would very likely abruptly end my
career at Moody’s.

Several former Moody’s employees have testified that Moody’s
employees were fired when they challenged senior management with
a more conservative approach to rating RMBS and CDO securities.
According to Mr. Froeba:

The fear was real, not rare and not at all healthy. You began to hear of analysts,
even whole groups of analysts at Moody’s, who had lost their jobs because they
were doing their jobs, identifying risks and describing them accurately.



The 2008 Great Recession’s Impact on Globalization 73

A former managing director, Eric Kolchinsky, one of the senior
managers in charge of the business line, which rated subprime-
backed CDOs at Moody’s, stated:

Managers of rating groups were expected by their supervisors and ultimately
the Board of Directors of Moody’s to build, or at least maintain, market share.
It was an unspoken understanding that loss of market share would cause a
manager to lose his or her job.”

Further documentation for this cultural change within the Moody’s
Investment Service business environment can be seen by the dramatic
increase in reviews on RMBS and CDO ratings as they tripled in 5 years, from
$61 million in 2002 to more than $260 million in 2006. Altogether, reviews
from the three leading CRAs, Moody’s Investor Services, Inc., Standard and
Poor’s Financial Services, LLC, and Fitch Ratings, LTD, more than doubled
in the period from 2002 to 2007, going from $3 billion to $6 billion.”®

2.8.1.2 Historical Performance of CRAs

The bond market has essentially outsourced its risk management respon-
sibilities to the CRAs, and this has resulted in precious little independent
research by the fund managers who actually invest or purchase the bonds.
There is an assumption that if the CRA has given a bond an AAA rating it
must be safe.”® Fund managers were able to get away with this approach in
the days before structured finance and the new synthetic CDOs, which now
had multiple levels of tranches and multiple grades of ratings from invest-
ment grade; to below investment grade; and to high-risk financial instru-
ment grade; all issued by the CRAs with a minimum of due diligence by fund
managers within the financial services industry.

Historical evidence has also demonstrated additional reasons why fund
managers in specific, and our financial system in general should be concerned
with our CRAs. For example, the CRAs had missed the near default of New
York City; the bankruptcy of Orange County, California; the Penn Central
meltdown and the Long Term Capital Management bankruptcy in the 1990s;
the Enron collapse; World Com bankruptcy and their failure to notify inves-
tors of the impending collapse of the housing market, an area in which their
role was at the very heart of the madness.”” Indeed, the entire edifice would
have collapsed were it not for their participation in the investment-grade rat-
ing given to all of the mortgage-backed securities.

Historically, it is rare for the CRAs to downgrade ratings they issue on
financial instruments. One of their roles is that of surveillance of the financial
instruments, and beginning in July 2007, both Moody’s and Standard and
Poor’s downgraded hundreds and then thousands of RMBS and CDO rat-
ings, causing their previously rated securities to lose value, become difficult,
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if not impossible to sell, and inevitably leading to the collapse of the RMBS
and CDO secondary markets. A downgrade of this massive size left no doubt
that the CRAS’ original ratings were deeply flawed.

The first major public evidence of our national mortgage crisis occurred
in December 2006 with the collapse and failure of two major subprime lend-
ers, Ownit Mortgage Solutions and SeBaing Capital. The Wall Street Journal
described the closing of these firms as sending shock waves through the
mortgage-backed market. By February 2007, more than 22 subprime lend-
ers were bankrupt, and London’s Daily Telegraph reported this as the begin-
ning of a major mortgage crisis. Despite this news of failing subprime lenders
and increasing subprime mortgage defaults, both Moody’s and Standard and
Poor’s continued to issue AAA credit ratings for a large number of RMBS
and CDO securities. In the first week of July 2007, Standard and Poor’s issued
over 1500 new RMBS ratings, a number equal to the three preceding months,
while Moody’s issued 675 new RMBS ratings, nearly double its weekly aver-
age in the prior month. The timing of this surge of new ratings on the eve
of the massive downgrades raises serious questions about whether both
Moody’s and Standard and Poor’s pushed these ratings through quickly to
capture the revenue they knew would soon be lost due to the forthcoming
massive downgrade of ratings and the collapse of this market.”

As a result of their inquiry and hearings the U.S. Senate Permanent
Subcommittee on Investigations issued the following findings of fact regard-
ing the role of CRAs and the credit ratings assigned to RMBS and CDO
securities by both Moody’s Investor Service, Inc., and Standard and Poor’s
Financial Services, LLC.

1. Inaccurate Rating Models. From 2004 to 2007, Moody’s and Standard
and Poor’s used credit rating models with data that was inadequate
to predict how high-risk residential mortgages, such as subprime,
interest only, and option ARMs, would perform.

2. Competitive Pressures. Competitive pressures, including the drive for
market share and need to accommodate investment bankers bring-
ing in business, affected the credit ratings issued by Moody’s and
Standard and Poor’s.

3. Failure to Reevaluate. By 2006, Moody’s and Standard and Poor’s
knew their ratings of RMBS and CDOs were inaccurate and revised
their rating models to produce more accurate ratings, but then failed
to use the revised model to reevaluate existing RMBS and CDO
securities, delaying thousands of rating downgrades and allowing
those securities to carry inflated ratings that could mislead investors.

4. Failure to Factor in Fraud, Laxity, or Housing Bubble. From 2004
to 2007, Moody’s and Standard and Poor’s knew of increased credit
risks due to mortgage fraud, lax underwriting standards, and
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unsustainable housing price appreciation but failed adequately to
incorporate those factors into their credit rating models.

5. Inadequate Resources. Despite record profits from 2004 to 2007,
Moody’s and Standard and Poor’s failed to assign sufficient
resources to adequately rate new products and test the accuracy of
existing ratings.

6. Mass Downgrades Shocked Market. Mass downgrades by Moody’s
and Standard and Poor’s, including downgrades of hundreds of sub-
prime RMBS over a few days in July 2007, downgrades by Moody’s of
CDOs in October 2007, and actions taken (including downgrading
and placing securities on credit watch with negative implications)
by Standard and Poor’s on over 6300 RMBS and 1900 CDOs on one
day in January 2008, shocked the financial markets, helped cause
the collapse of the subprime secondary market, triggered sales of
assets that had lost investment-grade status, and damaged holdings
of financial firms worldwide, contributing to the financial crisis.

7. Failed Ratings. Moody’s and S&P each rated more than 10,000
RMBS securities from 2006 to 2007, downgraded a substantial num-
ber within a year, and by 2010, had downgraded many AAA ratings
to junk status.

8. Statutory Bar. The SEC is barred by statute from conducting needed
oversight into the substance, procedures, and methodologies of the
credit rating models.

9. Legal Pressure for AAA Ratings. Legal requirements that some regu-
lated entities, such as banks, broker-dealers, insurance companies,
pension funds, and others, hold assets with AAA or investment-
grade credit ratings created pressure on CRAs to issue inflated rat-
ings making assets eligible for purchase by those entities.”

2.8.2 Government-Sponsored Entities

The two major GSEs that played such a pivotal role in enabling the finan-
cial crisis were the Federal National Mortgage Association, commonly called
“Fannie Mae,” and the Federal Home Loan Mortgage Corporation, referred
to as “Freddie Mac.” They were both chartered by Congress to encourage
home ownership by providing a secondary market for home mortgages that
would involve both commercial banks and savings and loan associations,
later to emerge as savings and thrift associations. The purpose of the sec-
ondary mortgage market was to enable the GSEs to purchase the loans from
the banks and savings and loan associations and other lenders, to securitize
them and provide a guarantee that the GSEs would protect the investors in
the event any securitized mortgage defaulted.
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Many investors believed the securities had the backing of the federal
government since the GSEs were chartered by the government and inves-
tors falsely viewed these securities as very safe investments; thus, investors
throughout the world purchased these securities. The federal government’s
interest in chartering the GSEs was to create the existence of this secondary
market allowing lenders to sell their mortgages in this market to other inves-
tors, and permitting the lenders to use the proceeds of the sale and profits
to issue additional loans, thus increasing lending capabilities to additional
prospective homeowners.5

Since our government has both valued and encouraged home ownership,
Fannie Mae and Freddie Mac became important agents of home ownership
as they permitted middle class families the ability to afford monthly mort-
gage payments and to have a stake in the community. Fannie Mae was created
during the Great Depression, and its original role was to buy up mortgages
that the Veteran’s Administration and Federal Housing Administration were
guaranteeing, to free up capital, so additional government insured loans could
be made. In 1968, Fannie Mae was split into two companies; one emerged as
the Government National Mortgage Association and was commonly known
as “Ginnie Mae,” and its purpose was to guarantee securitized loans made
by the Veteran’s Administration and the Federal Housing Administration,
known as “FHA” loans.

Meanwhile, Fannie Mae was permitted to handle two very important
new functions: (1) to buy conventional mortgages that had not been insured
by the government, and (2) it was allowed to issue securities backed by the
mortgages it had created. The significance of this event in 1968 was to cre-
ate a quasi-government/private corporation with a social policy mandate
from Congress to make housing more available to low- and middle-income
Americans. Concurrent with these actions by Congress was the creation of
Freddie Mac with the charge to purchase mortgages from the savings and
thrift industry. The purpose was to make more capital available and to permit
the savings and loan associations to make additional mortgages for prospec-
tive home buyers.?! In 1989, Fannie Mae and Freddie Mac became publicly
traded companies, allowing them the ability to acquire more capital from
investors, which in turn set the stage for their emerging role as an enabler
in the mortgage industry, and what would eventually result in their ultimate
receivership by the federal government in 2008.

Since both Fannie Mae and Freddie Mac were now public companies, by
the 1990s their shareholders included some of the largest investors in the finan-
cial business world, and accordingly, the shareholders expected they would
make money and do more than simply making the government’s policy of
home ownership occur. Eventually, in the early 1990s, housing advocates criti-
cized both Fannie Mae and Freddie Mac for not doing enough for low-income
people by extending loans to riskier borrowers. Both Fannie Mae and Freddie
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Mac responded to this criticism by stating their underwriting standards were
focused on acquiring mortgages from those that could meet the conform-
ing income standards of conventional 30-year fixed rate loans.*> However, an
event that would eventually transform the entire mortgage industry from con-
ventional loans to subprime began with a report issued by a Federal Reserve
Bank of Boston, and Charles Gasparino recalls these events as follows:

Ramping up the pressure was the 1992 study by the Federal Reserve Bank of
Boston that had concluded there was a widespread racial and income discrimi-
nation in the mortgage-lending process; in other words, people were being
denied mortgages based purely on their race and income level, even if they had
the means to repay those mortgages. The study purported to prove statistically
that many minorities might have had bad credit scores, but they also held jobs
and were being denied mortgages even though they had the ability to repay them.

The study argued that the traditional ways of weighing creditworthiness—
credit scores and loan-to-value ratios—were discriminatory, and it became
a rallying cry for housing advocates, including some members of Congress,
such as Barney Frank, the Chairman of the House Finance Committee;
Maxine Waters, the California Congresswoman who made home owner-
ship for minorities one of her key crusades; and a Senator from Connecticut,
Christopher Dodd....

The Clinton administration viewed the study and the controversy it sparked
as political dynamite and immediately began to address its concerns through
an expansive housing policy. The Community Reinvestment Act, which traced
bank lending policies in poor and minority neighborhoods, would be enforced
to its fullest. The Federal Housing Administration ramped up its insuring of
home loans going to the poor, making mortgages more affordable....

Even more, the GSE’s, Fannie Mae and Freddie Mac, would be forced to use
their massive and growing financial clout to guarantee and buy loans from
banks that served minority and other lower-income home owners.

If this move was an important step toward the democratization of the
housing market, it was also an important step toward the expansion of risk in
the financial markets. For the first time, it opened the GSE’s to the part of the
housing market that dealt with so-called subprime borrowers.53

By the mid 1990s, the GSEs became massive institutions now issu-
ing billions of dollars of debt each year, backed by an implicit guarantee
of repayment by the federal government in case of default. However, they
were also large public companies with boards of directors and sharehold-
ers who demanded growth and stock appreciation. More than anything else,
they were increasingly becoming the tools for policy implementation of the
political establishment that believed the GSEs should be expanding home
ownership well beyond the middle class and more precisely to those with
lower incomes. Thus, subprime lending became a reality for the GSEs, and
later the pool of subprime borrowers were to include people with little or no
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credit history, and even some who could not document their incomes, and
many others who did not even have a regular job.®*

Once again we can observe what started out as a laudable federal goal of
increased home ownership in America, without careful monitoring, over the
years unintended consequences began to emerge, and by the 2003-2007 time
frame, we would see the full ramifications of these events culminate in the
mortgage collapse and eventual federal receivership of both GSEs.

Freddie Mac’s accounting firm of Arthur Anderson, Inc., had to be
replaced by Pricewaterhouse Coopers, since Arthur Anderson was the
accounting firm that served Enron Corporation, and after the Enron scandal,
Arthur Anderson, Inc., collapsed and went into bankruptcy. The Office of
Federal Housing Enterprise Oversight, known as “OFHEO,” was the federal
regulation for the GSEs, and they reported the new accounting firm discov-
ered that Freddie Mac had understated its earnings by $5 billion in January
2003, and this resulted in Freddie Mac’s entire senior management team being
replaced. Then in the fall of 2004, OFHEO announced that Fannie Mae had
willfully broken established accounting rules surrounding the derivatives so
as to appear they had smooth earning growth. OFHEO stated Fannie Mae
was “cooking its books” so that executives could realize substantial income
profits, and this was a case of accounting fraud. OFHEQ, as the federal regu-
lator of Fannie Mae, stated that Fannie Mae had overstated its earnings by $9
billion since 2001 and that Franklin Raines, the CEO, had been paid $90 mil-
lion between 1998 and 2003. Raines and his CFO, Tim Howard, were forced
to step down. Fannie Mae agreed to pay a $350 million dollar civil penalty to
the SEC and a $50 million dollar penalty to the U.S. Treasury.®®

Between 2005 and 2007, Fannie Mae and Freddie Mac had purchased or
insured both Alt-A and subprime mortgages, and there was no worse time
in the mortgage industry to accumulate the amount of exposure that each
GSE had in this area. Alt-A loans were considered more risky than conven-
tional mortgage loans, but not at all as risky as subprime loans, so it was
a loan constructed to reach those who could not qualify for conventional
mortgage loans but were thought to be more capable of paying off their loans
than the subprime borrower. Fannie Mae had $350 billion in Alt-A exposure
and another $166 billion in exposure to subprime loans by the end of 2007.
Freddie Mac, at this same time, had $205 billion in Alt-A exposure and $173
billion in exposure to subprime or sub-620 FICO scores.® By 2008, both GSE
companies had a combined total of $5.3 trillion in mortgages they owned or
guaranteed, with only $84 billion in capital.?”

On July 12, 2008, IndyMac, the spinoff from Countrywide Financial
Corporation, was closed by the Federal Deposit Insurance Corporation
(FDIC), this government takeover of the IndyMac bank sent shock waves
through the investment community since IndyMac specialized in Alt-A
loans as opposed to subprime loans, and the institutions that had more
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exposure to Alt-A loans than IndyMac were both GSEs, Fannie Mae and
Freddie Mac.%® The closure of IndyMac not only sent shock waves through
the investment community, but the Secretary of Treasury, Henry Paulson,
and Ben Bernanke, Chairman of the U.S. Federal Reserve, now understood
the vulnerable position the U.S. government was in with the extraordinary
exposure both GSEs had in this mortgage market.

On August 19, 2008, auditors from Morgan Stanley had finished their
review of the books of both GSEs at the request of Secretary of the Treasury
Henry Paulson, and they reported that Fannie Mae and Freddie Mac could lose
$50 billion. Auditors from the Federal Reserve were horrified when they exam-
ined the quality of Alt-A loans that both GSEs had made. After these reviews,
both Secretary Paulson and Chairman Bernanke began plans and actions that
would culminate in the federal government placing both GSEs in receivership
in September 2008.% Since this date of September 2008 until April 13, 2011, the
U.S. Treasury Department has spent $150 billion to support the two GSEs, with
a total projection that forecasts the amount could rise as high as $363 billion.*

The GSE participation in the mortgage industry enabled some of the
loan originators such as Ameriquest and Countrywide to have a market for
their subprime loans. The Wall Street investment firms created the synthetic
CDOs, and when investors saw that Fannie Mae and Freddie Mac loans were
included in the mortgage-backed bonds, they confidently invested in these
CDOs because they thought the U.S. Government Treasury backed those
GSE loans. The GSEs were an enabler of the financial crisis, which occurred
in 2008, and which resulted in our nation’s deepest recession and near
depression.

2.8.3 Federal Regulators

The primary responsibility of federal bank regulations is to ensure the safety
and the financial integrity of the financial institutions they are responsible
for regulating. In 2006, the United States had 8800 federally insured banks
and thrifts, plus 8700 federally insured credit unions. On the federal level,
these institutions were regulated by five agencies:

1. The Federal Reserve, which regulates state-chartered banks that are
part of the Federal Reserve System, as well as foreign banks

2. Office of Comptroller of the Currency (OCC), which regulates banks
with national charters

3. OTS, which regulates federally chartered thrifts

4. National Credit Union Administration, which regulates federal
credit unions

5. FDIC, which regulates financial institutions that have federal deposit
insurance?!
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If a federal regulator becomes concerned about the safety or the financial
soundness of a financial institution, there are a range of both informal and
formal enforcement actions that can be implemented to require appropriate
operational changes.

Informal actions:

. Require the financial institution to issue a safety and soundness plan

. Memorandum of understanding

. Board resolution

. Commitment letter pledging to take specific corrective actions by a
certain date

5. Issuing a supervisory letter to the financial institution listing specific

“matters requiring attention”

S W N =

It is important to note that any informal action initiated by a federal
regulator is generally not made public and is not enforceable in court.
Formal actions:

1. Regulator issuing a public memorandum of understanding

2. Consent order

3. Cease and desist order requiring the financial institution to stop an
unsafe practice or take an affirmative action to correct identified
problems

4. Imposing a civil monetary penalty

. Suspending or removing personnel from the financial institution

6. Referring misconduct for criminal prosecution®?

w

Federal regulators had the responsibility for monitoring these banks
and thrift associations that were active in the mortgage market. Banks like
Citigroup, Bank of America, J.P. Morgan Chase, and Wells Fargo origi-
nated, purchased, and securitized billions of dollars in home loans each
year. Thrifts whose charters typically required them to hold 65% of their
assets in mortgage-related assets also purchased, sold, and securitized bil-
lions of dollars in home loans, including such major lenders as Countrywide
Financial Corporation, IndyMac Bank, and Washington Mutual Bank.
Some of these banks and thrifts also had affiliates, such as Long Beach
Mortgage Corporation. There were additional lenders that operated outside
of the regulated banking system, and these included New Century Financial
Corporation and Freemont Loan and Investment, which used industrial loan
companies, real estate investment trusts, or publicly traded corporations to
carry out their business. In addition, the mortgage market was populated
with tens of thousands of mortgage brokers that were paid fees for their loans,
or for bringing qualified borrowers to a lender to execute a home loan.”
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The number of organizations and individuals participating in the mortgage
industry is overwhelming to the few number of federal regulating agencies
and their limited number of federal regulators.

In addition to the banks, thrifts, credit unions, lenders, and mortgage
brokers, there was another category of organizations that required over-
sight and this was the security firms. The investment banks, security firms,
broker-dealers, and investment advisors did not originate the home loans,
but they helped design, underwrite, market, or trade securities linked to resi-
dential mortgages including the RMBS and CDO securities that were at the
very heart of the financial crisis. The key firms involved in the above pro-
cess included firms such as Bear Stearns, Goldman Sachs, Lehman Brothers,
Merrill Lynch, Morgan Stanley, and the asset management arms of large
banks including Citigroup, Deutsche Bank, and J.P. Morgan Chase. Some of
these firms also had affiliates that specialized in securitizing subprime mort-
gages. It should be noted that the security firms were regulated by the SEC,
and not by the previously identified five federal regulatory agencies.®

The OTS was created in 1989 in response to the savings and loan cri-
sis, and it was chartered by Congress to regulate the thrift industry. OTS
was part of the U.S. Department of Treasury and directed by a presidential
appointee. Its operations were funded through semiannual fees assessed on
the institutions it regulated, with the fee amount based on the size, condi-
tion, and complexity of each institution’s portfolio. Washington Mutual
was the largest thrift regulated by OTS, and from 2003 to 2008, it paid $30
million in fees annually to the OTS. While OTS was regulating 765 thrift-
chartered institutions, Washington Mutual was the largest one it regulated.
Washington Mutual had $300 billion in assets, $188 billion in deposits over
2300 branches in 15 states, and 43,000 employees. As stated earlier in this
chapter, Washington Mutual engaged in high-risk securities, and over the
course of three years from 2005 to 2007, it issued and securitized hundreds
of billions of dollars in high-risk loans including $49 billion in subprime
loans. Their loans consisted of option arms, which were negatively amortiz-
ing loans, and by the end of 2007, over 70% of their loans were stated income
loans in which they never verified the borrower’s income.>

Washington Mutual collapsed in 2008 as a result of the FDIC, the sec-
ondary regulator of Washington Mutual, no longer permitting the OTS to
ignore their high-risk lending and unsound banking practices. The OTS’s
failure to regulate Washington Mutual was in part related to a regulatory
culture, which viewed thrifts as “constituents,” and it relied on the thrifts to
take corrective action on those problems OTS identified to them. OTS dem-
onstrated deference to the management of Washington Mutual, choosing to
rely on the bank itself to correct problems that were pointed out to them.
Over the 5 year period from 2003 to 2008, OTS federal regulators identified
over 500 serious deficiencies in Washington Mutual’s operations, and OTS
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did not once take public enforcement actions against Washington Mutual,
even when they failed to correct major problems.”

The OTS not only failed in its regulatory responsibilities of Washington
Mutual Bank, but it also failed in its responsibilities with mortgage lenders such as
Countrywide Financial Corporation and IndyMac, which became the third larg-
est bank failure in U.S. history (Washington Mutual having been the first largest
bank failure in U.S. history). The Inspector General of the U.S. Department of
Treasury completed 17 reviews of our federal regulatory agencies actions and con-
cluded that the failure of the OTS and its lax enforcement action was not unique
solely to OTS, but also representative of other federal regulatory agencies as well.””

Clearly, the complexity of so many of the newly created financial instru-
ments such as mortgage-backed securities, CDOs, and synthetic CDOs was
not only difficult for seasoned investors to comprehend, they became a serious
problem for the examiners of our federal regulatory agencies. The U.S. Senate,
Permanent Subcommittee on Investigation comments on the performance of
our federal regulatory agencies inability to prevent financial failures, as follows:

Regulators stood on the sidelines as U.S. mortgage lenders introduced increas-
ingly high risk mortgage products into the U.S. mortgage market. Stated
income loans, NINA loans, and so-called “liar loans” were issued without
verifying the borrower’s income or assets. Alt A loans also had reduced doc-
umentation requirements. Interest-only loans, Option ARMs, and hybrid
ARMs involved charging low introductory interest rates on loans that could
be refinanced before much higher interest rates took effect. Negative amortiza-
tion loans—loans that became bigger rather than smaller over time—became
commonplace. Home equity loans and lines of credit, piggybacks and silent
seconds, 100% financing—all involved loans that required the borrower to
make virtually no down payment or equity investment in the property, relying
instead on the value of the property to ensure repayment of the loan. All of
these loans involved higher risks than the 30-year and 15-year fixed rate mort-
gages that dominated the U.S. mortgage market prior to 2004. When property
values stopped climbing in late 2006, these higher risk loans began incurring
delinquencies, losses, and defaults at record rates.”®

The U.S. Senate’s Permanent Subcommittee on Investigations, after
reviewing the work products of several federal regulatory agencies, issued
the following findings of fact:

1. Largest U.S. Bank Failure. From 2003 to 2008, OTS repeatedly iden-
tified significant problems with Washington Mutual’s lending prac-
tices, risk management, and asset quality but failed to force adequate
corrective action, resulting in the largest bank failure in U.S. history.

2. Shoddy Lending and Securitization Practices. OTS allowed
Washington Mutual and its affiliate Long Beach to engage year after
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year in shoddy lending and securitization practices, failing to take
enforcement action to stop its origination and sale of loans with
fraudulent borrower information, appraisal problems, errors, and
notoriously high rates of delinquency and loss.

. Unsafe Option ARM Loans. OTS allowed Washington Mutual to
originate hundreds of billions of dollars in high-risk option ARMs,
knowing that the bank used unsafe and unsound teaser rates, quali-
fied borrowers using unrealistically low loan payments, permit-
ted borrowers to make minimum payments resulting in negatively
amortizing loans (i.e., loans with increasing principal), relied on ris-
ing house prices and refinancing to avoid payment shock and loan
defaults, and had no realistic data to calculate loan losses in markets
with flat or declining house prices.

. Short-Term Profits over Long-Term Fundamentals. OTS abdicated
its responsibility to ensure the long-term safety and soundness of
Washington Mutual by concluding that short-term profits obtained by
the bank precluded enforcement action to stop the bank’s use of shoddy
lending and securitization practices and unsafe and unsound loans.

. Impeding FDIC Oversight. OTS impeded FDIC oversight of
Washington Mutual by blocking its access to bank data, refusing to
allow it to participate in bank examinations, rejecting requests to
review bank loan files, and resisting the FDIC recommendations for
stronger enforcement action.

. EDIC Shortfalls. The FDIC, the backup regulator of Washington
Mutual, was unable to conduct the analysis it wanted to evaluate the
risk posed by the bank to the Deposit Insurance Fund, did not prevail
against unreasonable actions taken by OTS to limit its examination
authority, and did not initiate its own enforcement action against
the bank in light of ongoing opposition by the primary federal bank
regulators to FDIC enforcement authority.

. Recommendations over Enforceable Requirements. Federal bank
regulators undermined efforts to end unsafe and unsound mortgage
practices at U.S. banks by issuing guidance instead of enforceable
regulations limiting those practices, failing to prohibit many high-
risk mortgage practices, and failing to set clear deadlines for bank
compliance.

. Failure to Recognize Systemic Risk. OTS and the FDIC allowed
Washington Mutual and Long Beach to reduce their own risk by
selling hundreds of billions of dollars of high-risk mortgage-backed
securities that polluted the financial system with poorly performing
loans, undermined investor confidence in the secondary mortgage
market, and contributed to massive credit rating downgrades, inves-
tor losses, disrupted markets, and the U.S. financial crisis.

83
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9. Ineffective and Demoralized Regulatory Culture. The Washington
Mutual case history exposes the regulatory culture at OTS in which
bank examiners were frustrated and demoralized by their inability to
stop unsafe and unsound practices, in which their supervisors were
reluctant to use formal enforcement actions even after years of seri-
ous bank deficiencies, and in which regulators treated the banks they
oversaw as constituents rather than arms-length regulated entities.”

The role that the federal regulators played in enabling the financial crisis
was not intentional, but mistakes made by the SEC and the Federal Reserve
provided Wall Street investment firms and banks the opportunity to operate
freely in an environment in which regulation would have addressed the high-
risk bonds that were created with CDOs and synthetic CDOs and would
have provided greater protection to investors and to the American taxpayers.
Perhaps, the biggest failure of the SEC was reviewing Bernard Madoff on
nine occasions and not once discovering his $50 billion dollar Ponzi scheme.

2.8.4 Congress, Lobbyists, and Financial Swaps

There are so many examples and situations in which members of Congress
have played a role in the enablement process of this financial crisis. In many
cases, it was through the development of policies and legislation that clearly
resulted in unintentional consequences. In other situations, it was the result
of poorly constructed legislation that was not only dysfunctional but played a
major role in the financial crisis. For example, both federal and state financial
regulators responsible for the oversight of banks, securities firms, and other
financial institutions in the years leading up to our financial crisis operated
under a number of statutory and regulatory constraints.

One key constraint was the sweeping statutory prohibition on the federal reg-
ulation of any type of swap, including credit default swaps. This prohibition
took effect in 2000, with enactment of the Commodity Futures Modernization
Act (CEMA). The key statutory section explicitly prohibited federal regulators
from requiring the registration of swaps as securities; issuing or enforcing any
regulations or orders related to swaps; or imposing any recordkeeping require-
ments for swaps. In addition, the law explicitly prohibited regulation of any
“interest rate swap, including a rate floor, rate cap, rate collar, cross-currency
rate swap, basis swap, currency swap, equity index swap, equity swap, debt
index swap, debt swap, credit spread, credit default swap, credit swap, weather
swap, or commodity swap.” These prohibitions meant that federal regulators
could not even ask U.S. financial institutions to report on their swaps trades or
holdings, much less regulate swap dealers or examine how swaps were affect-
ing the mortgage market or other U.S. financial markets.

Asaresult, the multi-trillion-dollar U.S. swaps markets operated with virtu-
ally no disclosure requirements, no restriction, and no oversight by any federal
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agency, including the market for credit default swaps which played a promi-
nent role in the financial crisis. On September 23, 2008, in a hearing before
the Senate Committee on Banking, Housing, and Urban Affairs, the SEC
Chairman Christopher Cox testified that, as a result of the statutory prohibi-
tion, the credit default swap market “is completely lacking in transparency,” “is
regulated by no one,” and “is ripe for fraud and manipulation.” In a September
26, 2008 press release, he discussed regulatory gaps impeding his agency and
again raised the issue of swaps: “Unfortunately, as I reported to Congress this
week, a massive hole remains: the approximately $60 trillion credit default
swap market, which is regulated by no agency of government. Neither the SEC
nor any regulator has authority even to require minimum disclosure.” In 2010,
the Dodd-Frank Act removed the CFMA prohibition on regulating swaps.

A second significant obstacle for financial regulators was the patchwork of
federal and state laws and regulations applicable to high risk mortgages and
mortgage brokers. Federal bank regulators took until October 2006, to pro-
vide guidance to federal banks on acceptable lending practices related to high
risk home loans. Even then, the regulators issued voluntary guidance whose
standards were not enforceable in court and failed to address such key issues
as the acceptability of stated income loans. In addition, while Congress had
authorized the Federal Reserve, in 1994, to issue regulations to prohibit decep-
tive or abusive mortgage practices—regulations that could have applied across
the board to all types of lenders and mortgage brokers—the Federal Reserve
failed to issue any until July 2008, after the financial crisis had already hit.

A third problem, exclusive to state regulators, was a 2005 regulation issued
by the OCC to prohibit states from enforcing state consumer protection laws
against national banks. After the New York State Attorney General issued sub-
poenas to several national banks to enforce New York’s fair lending laws, a
legal battle ensued. In 2009, the Supreme Court invalidated the OCC regula-
tion, and held that states were allowed to enforce state consumer protection
laws against national banks. During the intervening four years, however, state
regulators had been effectively unable to enforce state laws prohibiting abusive
mortgage practices against federally-chartered banks and thrifts.1%

As previously reported in Section 2.3.1 Congress also played a fundamen-
tal role in the creation of the GSEs, and particularly targeting Fannie Mae and
Freddie Mac to provide loans, which went beyond the conventional conforming
mortgage loans to the riskier Alt-A and eventually subprime loans and became
a fundamental building block in the entire collapse of our housing industry.
Again, what began as a laudable goal with good intentions became over time
an inherently dysfunctional consequence of the role played by Congress.

Another manner in which members of Congress were drawn into the
financial crisis caused by the collapse of our housing industry was as a result
of their need for campaign reelection contributions. The presence of lobby-
ists from Wall Street and the financial industry who were always eager to
support those members of Congress who in turn sponsored legislation that
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was beneficial to the respective interests of Wall Street has become a major
structural problem of government operations. An example of these situations
can be seen in the excellent article by Victoria McGrane, “Wall Street, Bank’s
Press to Shape Dodd-Frank Rules” in the April 22, 2011 edition.

WallStreetand the financial industry spent more tolobby Washington
in the first quarter of 2011 than a year ago when Congress was writ-
ing sweeping financial-overhaul legislation, according to a Wall
Street Journal review of lobbying reports.

The law, known as Dodd-Frank, was adopted 9 months ago, but
banks, credit unions, investment firms, and their trade groups now
are trying to shape how it is put into practice. The documents show
financial industry lobbyists are spending time with regulators, who
are writing hundreds of rules to carry out the law, while pushing
Congress to roll-back certain provisions, especially new limits on
debit-card fees.

The industry is working to influence a long list of Dodd-Frank
rules, including sweeping ones for the nearly $583 trillion deriva-
tives market and restrictions on the size and activities of the largest
banks. Many are also weighing in on mortgage-finance issues as pol-
icy makers address problems with foreclosures and how to revamp
mortgage-lending giants Fannie Mae and Freddie Mac, which now
are under federal control.

The disclosures show that 26 of the financial firms and trade
associations that spent the most in 2010 collectively spent $27 mil-
lion in the 3 months ending March 31, a 2.7% increase from the $26.3
million spent in the comparable period in 2010.

The industry’s first-quarter lobbying tally is its second-highest
ever, according to an analysis of data provided by the Center for
Responsive Politics. The 26 entities spent slightly more—$27.3
million—between April and June 2010, when Dodd-Frank activity
on Capitol Hill was most intense.!%!

As a result of the near depression caused by the financial crisis in our
housing industry, Congress passed the Dodd-Frank bill to address some of
the problems that created difficulties for our federal regulatory agencies.
One problem addressed was to change previous congressional interest in the
unregulated derivatives market. This is a $583-trillion market, so Congress
has asked the federal regulatory agencies to develop the implementation
guidelines to regulate this huge market. Now, Congress for the first time is
requiring most derivatives to be traded on exchanges or similar electronic
systems and routed through clearinghouses. Derivatives covered in this new
set of rules are known as swaps, which are private financial contracts between
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two parties to exchange one asset or liability for another in the future.
Airlines use swaps to lock in fuel prices against future fuel price increases.
Commodity firms also lock in the prices of goods needed for future produc-
tion, and the usefulness of these derivatives is important to many industries
who will in turn lobby Congress for exceptions as their ability to use hedge
funds is important to their financial health and future. So Congress gets con-
fronted by many reasonable requests, but the responsibility for weighing the
implications and results of their action requires great thought and a perspec-
tive as to how their legislation will impact society in future years.

Finally, it is important to note the congressional action taken as a result of the
financial crisis and to appreciate the new legislative-effort all designed to prevent
future financial catastrophes similar to what our nation experienced in 2008.

Dodd-Frank Act. On July 21, 2010, Congress passed and President Obama
signed into law the Dodd-Frank Wall Street Reform and Consumer Protection
Act, P. L. 111-203. This law, which passed both Houses with bipartisan majori-
ties, expanded the authority of regulatory agencies to try to prevent future
financial crisis. Among other provisions, the law:

o Established a Financial Stability Oversight Council, made up of
federal financial regulators and others, to identify and respond to
emerging financial risks;

o Established a Consumer Financial Protection Bureau to strengthen
protection of American consumers from abusive financial products
and practices;

o Restricted proprietary trading and investments in hedge funds by
banks and other large financial institutions;

o Prohibited sponsors of asset backed securities from engaging in
transactions that would involve or result in a material conflict of
interest with investors in those securities;

o Established procedures to require nonbank firms whose failure
would threaten U.S. financial stability to divest some holdings or
undergo an orderly liquidation;

o Strengthened regulation of credit rating agencies;

o Strengthened mortgage regulation, by clamping down on high cost
mortgages, requiring securitizers to retain limited liability for secu-
rities reliant on high risk mortgages, banning stated income loans,
and restricting negative amortization loans;

o Required better federal regulation of mortgage brokers;

o Directed regulators to require greater capital and liquidity reserves;

o Required regulation of derivatives and derivative dealers;

o Required registration of certain hedge funds and private equity funds;

o Authorized regulators to impose standards of conduct that are the
same as those applicable to investment advisers on broker-dealers
who provide personalized investment advice to retail customers; and

o Abolished the Office of Thrift Supervision.!??
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2.9 The Costs and Impact on America

As a result of the financial crisis and the deepening recession, both
Congress and the White House realized that America was on the preci-
pice of a depression and that executive action was required to initiate pro-
grams that would prevent such an economic disaster. President Bush called
on the Secretary of the Department of Treasury, Henry Paulson, and Ben
Bernanke, Chairman of the Federal Reserve Bank, to begin formulating
plans to prevent any further economic erosion to the United States and
to prepare programs with the approval of Congress for implementation as
soon as possible.

2.9.1 Troubled Asset Relief Program

On October 3, 2008, Congress reacted to the executive-led plans being for-
mulated by Secretary Paulson and Chairman Bernanke by passing into law
the Emergency Economic Stabilization Act of 2008, known as Public Law
110-343 or the Troubled Asset Relief Program (TARP). This law authorized
the expenditure of up to $700 billion to stop financial institutions from col-
lapsing and further damaging the U.S. economy. The Department of Treasury
administered these funds, with the support of the Federal Reserve, and over
$350 billion in TARP funds were used to inject capital or purchase assets at
hundreds of large and small banks. The largest recipients of TARP funds
were the following organizations:

(] AIG

« Ally Financial (formerly GMAC Financial Services)
« Bank of America

« Citigroup

« Goldman Sachs

 J.P. Morgan Chase

« PNC Financial Services
» U.S. Bancorp

» Wells Fargo

o Chrysler

 General Motors

Since most of these organizations have repaid all or a substantial portion
of the TARP funds they received, the Congressional Budget Office estimated
in November 2010 that the final cost of the TARP program will be approxi-
mately $25 billion.!%
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2.9.2 Federal Reserve Emergency Support Programs

As information from the numerous banks across the nation and other finan-
cial institutions began reporting their concerns to both Secretary Paulson
and Chairman of the Federal Reserve, Ben Bernanke, the Federal Reserve
took action by creating a new program to help address the nations continu-
ing slide into economic distress. As the financial crisis deepened and caused
further concern for the nation, the Federal Reserve aggressively expanded
its balance sheet from $900 billion at the beginning of 2008 to $2.4 trillion
in December 2010 to provide support to our nation’s financial system and
economy.

The Federal Reserve created 12 new programs and provided trillions
of dollars of assistance through 21,000 individual transactions to U.S. and
foreign financial institutions in an effort to promote liquidity and prevent
a collapse of the world’s financial system. In one program alone, the agency
mortgage-backed securities program purchased more than $1.25 trillion in
mortgages backed by Fannie Mae, Freddie Mac, and Ginnie Mae, all GSEs
that went into receivership and were supervised by the government.'*

The action taken by the Federal Reserve to buy back bad subprime mort-
gages directly from the banks, along with so many of their risky investments,
had the impact of transferring these obligations and financial responsibilities
directly from Wall Street to the American taxpayer. In commenting on the
Federal Reserve’s action and the government’s continuing interest in talk-
ing with the financial executives who in large measure created this financial
crisis, Michael Lewis observes the following:

The world’s most powerful and most highly paid financiers had been
entirely discredited without government intervention every single one of
them would have lost his job; and yet those same financiers were using the
government to enrich themselves. “I can understand why Goldman Sachs
would want to be included in the conversation about what to do about Wall
Street,” he said. “What I can’t understand is why anyone would listen to
them.” In Eisman’s view, the unwillingness of the U.S. government to allow
the bankers to fail was less a solution than a symptom of a still deeply dys-
functional financial system. The problem wasn’t that the banks were, in and
of themselves, critical to the success of the U.S. economy. The problem, he
felt certain, was that some gargantuan, unknown dollar amount of credit
default swaps had been bought and sold on every one of them. “There’s no
limit to the risk in the market,” he said. “A bank with a market capitaliza-
tion of one billion dollars might have one trillion dollars” worth of credit
default swaps outstanding. No one knows how many there are! And no one
knows where they are! The failure of, say, Citigroup might be economically
tolerable. It would trigger losses to Citigroup’s shareholders, bondhold-
ers, and employees—but the sums involved were known to all. Citigroup’s
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failure, however, would also trigger the payoff of a massive bet of unknown
dimensions: from people who had sold credit default swaps on Citigroup to
those who had bought them.!%

2.9.3 Impact on America’s Economic Power

The economic consequences of this financial crisis disrupted America’s
economy by creating our deepest recession, and to this day, we continue
to feel the shock waves of the greed and unethical and fraudulent behav-
ior that was created by Wall Street financial executives and their abuse and
use of unregulated financial instruments. By 2009, banks were still trying
to resolve more than $7 trillion in problem loans, bonds, and trades. Also,
as Charles Gasparino noted in his excellent book, The Sellout: How Three
Decades of Wall Street and Government Mismanagement Destroyed the
Global Financial System:

In fact, even as the stock market rebounded off its March lows, the “Great
Recession,” as the economic collapse was now known, showed only a few
signs of letting up as unemployment hovered around 9.5 percent. The finan-
cial crisis may have been abated, and the economy may have hit bottom in
the summer of 2009, but most economists predict a feeble recovery because
the extent of the economic damage was so extreme. In addition to the implo-
sion of three major investment banks, a number of commercial banks, the
automobile industry, and countless other businesses, more than $13 trillion
in household wealth was destroyed by the end of 2008, according to the most
recent statistics released by the Fed. Globally, some estimates place the decline
at close to $50 trillion.!%

The vulnerability of the American economy, not to mention the global
economy and our world’s financial systems, was totally unanticipated and
came as a huge shock to all economists, politicians, and business people. The
results of this financial crisis undermined the very basis of America’s power
and spread a new sense of vulnerability to the nation because of the grow-
ing federal deficit and unemployment at record levels, all culminating in a
sense of discouragement and disillusionment.’” The United States was con-
cerned not only about its own economy but also how to best provide stabil-
ity to the global financial system and keep it from collapsing. As the United
States continued to increase its federal deficit with the intention of provid-
ing financial support to offset and prevent a collapse of its economy, it also
became clear the global economy was at risk and needed its economic stabil-
ity restored. Also complicating this problem was a report from analysts at
the Bank of England suggesting that $14 trillion would be needed to prop up
banks around the world alone, not to mention the enormous array of other
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institutions and organizations that were being directly and also indirectly
impacted as well.1%8

When the Great Recession of 2008 hit the United States in September
2008, many in Europe and Asia thought they would be immune to this finan-
cial crisis and spared the horrible lending practices of Wall Street invest-
ment banks. This would not be the case, for in less than a year the financial
crisis became a worldwide problem, and the entire world economy shrank
for the first time since World War II, or 1945. It was soon discovered that
the financial crisis was more than simply a culture of excessive risk taking
by investment banks, or greed and unethical practices including fraud, but
it was a problem of the inability of national regulatory firms to monitor and
police actions of international conglomerates and financial institutions.
International investment banks could easily bypass national regulators by
moving offshore to less regulated areas.!”

The financial crash of 2008 was a very daunting experience for those who
believed in globalism and free market economies and for whom for the past
30 years promoted and supported the very market ideas former President
Ronald Reagan and Prime Minister Margaret Thatcher espoused as they
reinvigorated the economic systems of both America and England.!

As the financial crisis was being addressed in 2008, 2009, and 2010 by the
U.S. government, the level of government debt that was increased and used to
stimulate the American economy became quite alarming to economists. As
the United States confronts its debt level of $14 trillion in 2011, this has now
become a major domestic issue and one which will assume major political
prominence as the nation moves forward into the 2012 presidential election.
So, it is clear that the financial crisis has become a most transformational event
for America both in terms of its economic system and also its political system.

When examining how the financial crisis became a major source of gov-
ernment debt, British historian Niall Ferguson observed:

“This is how empires decline. It begins with a debt explosion.” Not only did the
bank bailout and Keynesian stimulus package add to debt, but also the costs of
entitlement programs for social security and health care and servicing of the
debt will claim large shares of future revenue. “Unless entitlements are cut or
taxes are raised, there will never be another balanced budget.”

Ferguson goes on to say that “the idea that the U.S. is a ‘safe haven’ is
nonsense. Its government debt is a safe haven the way Pearl Harbor was in
1941711

Not only has the financial crisis created major debt service problems for
the United States, but it has also contributed to other government’s debt ser-
vice problems. The concern is to avoid “failed state” problems and for every
nation to realistically and comprehensively address these challenges.
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2.9.4 Impact on America’s National Security
and Military Power

Although a global depression has been avoided, the magnitude of the deep
recession in the United States has definitely hurt the economic power of the
United States and has in turn weakened our national security and military
power, which are both dependent on our nation having a strong economy.
In fact, our economic crisis has led other nations to question our mili-
tary’s commitment and strength to both Asia and the Pacific. In late 2010,
Admiral Michael Mullen, Chairman of the Joint Chiefs of Staff, stated that
our national debt was now the single biggest threat to American national
security. The simple fact is that our national debt has increased to such a
level that the large problem we encounter is the budget being consumed by
legally mandated entitlements, leaving less money for discretionary spend-
ing. Approximately 50% of the discretionary spending in the U.S. budget
goes toward the military."1?

Thus, the chain of events that occurred between 1978 and 2008 culmi-
nated in a financial crisis and our deepest recession since the 1929-1930
depression. Concurrent with these events is the realization that America is
now in a new relationship with China, and this transformation will require
great skill and diplomacy by both nations as our relationship can be charac-
terized by a state of mutual dependency, and hopefully not a zero-sum rela-
tionship. The next chapter will explore the China-United States relationship
and address the challenges of a zero-sum game, which was created by the
transformational changes both nations have experienced.

2.10 Summary

The Great Recession of 2008 was created over a period of 30 years during
which the financial process of securitization was established followed by a
series of new financial instruments being created by Wall Street investment
firms. The creation of mortgage-backed securities offered with tranches of
CDO bonds only to be followed by the dangerous synthetic CDO bonds avail-
able as “derivatives or swaps” to hedge losses were all traded in an unregu-
lated ABX market. This was nothing less than a disaster waiting to occur.
The business model of the Wall Street investment firms changing from a
partnership model to an IPO public stock market model, allowed Wall Street
investment firms to take greater risk in their financial dealings since they
were now spending stock holders money and not using their own financial
resources. The emergence of the Alt-A and subprime mortgage markets dis-
placed the conventional mortgage instruments and permitted a new group
of mortgage originators, such as Countrywide and Ameriquest and many
others both large and small, to commit fraud on a scale never before seen in
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the real estate marketplace. The enablers who allowed this entire process to
occur were the CRAs such as Standard and Poor’s, Moody’s, and a few other
smaller CRAs.

Clearly, the GSEs, in particular Fannie Mae and Freddie Mac must take
major responsibility for playing a critical funding role, which permitted the
mortgage originators to create sales and the investment banks to offer the
CDO bonds to investors worldwide. The federal regulatory agencies were
negligent in their enforcement of federal banking regulations and federal
stock exchange requirements, and Congress must assume responsibility for
enacting legislation that reduced the ability of the federal regulatory agencies
to effectively discharge their duties. It was Congress who enacted legislation
that in many instances diluted the regulatory requirements, all in the hopes
that by limiting these requirements the business environment would be more
likely to enable corporations to become more successful.

In retrospect, greed and avarice were the driving forces that motivated
so many of the people involved in this process, ranging from the individual
homeowner purchasing a home with the intent to “flip” it or resell it at a
profit as opposed to simply purchasing a home to live in. On the other end
of this scale of greed were the Wall Street investment firms and banks, and
in particular Goldman Sachs and the Deutsche Bank whose behavior has
been so outlandish that law suits to recover damages continue against each
of these firms today. Goldman Sachs not only has been fined millions of dol-
lars by several federal agencies, but it also knowingly sold high-risk securities
to its customers on the long side and then positioned their firm’s investment
on the short side, not simply to make a market, but to offload their high-risk
securities.

This was the process that almost resulted in destroying America’s econ-
omy and fell short of creating a worldwide depression. America now stands
as a weaker nation as measured by both its economic power and its military
power. Unfortunately, generations to come will continue to pay for the greed
that has occurred as a result of this game-changing process that unfolded
over three decades and has compromised America in the eyes of the world
community.
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As we examine the global events that will become the most transformational
for America, China, and Iran, we shall discuss them in terms of the strengths
and weaknesses of each nation. America is focused on managing and regain-
ing its financial stability. At the opposite extreme, we find that China con-
tinues its phenomenal economic growth and is on the cusp of attaining
superpower status. Iran is striving to emerge as the major regional power in
the Middle East. Each nation has distinct strengths, as well as weaknesses,
and we will focus on the key resource drivers, which will become critical to
how each nation will address their respective challenges.

3.1 America: Regaining Its Financial Stability

The Great Recession of 2008 struck a direct hit at America’s greatest strength,
its economic and financial system, and has resulted in unemployment at a
level of 9% which has discouraged millions of Americans. Even more dread-
tul has been the enormous financial debt of $14 trillion. The 2008 Recession
has been and continues to remain a major transformational event that with-
out a doubt has weakened every aspect of the nation, and most particularly
America’s power, influence, and prestige.

3.1.1 Strengths

Three of America’s foremost strengths are its military power, technology and
innovation, and information systems.

3.1.1.1 Military Power

America’s military power is regarded as the strongest and most technologi-
cally sophisticated in the world. The Officer Corps, the Weapons Systems,
and the Command and Control Systems have no peer anywhere in the world.
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The blue-water naval power with its sophisticated aircraft carrier battle group
ship deployment can control every ocean on the earth. The Air Force with its
state-of-the-art fighter stealth bombers and its aerial jet refueling capabilities
provides an unparalleled advantage over any other nation. Over the years,
since the end of World War II, America has carefully invested in its military
and the results have made it the strongest military ever created by any nation.

The impact of the Great Recession of 2008 on America has been pro-
found, and it has resulted in transforming our Department of Defense bud-
get and long-range plans for new weapons systems while also curtailing
further development of some of our most electronically sophisticated F-22
jet fighter aircraft.

Further, our national debt has now become so large and uncontrolla-
ble that our Joint Chiefs of Staff, as well as our Secretary of Defense, has
informed both Congress and the White House that the greatest threat to our
national security is our growing national debt. The dilemma for our nation is
to reduce spending to a level where we take control of our national debt while
also providing for our nation’s defense, as well as the entitlement programs of
social security and Medicare that so many of our citizens rely upon.

Thomas Barnett observes in his book, The Pentagon’s New Map, that
if you seek to understand the future of conflict, you focus on the future of
weapons technologies and who is likely to develop these future weapons
technologies.! This suggests that military power will be ultimately defined by
those nation/states that possess the scientific community, engineering capa-
bilities, and the economic resources to pursue the next generation of weap-
ons systems planned for at least one decade into the future.

3.1.1.2 Technology and Innovation

America’s investment in research and development has enabled it to become
the world’s leader in new technologies and innovation. America spends more
on research and development than the next seven countries combined and as
a result America’s world leadership in nanotechnology, biotechnology, and
information technology will provide the strengths for it to regain its financial
and economic stability.?

3.1.1.3 Information Systems

America has invented the field of information technology and has consis-
tently led the world in the development of information systems. In addition,
the incorporation of information systems into other industries and fields has
had a significant effect on the improved management of those fields and dis-
ciplines that have implemented new information systems as a part of their
management systems. Therefore, the critical contributions made by the elec-
tronics industry into virtually all facets of America’s workplace have resulted
in substantial progress and profit.
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As important as these strengths are to America, there also exist chal-
lenges by global events that have created weaknesses that must be addressed.

3.1.2 Weaknesses

Of course every nation confronts a number of challenges that if not properly
and timely addressed could transform into structural weaknesses that will
eventually have to be addressed. Perhaps America’s greatest current weak-
ness is in the size of its national debt.

3.1.2.1 National Debt

Gideon Rachman observed that in President Obama’s first year in office
the budget deficit of the United States was over 12% of the gross domestic
product (GDP), and to continue funding the American government, America
was dependent on foreigners to purchase their U.S. Treasury bills, or in its
simplest terms, the United States was broke and required other nations to
buy its treasury bonds. In 2009, China was purchasing $20 billion of U.S.
Treasury bills on a monthly basis. In fact, if the Chinese had stopped buying
U.S. treasuries this could have caused a collapse of the U.S. currency.?

The leadership of successive presidents and the many changes in
Congress over the past 30 years has clearly resulted in uncontrolled expen-
ditures, which has created America’s national debt of $14 trillion. Of this
$14 trillion, it has been estimated that the Afghan and Iraq wars have been
responsible for over $2 trillion of debt. With global events throughout the
Middle East and other domestic entitlement challenges, America, as a nation,
cannot continue on this pathway of national debt.

The European Union has had to bail out Portugal, Spain, Ireland, and
Greece from their respective nation’s national debt structure. Many now
worry that the combination of these enormous national debts within America
and the European Union could possibly lead to a total collapse of the world’s
economic structure.

Following the Great Recession of 2008 and America’s reliance on China’s
purchase of U.S. Treasury bills, many economists and U.S. officials accused
China of “manipulating its currency” by deliberately suppressing the value
of the Chinese Yuan by keeping it off the worlds currency markets and not
permitting it to float freely on the currency market for a value to be deter-
mined against the American dollar. By withholding the Yuan from the world
market, the Chinese then recycled their dollar surpluses into the United
States by buying American assets. This in effect, depressed U.S. interest rates
and kept Chinese goods at an artificially low price through this currency
manipulation.?

However, in fairness to the Chinese point of view, they firmly believed
that the Japanese economic miracle of the 1980s ended when American
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pressure on Japan to let the Japanese Yen rise against the American dol-
lar resulted in permanently damaging the competitiveness of the Japanese
industry.®

Another point to consider is that American corporations moved so many
of their jobs to China in search of cheap labor that it is most disingenuous
for American officials to say that Chinese currency manipulation resulted
in the loss of American jobs. Those American jobs were forfeited as soon
as American corporations made the decision to relocate portions of their
respective businesses in China by employing Chinese workers.

The delicate relationship between America’s debt and China’s acquisi-
tion of U.S. Treasury securities can be viewed by the almost mutual depen-
dency that exists between America and China, particularly since China has
acquired more than $2.5 trillion of foreign exchange reserves, most of this in
U.S. Treasury securities. China could provide serious economic damage to
the United States by threatening to sell its U.S. dollars, but in doing so China
would hurt itself by reducing the value of its total holding of U.S. securities if
the price of the dollar fell.®

Currently, there remains great sensitivity between America and China
over these economic issues, and the enormous national debt of America, in
effect, has resulted in a loss of American power and transferred power to
China.

3.1.2.2 Political Gridlock

Fareed Zakaria best describes America’s current challenge by suggesting
that America’s economic system is its core strength, while its political sys-
tem is its core weakness.” Clearly, this is the case as America is at a piv-
otal point of deciding whether to increase its level of national debt over the
$14 trillion limit, or whether it will default on this national debt. Since the
debt limit was already reached in April 2011, the U.S. Treasury Department
informed Congress that unless Congress increased this debt, the Treasury
Department would have no other temporary solutions and would have
to declare a default by early August 2011. Congress was at total gridlock,
with the Republican Party declaring they would not vote to increase the
national debt without substantial accompanying federal spending cuts. The
Democratic Party sought to increase the national debt but did not want
spending cuts in social programs and in entitlement programs. The Tea
Party activists who currently hold congressional positions expressed their
view that they would not vote to increase the national debt level under any
circumstance.

The level of gridlock and bitterness among politicians is growing at an
alarming rate, and until America begins to address its economic problems,
this political gridlock will create further havoc in other aspects of American
society.
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3.2 China: Economic Growth, Superpower Status

China’s economic growth began after Mao’s death and under the direction
of Deng Xiaoping who in 1978 began an economic program modeled on
American capitalism. Since this American economic model worked so well
for America and for the surrounding Asian nations, Deng Xiaoping reso-
lutely expressed the view that capitalism was not only available for capitalists
but it would serve the interests of China as well.® The fact that within the
past three decades the economic reforms led by Deng Xiaoping produced
the most peaceful and economically successful achievements in the past 170
years of China’s history and provided more than 300 million people an ave-
nue out of the poverty they once lived in has demonstrated the importance
of this achievement.’

The Chinese transition from the old style Communist strategy as prac-
ticed by the former Soviet Union to a newer Communist-modified capitalism
form of economics modeled on the American view of capitalism has enabled
the Chinese economic miracle to take place. In fact, Goldman Sachs pre-
dicts the total size of the Chinese economy to surpass America’s economy by
2027. Other economists estimate that, by 2040, China will produce 40% of
the global GDP.?’ Clearly, China is on a pathway to superpower status.

3.2.1 Strengths

Two of China’s greatest strengths are its economic system and its emerging
military power as a result of substantial monetary investment in the People’s
Liberation Army (PLA).

3.2.1.1 Economic System

Understanding how China and its Communist Party has created its version of
American capitalism is fundamental to appreciating the role China will play
in the global economy in the ensuing years. Observers of the past successes
of the Chinese economic model must bear in mind that this is not a market-
based economy responding to the economic laws of supply and demand, but
is in fact a carefully balanced social mechanism built around the interests
of the political elite who control the Communist Party. Therefore, China’s
state-owned economy is based on the need to preserve political power and
the requirement to do business to preserve the political power. As a result,
the Chinese economic model has created two distinct economies in China,
the first being a domestic-oriented state-owned economy that is virtually
totally dependent on the second, which is China’s export-oriented econ-
omy.!! Perhaps economists should recognize that China’s economic miracle
has been principally funded by America’s search for low-priced economic
goods imported to satisfy the demands of the American consumer. Since
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America has been China’s best and in some cases only consumer, China has
a distinct need to develop more than an export-oriented private economy.
Henry Kissinger observes that when American officials urge their Chinese
counterparts to export less and to have the Chinese consumer purchase
more, it puts forward an economic maxim that to China means a shrink-
ing export sector and a significant increase in Chinese unemployment that
entails political risks and consequences. The underlying issue then becomes
political and not necessarily an economic issue. Thus, the export-oriented
economic sector that provides jobs for Chinese workers and keeps them out
of poverty becomes an expression of China’s need for political stability.!?
Economists, politicians, and America’s corporate elite should recognize
that it is the Communist Party and not the economic marketplace that runs
China and its version of a capital allocation process. In China, the banks are
the financial system with nearly all financial risk concentrated on their bal-
ance sheets. It is the Chinese people who save their money and underwrites
this risk as they are the only significant source of capital “inside the system.”
This is the weakest point in China’s economic and political system, and why
the Communist Party controls the banks to set permissible levels of loaning
as the Party wants to limit Chinese consumerism and retain the savings in
the banks. In short, with all aspects of banking under the Party’s control, risk
is thought to be manageable and the Chinese citizen will not become similar
to the American citizen who can borrow from the bank and spend with the
same enthusiasm as the American consumer.!®
The biggest beneficiary from America’s fiscal and monetary irresponsibil-
ity is China, as American politicians, congressmen, and officials at virtually
all levels of government have not embraced either fiscal restraint or monetary
responsibility. Instead of living within our means, we as a nation have permit-
ted budget deficits to grow so out of control that we are dependent on China’s
purchase of our treasury securities to continue to finance our nation. The result
has been low taxes that have provided American’s more “borrowed” money to
finance their out-of-control consumerism, which has resulted in the purchase
of low-priced Chinese goods and has created Chinese jobs while eliminating
American jobs which could not produce the low-cost consumer products.'*
China’s economic future is dependent on building relationships with
other nations, revising their banking system to become less dependent on
Party control, and finally to develop economic sectors that are not so depen-
dent on their export-oriented private system.

3.2.1.2 Emerging Military Power

China has the world’s largest military force, more than 200 nuclear weapons,
and continues to develop impressive capabilities in information warfare and
space-based military programs. Also of importance is China’s focus on devel-
oping a blue-water navy with aircraft carrier battle groups and submarine
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capabilities as well. China has also developed stealth aircraft similar to the
F-22 of the United States.

This facet of China’s emerging military buildup began in the 1990s after
the Chinese realized how far they lagged behind in modern military capa-
bilities. The display of American sophisticated military power in the first
Gulf War in 1991 caused the Chinese to double their military expenditures
throughout the 1990s. A 2010 Pentagon report estimated the total military
spending in China to be $150 billion or 2% of GDP as compared to $719 billion
or 4% of GDP for the United States.’> As America confronts its national debt
crisis, the defense budget will experience substantial reductions. Ironically,
China’s new wealth will continue to be invested in its military buildup.

Chinese military strategy is centered on information warfare, disabling
the military communication networks and systems of its perceived oppo-
nents, and developing space-based military technologies and capabilities. A
significant portion of the Chinese military strategy is to perfect “anti-access”
area denial capabilities in the South China Sea, and that is why the further
development of the PLA Navy is so important to China. This “anti-access”
area denial strategy will be the major responsibility of its new blue-water
navy. The implication of such an area denial strategy in the South China Sea
would have a profound impact on America’s naval ability to implement its
carrier and battle group precision strike capabilities. In effect, this would
force the American military to revise its “forward base naval strategy” and
launch military operations from greater distances or land-based facilities.!®

The Chinese will probably focus on developing a global force projection
capability, and their current emphasis of investing in both their PLA Navy
and PLA Air Force will permit them to achieve this capability in the near
term. As a result, their emerging military buildup must be considered a dis-
tinct strength of China.

3.2.2 Weaknesses

3.2.2.1 Demographic

China has specific weaknesses in demographic areas such as the delayed
effects from its 1980 one-child per couple policy, which has multiple responses
ranging from a declining labor force to a population of 30 million more sin-
gle men than women by 2020, again as a result of its former policy of aborting
female babies. As the surplus of unmarried male demographic increases, the
possibility for internal instability also increases.”

Joseph Nye reports that China is aging extraordinarily fast, and by 2030,
China will have more elderly dependents than children, and some Chinese
demographers worry about “getting old before getting rich.” Further compli-
cating China’s problem is an almost nonexistent pension system and inad-
equate social safety net for the elderly population.'®
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The 4-2-1 problem is what some demographers refer to as a large num-
ber of Chinese children who now have four grandparents, two parents, and
themselves. The impact of this on the Chinese cultural norms will occur
when China realizes they have fewer children to support their elderly par-
ents.!” The fact that China does not have a healthcare system that is up to
the standards of modern industrialized nations, suggests that this structural
weakness will impact both the elderly and the young.?

3.2.2.2 Water Problems
China has a major water problem beginning with the dangerously low water
per capita availability of 2000 m?. However, the regional disparities are such
that China’s best agricultural land is in the North, while most of its water
resources are in the South. Water is also scarcest in some of China’s most heav-
ily populated and industrialized cities, including both Beijing and Shanghai.
In addition to its scarce water resources, there exists an enormous problem
of water pollution, as 70% of China’s seven major rivers are polluted and 80%
of China’s rivers fail to meet health standards for fishing. Seven hundred mil-
lion Chinese have access to drinking water of quality below World Health
Organization standards. Almost half of China’s total population is exposed
to water supplies that are contaminated by animal and human waste.?!
Predictions are that China’s water aquifers below the North China Plain,
which has been an agricultural area, may become totally drained in the next
decade. Further, some Chinese experts warn that by 2030, the per capita
water resources will drop to 1760 m, close to the internationally recognized
benchmark of 1700 m? level, which is designated as a water shortage level
criterion.?

3.2.2.3 Dam and Water Reservoir Problems

China has 22,000 of the world’s 45,000 largest dams. China has a total of
85,000 dams and water reservoirs including the Three Gorges Dam, which
is the world’s largest dam. Chinese experts are now becoming concerned
with the Three Gorges Dam, as it is built in an area prone to earthquakes
since it is on a major earthquake fault line and also has experienced numer-
ous cracks. A report by the Chinese Water Resource Department finds that
30,000 of China’s large and small dams are in critical condition and that
they threaten more than 400 cities with 150 million people exposed to this
danger. Also reported by authorities is the fact that 3,484 dams collapsed
between 1954 and 2003, as many of these dams were built with faulty engi-
neering and cheap materials.??

Elizabeth Economy has observed that the Chinese dam building strategy
is both economically and environmentally unsound and that China would
be better off to focus on ensuring that the existing water supply is used more
efficiently.?
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3.2.2.4 Authoritarianism and Lack of Political Participation
China has made numerous reforms over the past 30 years; however, the
Chinese Communist Party’s (CCP) enduring grip of power is based on a
simple formula directly from Lenin: retain control of the State and the three
pillars of its survival strategy, which are control of personnel, control of pro-
paganda, and control of the PLA. The Communist Party has been in control
of China since 1949, and to retain this control, the Party and its leaders have
placed members in key positions in every arm and at each level of the State.
Also, all the Chinese media are under the direct control of the State and its
propaganda department. Finally, to prevent any challenge to the Party sys-
tem, the Communist Party maintains full control of the military (PLA) and
the security services. In fact, every level of government in China from the
smallest villages to the largest cities has a “domestic security department,”
which has the mission and responsibility of protecting the Party’s rule and
stamping out any dissenting political voices before they obtain broader
support.?

The Communist Party exercises its powers through the central commit-
tee and the politburo. The central committee acts as a type of board of direc-
tors for the Communist Party in China with approximately 370 full- and
part-time members. The politburo establishes the general policy direction
for the economy and assists in securing the Party’s grip on the State, in every
aspect and component of the State. Hu Jintao is the Party’s General Secretary
and also carries the title of President. When Hu Jintao visits Washington and
other Western capitals, he is always billed as President and Head of State, at
the insistence of the Chinese, and not as the General Secretary of the Chinese
Communist Party, which is his most important position and official title
within China.?

Interestingly, in 1971 when President Richard Nixon moved on his his-
toric trip to China, he had Henry Kissinger expunge the use of the term “com-
munist” when talking about China and simply had Mao Zedong referred
to as the Chairman, rather than the Chairman of the Chinese Communist
Party, since that would have been a very sensitive issue to Nixon’s political
base.?” So to this day there seems to be a fiction as to whom and what the
Chinese government consists of and current American corporate officials
continue this charade as they establish business relationships and contacts
throughout China.

As Joseph Nye observes, China’s authoritarian political system has dem-
onstrated an impressive power conversion capability, and while much of the
ideology of communism has changed, the legitimacy of the ruling party
depends on economic growth. Some have argued that the Chinese political
system lacks legitimacy, suffers from high-level corruption, and is vulner-
able to political unrest should their export-oriented economy begin to falter.
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What is certain is that China has yet to discover a way to solve the problem
of demands for political participation.?® It is this latter problem that concerns
the Chinese leadership’s worry regarding the Arab Spring that is occurring
in the Middle East. So far, the Chinese response has been to close off the
social media and to maintain a censorship of the Internet to prevent any
uprisings that may stir trouble for the Chinese Party.

China’s many strengths must be balanced with its structural weaknesses,
any one of which could easily emerge as an event with potential global rami-
fications not only for China but for other nations of the world as well.

3.3 Iran: Emerging Regional Power in the Middle East

The relationship between Iran and America has had many positive as well
as negative moments; however, the major turning point and the beginning
of anti-American sentiment began in 1953 when the Central Intelligence
Agency and Britain’s MI-6 launched a coup to overthrow Mohammed
Mosaddeq and return Mohammed Reza Shah Pahlavi to the throne. Over
the years of Shah Pahlavi’s rule, the United States enjoyed Iran’s assistance
in numerous activities and foremost was the Shah’s permission for America
to establish sophisticated listening posts on the border of Iran and the Soviet
Union. The Shah also was a voice of moderation during the OPEC oil cri-
sis, which was beneficial to Western nations. The Shah also developed sev-
eral modernization programs for Iran, and many Iranian’s felt the Shah was
developing programs contrary to the fundamental Islamic law. In addition,
the Fedayeen who were allied with the Palestine Liberation Organization
were calling for revolution activity against the Shah, as were the Mullahs
of the Islamic clergy. These calls for revolutionary activity against the Shah
finally brought forth Ayatollah Khomeini in 1978 who had been living in
exile in Paris and his message to Iranians was to create chaos through strikes,
riots, or any activity that would force the Shah to abdicate. As the pressure
for revolution continued to build within most segments of Iranian society, it
finally culminated in the Iranian students taking control of the U.S. Embassy
in Tehran on November 4, 1979 and taking 100 American hostages into
their custody. These hostages remained imprisoned until January 20, 1981
when they were released as President Carter was leaving office and was being
replaced by President Reagan.?

The 1979 Iranian hostage takeover of the American Embassy and events
occurring during the 14% months of the hostages captivity caused President
Carter to sever diplomatic relations with Iran and to implement several
economic embargoes. For three decades, the United States has developed
policies to contain Iran’s activities and to diminish its ability to sponsor
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terrorism, obtain weapons, and to prevent Iran from acquiring equipment
and materials to build a nuclear bomb.

The sanctions America has imposed on Iran over the past 32 years
have in some cases been effective, but for the most part it has been a dis-
mal failure. The sanctions have pushed Iran into major economic and mili-
tary agreements with both China and Russia. Iran sees an advantage in
working with China and Russia as counterweights to the United States.
Iran has requested its status as an observer in the Shanghai Cooperation
Organization be upgraded to full membership in this six-party security
organization that includes China and Russia, and then Iran would receive
assistance from other member states if it were attacked by either America
or Israel.*

Historically, Iraq and Iran have been enemies and Iran lost over one
million people in the Iraq-Iran War. Years following this war, when the
United States removed Saddam Hussein as the leader of Iraq, and thoroughly
defeated the Iraqi Republican Guard and the Iraqi Army, America in effect
handed on a silver platter a gift to Iran that Iran could not achieve for itself,
the defeat of its arch enemy Iraq. This fact and the ineffective containment
policies America designed to control Iraq has really permitted Iran to emerge
as a regional power in the Middle East.?!

3.3.1 Strengths

Perhaps Iran’s greatest strength has been the use of its proxy military power,
in which it has utilized Hezbollah and Hamas first as part of a terrorist attack
strategy, but then over the years has built these organizations into guerilla
fighting groups, which in 2006 had developed such a level of sophistication
that with the weapons systems provided to them by Iran they now represent
a formidable proxy military power within the Middle East.

3.3.1.1 Proxy Military Power

Iran, of all nation/states, presents more problems to the United States and
most of the world community as a result of its active support of terrorist
groups, such as Hamas, Palestine Islamic Jihad, Hezbollah, and the Islamic
Jihad terrorists. In fact, the 1979 Iranian Revolution was a specific reason that
the Middle East experienced a rise in terrorism from various Islamic groups.
Another antecedent for the increase in Islamic terrorism was the Mujahidin
War against the Soviet Union in Afghanistan. During the 1990s, Iran was the
most active state sponsor of terrorism. Of course, terrorism is not the only
concern the United States has with Iranian activities, as we are concerned
about its nuclear program and acquisition of advanced weapons. Iran has
also created tremendous opposition and unrest to the hope for a Middle East
peace process. Finally, Iran’s president, Mahmoud Ahmadinejad, in repeated
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public comments about the destruction of Israel suggests the intolerance and
commitment to terrorism that Iran’s government holds to this day.

Hezbollah has transformed itself and is more than simply a terrorist group,
and now has a strong guerilla and political army. Hezbollah also accepts
more casualties than Israel. However, the fact that Hezbollah holds 23 seats
in Lebanon’s parliament of 128 and also has control of two government min-
istries, while operating hospitals and schools that are considered more effi-
cient and effective than those operated by the Lebanese government provides
Hezbollah with a very strong base of community and regional support. So the
benefit for both Iran and Syria in their continuing support of Hezbollah is that
they have what amounts to a proxy army that permits a degree of deniability,
enabling them to strike at Israel or other targets with minimal risk for a con-
frontation directly. Syria also supports Hezbollah because as President Bashar
al-Assad has stated, Hezbollah is Syria’s buffer against Israel.

The transformation of Hezbollah from simply a terrorist organization to
a guerilla organization that now supports and engages other terrorist groups
is a new model of how terrorist groups are likely to emerge. Its active politi-
cal wing which engenders support and to a degree some political legitimacy
will make it more difficult for successful counterterrorist policies and oper-
ations. The proxy status it holds with Iran and Syria will someday have to
be addressed by Israel, the United States, or the world community. At some
point, Iran and Syria will have to be directly taken to task for their support
and proxy use of Hezbollah.*

The recent events surrounding the Arab Revolution in the Middle East
has included Syria, and at the time of this writing President Bashar al-Assad
of Syria is confronting a very serious challenge to his ruling party. There
have been defections in the Syrian military, and the United States is seeking
ways to legally indict Bashar al-Assad for human rights violations due to the
torture and atrocities Syria’s security forces have committed on both demon-
strators and civilians. This situation presents a most formidable challenge to
Iran as Syria has always been a central facet of Iran’s ruling party’s strategy
in the Middle East and in its dealing with Israel.

Britain’s Foreign Secretary, William Hauge, has called for President Bashar
al-Assad to either stop the bloodshed or to step down, as he is responsible for
permitting his security forces to imprison more than 10,000 prodemocracy
protestors and the killing of an estimated 1,400 protestors. It is interesting
to note how rulers respond to demonstrations and unrest, for in the present
case of Syria the prodemocracy activity had been underway for more than
2 weeks before President al-Assad addressed this issue. Many have compared
President Bashar al-Assad’s delayed response to that of his father who when
confronting an uprising immediately dispatched the military to surround the
town in question and leveled the entire town killing more than 4,000 people.
With virtually no international response in the latter case, it does demonstrate
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the power of the social media in focusing worldwide attention on the current
revolution. This also represents why ruling parties will go to great lengths to
censor the Internet and stop social media such as Facebook and Twitter, just
as China has done to control its potential Jasmine Revolution.

The unrest that continues in Syria and the international forces, as well
as the visibility of the prodemocracy movement has limited Iran’s ability to
offer support for its Syrian allies, other than the covert activities offered at
the start of the Syrian crisis.

Meanwhile, both the United States and Israel have been primarily focused
on Iran’s development of nuclear weapons. The international community is
becoming extremely concerned over this prospect, and despite many meet-
ings with Iranian officials, the nuclear program continues to go forth.

The United Nations International Atomic Energy Agency found evidence
that Iran was secretly engaged in a nuclear weapons program. In 2004, the
International Atomic Energy Agency reported that Iran was not fully cooper-
ating with inspections, and that Iran was going ahead with plans to produce
enriched uranium, despite past assurance to the IAEA that it would freeze
such activity. In 2005, our Defense Intelligence Agency declared that Iran was
devoting significant resources to its weapons of mass destruction and ballistic
missiles programs...

American and European Intelligence Agencies, as well as the International
Atomic Energy Agency, all agree that Iran is intent on developing the capabil-
ity to produce nuclear weapons, despite denials. The only item that the intel-
ligence agencies are not able to agree on is when Iran will have this capability.
Israel’s government has warned for years that any attempt by Iran to begin
enriching uranium will be a point of no return. An official of the War on
Terror stated that allowing Iran to have the nuclear bomb is not on the table.
We cannot have nuclear weapons sent downstream to a terror network. It
is too dangerous and the bottom line is that Iran cannot become a nuclear
weapon state... We simply cannot have a nation/state in the 21st century sup-
porting terrorism, operating with a proxy army, and seeking nuclear weapons.
The record of Iran and Hezbollah is quite clear, and has been documented for
many years. The potential for weapons of mass destruction being provided to
various terrorist organizations by Iran should not be tolerated by any civilized
nation.*

On the other hand, Robert Baer’s excellent book, The Devil We Know:
Dealing with the New Iranian Superpower, provides a strong case for why the
focus on Iran’s development of nuclear weapons is a serious miscalculation
of the nature of the Iranian threat. It is Baer’s view that if a war were to occur
in the Middle East, Iran would not need nuclear weapons as they would use
their proxy armies and the asymmetrical tactics they have refined so well.
Further, Baer believes our obsession with Iran developing nuclear weapons is
that once again we are fighting the last war rather than the current conflict.’*
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Iran at one time was concerned about Saddam Hussein developing
nuclear weapons, and because of the Iraq—Iran Wars, there was an interest in
Iran for developing nuclear weapons so that they would be prepared if Iraq
attempted to use nuclear weapons against them. As far as Iran’s use of nuclear
weapons against either America or Israel, Iran knows full well that such a
nuclear war would not be winnable. Further, Iran would in all probability
not provide nuclear weapons to either Hezbollah or Hamas, as this would in
effect be crossing a red line that either Israel or America would not permit.
Even without using nuclear weapons, the United States really has few options
in dealing with Iran on a war-footing basis. We have no resources or man-
power to begin another war in the Middle East, as our war in both Iraq and
Afghanistan has consumed more of our human and financial resources than
was anticipated, and another Mideast war would strain our national debt to
the point of turning America into a nation with a third world economy. In
short, Iran fully realizes the position the United States is in, and they are rela-
tively confident of their strategic success and in their view, they anticipate that
some future day this realization will occur to American politicians as well.*

After a lifetime of outstanding intelligence work throughout the Middle
East, Robert Baer has concluded, “What America needs to do is ask for a
truce with Iran, deal with it as an equal, reach settlement one issue at a time,
and continue along the same course until Iran is ready for détente.”*¢ Baer’s
observation was followed by the statement of Zbigniew Brzezinski, the for-
mer National Security Advisor to President Carter, that “the United States
ought to pursue serious negotiations with Iran over its nuclear program, as
well as other issues,” and ultimately the larger strategic issue should focus on
the eventual evaluation of Iran as a partner with the United States.>”

Moshen Milani also feels that war with Iran is not advisable and that
both surgical strikes against Iran’s nuclear facilities as well as any plan for
an invasion would be countered by a protracted retaliation by Iran and its
proxy military. A more useful approach would be to initiate a program of full
engagement which begins with cultural and educational exchanges leading
to the establishment of governmental conferences with the goal of normal-
izing American-Iranian relations.*

Perhaps as Robert Baer observes, it is time we recognize Iran for what it is
today, rather than what it was in 1979. The policy of sanctions against Iran has
not worked, and any containment strategy would not be financially feasible as
it would require 500,000 troops on Iran’s border, would cost several trillion dol-
lars, and would culminate at best in a stand-off with no chance of a military vic-
tory. In short, it makes no sense at all to spend America’s “wealth in a part of the
world we barely understand who we're fighting, much less why we’re fighting.”*

There is precedent for reaching out to Iran to discuss détente, as President
Nixon and Secretary of State Henry Kissinger brought China back to the
Community of Nations, and the anti-Americanism that existed under
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Mao Zedong along with China’s nuclear weapons was much more threatening
to America than today’s situation in Iran. The success that Nixon and
Kissinger had with China was based on not punishing China for its past poli-
cies, but quite the contrary, giving China a reason to want something better
for its future.’’ Both Iran and America will have to assure their respective
allies that they should not fear rapprochement, as the process of establishing
peace will provide greater stability in the troubled Middle East.

Clearly Iran has emerged as a regional power in the Middle East, and
it simply seeks America’s recognition of its achievement of this status. There
exist many areas of mutual interest and concern and working to create a
strategic partnership would magnify our common interests as both nations
prefer to see stability in the Middle East, and both nations can assume joint
responsibility for keeping the Strait of Hormuz open and navigable so that
commerce may continue. There are other areas that diplomats can begin to
explore, and we can use the American-Chinese model to initiate discussions
that lead each nation to a path that more effectively and more humanely uses
each nation’s wealth, resources, and personnel.

3.3.2 Weaknesses

Iran’s structural weaknesses seem to revolve around the authoritarianism of
government officials, unemployment, and demographic problems as a result
of a shortage of rain, a nation with an extraordinary propensity for earth-
quakes and its inability to establish refining capacity for its oil resources.
There continues to be a deep division among the youth of the nation and the
leaders of their theocracy.

3.3.2.1 Authoritarianism of Government Officials

Iran has established rules and requirements that government officials impose
on the population with little to no room for deviation of the rules. The youth
have developed a level of resentment toward many government officials for
their unyielding enforcement of rules.

3.3.2.2 Unemployment and Underemployment

Iran has a very educated population, but there is a high unemployment prob-
lem throughout Iran. This problem is compounded by the underemployment
of many of its skilled and educated workforce.

3.3.2.3 Demographic Problems

Iran currently suffers from both an annual shortage of rain and one of the
highest incidents of earthquakes. Also, the aging of Iran’s population will
substantially increase by 2020, and this will place pressure on families if the
unemployment problems are not sufficiently addressed.
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3.3.2.4 Energy and Oil-Refining Problems

Iran’s main economic product is oil; however, as a nation Iran still lacks
appropriate oil-refining capability. As a result, Iran must import some of
its gasoline products.

3.3.2.5 Fundamentalism, Religious Theocracy, and the Youth
Despite Iranian’s strong religious beliefs, as in many societies, there is a deep
division between the youth and some of the fundamentalist beliefs and
requirements.

3.4 Future Key Resource Driver’s Impact
on America, China, and Iran

In terms of preparing for the future, especially in anticipating the impact
major transformation global events will have on a society, we have identi-
fied seven key resource drivers that will shape the development of America,
China, and Iran. These seven key resource drivers are common to each
nation’s development but will impact each nation in a different fashion. The
manner in which America, China, and Iran respond to these key resource
drivers will provide insights into how they will manage and confront the
challenges they will experience in the next 20-30 years.

3.4.1 Seven Key Resource Drivers

. Population: Growth rate, aging, and retirement programs
. Environment: Water, land, and air quality

. Economy: GDP growth and employment

. Energy: Dependency, efficiency, oil, and electricity

. Military

. Political stability

. Information systems and technology

g U R W N

3.4.1.1 Population: Growth, Aging, and Retirement Programs

Each nation will be impacted by demographic aspects of their respective
populations. America will confront a major challenge in its Social Security
System that is being funded by fewer workers each year, concurrent with the
increase of retired workers. The ratio of active workers to each social secu-
rity recipient will drop from three workers per retiree to two workers per
retiree by 2015. Also impacting America’s Social Security System is its cur-
rent rate of unemployment, which in 2011 is 9.6%, and this creates additional
financial problems for America’s Social Security System. The aging popula-
tion in America will also require additional medical services, and as a result
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America will experience substantial increases in the costs of its Medicare
and Medicaid services. Combined, these three social service entitlement
programs will consume more of America’s federal budget and will result in
reductions in other federal programs. America is already making reductions
in its defense budget and given its $14 trillion national debt will certainly be
required to make additional defense budget reductions.

China, on the other hand, is almost in the reverse position, as during
the past decade it has steadily increased the funding of its PLA, particularly
with major investments in the PLA Navy and the PLA Air Force. Since China
has a budget surplus estimated between $6 and $8 trillion and has growth
projections for its economy through 2025, it will continue on the pathway of
increasing its defense budget and will continue to expand its military pro-
grams. China’s demographic problem with its enormous population of over
20% of the entire world’s population will be experiencing a major problem
of workers eligible to retire and in retirement there is virtually no pension
system available for them. In fact, a recent Rand research report indicates
that China has failed to establish a well-funded Social Security System and
over 300 million Chinese agricultural workers have no social security, while
workers in the cities have social security accounts underfunded by more than
$1 trillion.*!

Peter Navarro reports that ultimately the pension and social security
issue becomes a focus of social instability. It is evident that the Communist
Party of China has made a decision to fund their military as opposed to their
senior citizens.*> When the millions of senior citizen peasants realize that at
their most vulnerable time their government has abandoned them to support
a military that maintains the power of the CCP and permits their continual
Party structure, there could well be major riots and revolution.

Iran’s concern with the population demographic is going to be unlike
America and China, as Iran will have to fund a growing population simi-
lar to the population growth increase in birth rates throughout the Middle
East. This means that eventually the increasing birth rate will require jobs as
people come of age, and currently this is one of Iran’s major problems, as its
unemployment is very high.

3.4.1.2 Environment: Water, Land, and Air Quality

Of the three nations, China is clearly the most negligent when it comes to
investing its resources into projects that will maintain the environment. In
fact, China’s rivers and water systems are so polluted that in many cases the
water is not even usable. More than 70% of China’s seven major rivers are
polluted; 80% of China’s rivers fail to meet standards for fishing; 90% of
China’s cities and 75% of its lakes have some degree of water pollution and
over 700 million Chinese have access to water rated at a quality below World
Health Organization standards.*
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However China’s most notorious pollution problem is in its air quality,
as air pollution in some Chinese cities is the worst in the world, with pol-
lutant levels several times higher than levels considered safe for people’s
health. Jared Diamond reports that pollutants such as nitrogen oxide, car-
bon dioxide, and other pollutants are not only poisoning Chinese cities but
their effect in producing gaseous ozone depleting chlorofluorocarbons now
contributes to the worldwide problem of global warming. If current trends
continue, the emissions rising in China, steady in America, and declining
elsewhere will mean that China will become the world’s leader in produc-
ing carbon dioxide emissions accounting for 40% of the world’s total by
2050.4

China’s deforestation of its lands is also a problem requiring its attention.
The water supply and the water aquifer are so low and could well be depleted
in many areas of northern and central China farm and agricultural lands.
In fact more than 25% of China’s land is now desert, and the groundwater in
some regions of China is expected to be exhausted within 15 years leaving
an untold number of residents without usable water.*> Perhaps of all nations
in the world community, none has a record of environmental degradation as
bad as China’s record.

America has invested substantial effort and resources in addressing
environmental problems; however, as with so many matters it can continue
to make improvements.

Iran has environmental problems with reference to a water shortage, and
it occupies a geography that is vulnerable to an unusually high incident of
earthquakes.

3.4.1.3 Economy: GDP Growth and Employment

America’s most severe problem is the $14 trillion national debt and the inabil-
ity of its political leaders to fashion a solid economic program and budget to
address this very serious and debilitating problem. America runs the risk of
losing foreign investments in our treasury securities, which could result in
the devaluation of our dollar while increasing inflation that could severely
impact our stock markets. Also, the sustained excessive national debt will
reduce our nation’s ability to make investments in the security and entitle-
ment programs American citizens have expected. Finally, the excessive level
of debt is now approaching a level so large that the interest we are required to
outlay will soon begin to approach the point where we have minimal dollars
left to invest in America’s federal and national programs. Economic growth
alone will not permit our GDP to resolve our national debt, and it may well
have to be accompanied by both increased taxes and reduced spending.
Unless taxation reaches levels unprecedented in America with a very sub-
stantial accompanying curtailment of federal spending we simply will not be
able to sustain past programs and spending.*
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China’s economic situation has been based on an export-only program
accompanied by a monetary policy that keeps its Yuan off the world’s finan-
cial markets, which results in the lower price of the goods it exports. This is
an unsustainable economic plan that will run its course within the next few
years. China will then have to revamp its banking structure and other oppor-
tunities for revenue growth.

Iran’s economy is primarily based on its oil and gas production so it enjoys
great wealth due to this factor; however, outside of its oil and gas resources
there exists few other revenue-generating programs. Iran is currently experi-
encing a high rate of unemployment, ranging from 11.6% to 20% and to 23%
for those in the age cohort of 15-24 years. Iran also is experiencing under-
employment as well, which is quite unfortunate as they have a very educated
population; many of whom are forced to leave their nation in search of work.*”

3.4.1.4 Energy: Dependency, Efficiency, Oil, and Electricity
China is transitioning from an exporter of coal to an importer of coal and is
also importing oil from Iran, Africa, and the Middle East simply as a result
of its growing economy and its large population.

America is also dependent on the importation of its oil; however, more than
China and other nations, it is attempting to design more efficient ways of using
these limited natural resources. America’s reliance on electricity is very high.

Iran is rich in a plentiful supply of both oil and gas but is also stating that
it will require nuclear energy for civilian purposes. Of course, many nations
suspect that Iran’s interest lies more in the development of nuclear weapons
than nuclear energy, given its enormous supply of both oil and gas.

China is embarking on developing more than 100 new nuclear energy
plants throughout its country. America’s interest in restarting a nuclear
energy program has been curtailed by the recent experience of Japan’s nuclear
power plant failure following its catastrophic earthquake and tsunami.

Finally, China’s development of dams to generate electricity has been
unparalled. In fact, China has 22,000 of the world’s 45,000 large dams and
currently China has 85,000 large and small dams and water reservoirs.
China’s Three Gorges Dam is the largest hydroelectric dam in the world with
an installed capacity equal to 15 large nuclear power plants. However, this
dam is built on an earthquake fault zone and has already experienced cracks
in and around its foundation.*® The Three Gorges Dam also uprooted more
than a million people during its construction process and the environmental
costs associated with the soil erosion and the disruption of the Yangtze River,
the world’s third longest river, is still a potential problem to China.*

3.4.1.5 Military
Nations regard their militaries as key to their survival, and both America
and China realize the importance of their respective military. America’s
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military is regarded as a national asset that requires a steady rate of invest-
ment in high technology weapons systems. America has richly funded its
military since World War II and now realizes that there will be reductions in
support for continuing defense spending at levels provided in the past years.

China on the other hand has only in the last decade begun to invest in
its military and has done so with an enormous investment, all designed to
modernize the PLA and to begin to equip both a PLA Navy and a PLA Air
Force with the equipment, personnel, and weapons systems necessary.

Both nations fully realize that their military systems are totally depen-
dent on a vibrant and productive economic system. Therein resides America’s
challenge and China’s opportunity. The key aspect of each nation’s military
that must be funded and maintained at the very highest level is their naval
forces. Although the United States has a substantial lead in this area, China is
proposing to create two carrier battle groups that would cost approximately
$20 billion. The cost of a medium-sized aircraft carrier alone is $2 billion;
however, the cost to outfit the entire carrier battle group, which includes
aircraft and escort ships, with early warning airborne radar systems, anti-
submarine warfare technology, guided missile destroyers, search and rescue
helicopters, and supply ships to maintain the carrier group’s presence in an
area for up to 6 months duration, will be over $10 billion. Clearly, an invest-
ment in this type of naval presence is indicative of a military strategy that
goes well beyond the boundaries of defensive capabilities alone. This naval
capability provides a nation a clear pathway toward projecting its capabilities
in other parts of the world.

Since China is clearly on a path to building its naval power, the United
States will have no other choice but to continue its investment and growth
of its Navy. The Pentagon premises this conclusion on the fact that China’s
naval modernization, which is designed to include two carrier battle groups
with its 65 submarines and the new diesel-powered submarines, is designed
to attack our naval assets along with its assertiveness in the Yellow Sea, East
China Sea, and South China Sea, all requiring America’s focused attention.

In terms of China’s and America’s budget for their respective defense
programs, it is difficult to estimate China’s defense budget, but the Pentagon
believes it was $78 billion in 2010 and that China’s total military spending for
2009 was $150 billion. The defense budget of America for 2011 was projected
at $740 billion, but there have been sizable reductions in 2011 and a further
reduction of $90 billion for 2012.%

Another factor impacting both nations’ military budgets pivots around
China’s development of its new J-20 Stealth Fighter, which has been devel-
oped to counter America’s F-22 Stealth Fighter. Ironically, the Chinese ]J-20
Stealth Fighter was not expected until 2018, but their schedule produced
it 7 years ahead of U.S. intelligence estimates. Also of interest prior to this
knowledge, the United States reduced funding for the F-22 in favor of the
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smaller and less expensive F-35 stealth fighter. Interestingly, China’s stealth
fighter program has implications for Japan, which is interested in acquir-
ing America’s F-35, but India is now working with Russia to develop a Joint
Stealth Fighter. In fact, throughout Asia there now appears to be an Arms
Race as several of the Asian nations have disagreements with China over
land and territories or access to sea lanes. Jane’s defense forecast for military
budgets in Asia suggest the following for 2010:

China—$81.1 billion
Japan—$57 billion
India—$32.3 billion

South Korea—$26.5 billion
Australia—$21.3 billion
Singapore—$9.0 billion
Indonesia—$5.3 billion
Vietnam—$2.7 billion®!

The joint military activity of Australia and Russia is surprising, but that
pales to insignificance when one considers the Chinese and Pakistan mil-
itary cooperation. The Chinese are helping Pakistan to develop the FC-1/
JE-17 multirole combat fighter aircraft. This of course has a most unsettling
impact on India, which clearly distrusts any military activity of Pakistan.>?
This is also equally disturbing to the United States since we have been fight-
ing in Pakistan for several years only to discover that the Pakistani Prime
Minister, Syed Yousuf Raza Gilani, has urged Afghanistan’s President Hamid
Karzai against building a long-term relationship with America and urging
him to look to Pakistan and its Chinese ally for any help in striking a peace
deal with the Taliban and rebuilding their economy. Further, in an April 16,
2011 meeting, Pakistan’s Prime Minister told Afghanistan’s President Karzai
to not permit a long-term U.S. military presence in his country.>® China’s
manipulation of Pakistan is indicative of its long-term goals, and above
everything it demonstrates how irresponsible China’s program is, as it
is a virtual freeloader given its little support in the fight against terrorism
and the Taliban and Al Qaida. China is in Pakistan to extract minerals
and metals, and while the United States has liberated Iraq, Chinese firms
are extracting its oil. If China were a more responsible stake holder in these
areas, it would be more understandable; however, this does represent China’s
military interests and how it is projecting itself throughout many parts of the
world.>*

Iran has relied more on its proxy armies of Hezbollah and Hamas to
engage in activities on a regional level. Iran’s main challenge to the United
States is in its continued pursuit of developing nuclear weapons and also in
its efforts to form an alliance with China and Russia.
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3.4.1.6 Political Stability

America, China, and Iran each have political systems that are based on
democracy in the United States, the Communist Party in China, and theoc-
racy in Iran. Each nation is, of course, concerned about its respective political
stability. In the case of China, its Communist Party system has been in place
since 1949 or 62 years, while Iran’s theocracy has been in place since 1978
or 33 years; and of course, the stability of America’s democracy has been in
place since 1776 for 235 years. Each nation confronts challenges that require
its respective political system to address and resolve. America’s biggest chal-
lenge is in responsibly addressing the $14 trillion national debt and provid-
ing a program for its reduction while maintaining the peace, support, and
confidence of its citizens.

China’s challenge is to sustain its economic growth, maintain its mili-
tary modernization program, and avoid what many foresee as predictable
increasing turbulence due to the fact that China has sacrificed its natu-
ral resources and the social security of its elderly and rural farmers all to
invest its resources in transforming its military. China’s polluted water,
its untreated sewer system in over 75% of the country, its air pollution
approaching worldwide health pollution, and its rapidly aging population
without an appropriate retirement system will all confront Party leaders
within the next 5 years. These very formidable internal problems, all of
China’s own making, will provide a major challenge to the CCP’s aspira-
tion to maintain its single ruling party.>® Realistically, it is the Party lead-
ership that becomes most vulnerable, as few other political parties exist
in China.

Iran’s challenge continues to be centered on developing a nation in
which its youth have greater opportunities for participation in an environ-
ment less focused on the authoritarianism of its leaders. Iran also must
develop its economy, create more jobs to address both its unemployment and
underemployment, and it will have to develop more meaningful political
solutions to working with Israel and the many Arab nations in its Middle
East region.

3.4.1.7 Information Systems and Technology

The Internet and its global reach to all nations of the world has enabled indi-
viduals, businesses, governments, and the fields of science and medicine to
make advancements in their respective areas beyond anyone’s belief. The
harnessing of technology and sophisticated information systems has simply
changed the world we live in. The advances in medicine and science would
not have been possible without the computer technology and connected
Internet system. Also the positive impact on businesses throughout the world
has been equally impressive and has resulted in increased revenue streams
for those businesses with fully integrated information systems.
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Individual citizens have also improved their livelihood through the use
of the Internet, and the technology that is provided by the numerous discov-
eries every day.

Just as a double-edged sword has two sides, there is also another side in
which information systems, the Internet, and this digital technology is used
and this side entails the opportunity for illegal activity and other forms of
exploitative activity that either individuals or governments can participate
in. There are so many forms of computer crime and attacks individuals or
governments can launch against other citizens or governments. Computer
crime by individuals is a problem impacting virtually every nation in the
world; on the other hand, activity by governments against other govern-
ments and nations is a recent and growing problem.

America, China, and Iran each have capabilities within their respective
governments to engage in activities that entail cyber espionage, cyber moni-
toring, cyber attacks and cyberwarfare.

China has developed a reputation for having launched some of the most
sophisticated computer attacks, and an example is the infiltration of the
Pentagon, the World Bank, and Lockheed Martin’s F-35 Joint Strike Fighter
project. China has also been responsible for “Operation Aurora” in which
Google and 200 other American corporations had either lost source code
or other proprietary information. Another Chinese cyber attack—termed
“Night Dragon”—targeted Western energy corporations as a form of eco-
nomic warfare.>

Navarro and Autry suggest that when considering the extent of the
Chinese cyberwarfare threat, typically their activity may fall within four
objectives. The first objective would simply entail a disruption of the oper-
ations of the targeted site. This could involve a “denial of service” attack,
which could easily be used to interfere with another country’s corporations
and have an impact on the economy. A second objective would involve the
theft of valuable information such as intellectual property, trade secrets, cor-
porate financial plans, or bidding programs. A third objective would include
as a goal of cyberwarfare the corruption of data to cause damage, and this
could be targeted at military sites or corporate sites that include the stock
market or other financial entities that can easily be closed due to corrupted
data. A fourth objective could occur by the actual taking control of a system,
and again this could either be a military system or even an electrical grid
system, in which case an entire nation’s electricity and all operations depen-
dent on such electricity could be shut down via the external control of our
systems.*’

China has been accused of using tactics as described above, and three
of the most dangerous tactics have been its “router hijacking,” where
Chinese hackers took control of a large segment of the Internet and for 18
minutes routed all Internet traffic to their servers, which suggests they were
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able to configure their domestic Internet routers to shortcut Internet traffic
outside of China directly to China. To do this at the router level is incred-
ibly dangerous. A second approach was the development of the Trojan virus
“ghost rat,” as this Trojan permitted those computers attacked to let this virus
take full control of the user’s Windows environment, replicate itself to other
PCs, and scan the system for documents that it then forwarded to servers in
Sichuan Province, China. These attacks were aimed at foreign ministries and
embassies in over 100 nations. A third problem involves installing either a
“back door” or a “kill switch” into either the computer’s operating system or
embedding a computer chip called a “Manchurian chip” into the comput-
ers or smart phones. The Chinese are now making computers for Hewlett—
Packard, Dell, and Apple, and the Windows and Mac operating systems are
loaded on the computers at an assembly factory in Shenzhen, China. This
provides access to easily embed Manchurian instructions, and at any time
in the future, the Chinese could shut down or take control of equipment run
by or with that computer. This could range from the electrical grid system, a
subway such as the “Metro” in Washington, DC, or tracking devices associ-
ated with a military mission.>

Richard Clarke, Former National Security Advisor to President Clinton,
noted that in 2009 the electrical power grid system in the United States was
hacked and secret openings were created so that the attacker could return at
some time in the future with great ease. Since there was no money to steal
on the electrical grid, and since the intelligence value was inconsequential,
the only point of penetrating this system was to control and be able to shut
it down as part of a cyberwarfare strategy. Despite Beijing’s denials, this had
all the hallmarks of a Chinese government operation. Clarke further com-
mented that what would we do if we discovered the Chinese laid explosives
throughout our electrical grid system, as the difference between a digital
bomb and an explosive is meaningless.*

In response to these situations, the United States has declared a new pol-
icy and it states the following:

U.S. policy reserves the right to defend against logic bombs with the “Right
of Self-Defense: Consistent with the United Nations Charter, states have an
inherent right to self-defense that may be triggered by certain aggressive acts
in cyberspace.”

When warranted, the United States will respond to hostile acts in cyber-
space as we would to any other threat to our country. All states possess an
inherent right to self-defense, and we recognize that certain hostile acts con-
ducted through cyberspace could compel actions under the commitments we
have with our military treaty partners. We reserve the right to use all neces-
sary means—diplomatic, informational, military, and economic—as appro-
priate and consistent with applicable international law, in order to defend our
nation, our allies, our partners, and our interests.*
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Of course both America and Iran have also been accused by other gov-
ernments of spying on their information resources, but China has developed
some of the most sophisticated and far reaching cyber attack capabilities.

3.5 Summary

The analysis of America, China, and Iran reveals each nation’s greatest con-
temporary challenges and highlights how they might apply their respec-
tive strength to achieve their goals, which in America’s case is to regain its
financial stability, and China’s to sustain its economic growth and obtain
true superpower status, and Iran desires to really attain regional power sta-
tus within the Middle East. The respective weaknesses outline the difficulty
and barriers each nation might encounter if they do not seriously address
and resolve these weaknesses. Finally, the chapter has identified seven key
resource drivers that will be useful in gauging the prospect and ability of
each nation to meet and fulfill their respective challenges.
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4.1 The Adumbration: Europe, 1848

In 1948, to mark the 100th anniversary of the revolutions that swept suddenly
through almost all of Europe, Foreign Affairs magazine published an excellent
article that noted that although these revolts began with great intensity and
fervor, most ended badly and within a short time. The forces of counter-
revolution, by 1850, had regrouped, counter-attacked, restored stability and,
to a large degree, the status quo ante.! These mid-nineteenth century revolu-
tions, like the current day uprisings in North Africa and the Middle East,
began spontaneously and took both the monarchies and the long-established
forces-in-opposition of the time by surprise. In Prussia, Wilhelm, the future
Kaiser of Germany (yet to be completely united), forever emotionally scarred
by this democratic impulse, was unceremoniously smuggled out of the coun-
try by his Prussian bodyguard to avoid capture by the insurrectionists.? King
Louis Philippe of France was forced to abdicate and spent the rest of his life
(d.1850) in a modest home in London. In addition to France and Prussia,
Poland, Hungary, Italy, Austria, Sicily, and even Switzerland were all in revolt
and foment. For some months it looked like most monarchies would be swept
away. In a rush to stem this rebellious tide, many a ruler sacked unpopular
ministers, replacing these derided and despised bureaucrats with recognized
personalities who advocated more progressive government. The replacements
promised change and the implementation of laws and policies more amena-
ble to the popular demands. One of these newly appointed, a quite frustrated
minister of a small German Duchy, trying to assuage the many demands of
the fervid masses, exclaimed: “Everything is demanded of us, even the estab-
lishment of perfect health and the gift of long life.”® Similar expectations have
been voiced in the Middle East countries affected by upheaval today.

What confused people of all societal strata was that no two revolutionar-
ies could seem to agree on just what ideals they were fighting for or against.
Some advocated universal suffrage, others wanted better economic oppor-
tunities, and many just demanded an end to the monarchial or bureaucratic
repression they had experienced all their lives. In no one country was there
a disciplined, organized cadre that could sustain the early gains the revo-
lutions had garnered. Because of this, the 1848 uprisings, although hugely
popular and well supported by the middle and lower classes, were eventu-
ally side-tracked and minimized by the reactionary forces that, over time,
regained control of the governmental structures. Sure, King Louis Philippe
of France had abdicated, but he was soon replaced by a new monarch, Louis
Bonaparte, the nephew of Napoleon, who within 3 years suspended the
popular Assembly and France reverted to autocracy once again. (Citing the
ripple-effect of these events, it was a future empire-expanding adventure of
Emperor Napoleon III, as Louis Napoleon came to be titled, that established
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his brother-in-law, the ill-fated Maximilian, as the Emperor of Mexico in
1862. The French withdrawal from Mexico on May 5, 1867 and the execu-
tion of Maximilian and members of his Court on May 15, 1867 is a part of
what the annual “Cinco de Mayo” celebration is all about.) Other monar-
chies maintained their hold on power after instituting only minimal reforms.
The revolutionary momentum eventually stalled and even Karl Marx, who
had published The Communist Manifesto that year (1848) and expected a
continent-wide revolt by the proletariat, despaired and returned to work as
a newspaper reporter. By 1853, he was covering the Crimean War for the
New York Daily Tribune.

The events of 1848 in Europe serve as both a foreshadowing and a caution
for those ever hopeful that the upheaval currently sweeping North Africa
and the Middle East will inaugurate a new era of democracy and secular val-
ues. The 1848 turmoil is an excellent parallel to the upheavals today, because
the nature of the current Middle East revolts (spontaneous mass uprisings
with some early success) and the government reactions (abdications, replac-
ing ministers, etc.) seem to follow a pattern similar to that in Europe in 1848.
The mid-nineteenth century European uprisings also serve as a caution in
that they ultimately changed little, except to replace a few government lead-
ers or ministers, and achieved almost nothing. Watching the present unfold-
ing of history, almost before our eyes, has been mesmerizing to say the least,
and the drama continues at the time of this writing. As in 1848, these 2011
revolutionary explosions began spontaneously, much to the shock of Middle
East and North African despots and their security forces. But they were
even more of a surprise to the long-standing opposition elements (mostly
Islamist) of the countries involved. Rulers, who had considered their tenures
to be lifetime appointments, have been toppled (Tunisia, Egypt, and Libya)
or, as in 1848 in Europe, unpopular ministers or entire cabinets have been
fired en masse (Jordan and Syria). General demands for more freedom, dig-
nity, economic opportunity, and constitutional reform have been voiced by
the revolutionaries, but again, as in 1848, the more specific design of what
future democratic governments may entail has yet to be revealed. There is
also much confusion among political analysts in the West, even as to the
exact composition of the revolutionaries (Libya and Yemen). It is too early
to know if the “counter-revolutionaries” of our day will organize success-
ful campaigns to truncate the revolutionary fervor, but as of this writing,
President Saleh of Yemen is still hanging on to power; the monarchies of
Saudi Arabia, Morocco, Kuwait, and the United Arab Emirates appear solid,
and the Sunni Khalifa dynasty of Bahrain, with foreign assistance (Saudi
Arabian troops mainly), continues to hold firm. Unrest in Syria has been
brutally suppressed but the situation vis-a-vis the regime of Bashar-al-Assad
remains unstable and uncertain.
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4.2 Revolutionary Dynamics

The lesson here is that revolution, like its violent twin, war, is always a risky,
problematic, and often unmanageable undertaking. Those who initiate these
precarious activities (usually for the best of reasons) can easily lose control
and events can cycle in very different directions, evolving (or devolving) into
situations neither intended nor foreseen. As Shakespeare so eloquently stated
in Julius Caesar, “Cry Havoc, and let slip the dogs of war,” and one could
easily substitute “revolution” for “war” and maintain the exact meaning of
the quote: that violence, mayhem, and a completely unanticipated course of
events may follow once the revolutionary “dogs” are unleashed.

The French Revolution of 1789 vividly validates this assertion. Largely
initiated and supported by learned men of the Enlightenment, men gener-
ally considered to have been well-meaning and of liberal mind, they called
for “Liberte, Fraternite, and Egalite” as well as the establishment of a con-
stitutional monarchy. These were considered reasonable and modest goals
that most could agree upon at the time. But what ultimately manifested was
something very different and totally unanticipated. By 1793, much of this
original design had been forgotten, and the worthy intellectuals had lost
control as the well-organized, disciplined, and rather ruthless radicals, the
Jacobins, seized the rudder of the French revolutionary ship. “The Terror,”
as it was later termed, began that year and upwards of 16,000 men, women,
and children, mostly nobility, were initially executed. But soon, clergy and
well-to-do bourgeoisie were taken and guillotined as well and then other
more common citizens some of whose only crime was not to have shown
proper revolutionary fervor at the beginning of the revolt. The guillotine,
effective as it was, soon proved too slow for some of the radicals and they
sought to expedite matters by stuffing barges full of accused counter-
revolutionaries and sinking them in the rivers.* Moreover, many of the
original revolutionaries, Robespierre and Danton, among the most notable,
were executed as the Jacobin retribution accelerated and consumed many
of the Revolution’s architects. Eventually, rival factions wrenched control
away from the Jacobins and, as a result, many of the Jacobins who had, with
such great alacrity, sent others to the guillotine ended up losing their heads
as well.®

But the violent momentum in France continued unabated and the worst
was yet to come. Despite the deaths of tens of thousands, the dogs of the French
Revolution continued to run and the unintended consequences of death and
destruction expanded and multiplied. Soon, France and its citizens were
engaged in wars initiated by their new, nondemocratic emperor, Napoleon
Bonaparte. What had begun as a noble quest for liberty and freedom from
oppression ended with the Grand Armee’s (600,000 strong) annihilation in



The Arab Revolutions of 2011 129

Russia in 1812. The denouement of the 1789 uprising occurred 25 years later
in 1814 with Napoleon’s final defeat at Waterloo. Estimates are that at least a
million Frenchmen (and probably almost as many other Europeans) died as
a direct result, unintended and unanticipated, of the revolution that began
with such idealistic notions.®

The Russian Revolution followed the same uncertain and uncontrollable
path as that in France. The February 1917 revolts that forced the Czar to
abdicate were also spontaneous reactions to the great burdens suffered by the
Russian masses resulting from the Czar’s disastrous foray into World War I.
As was the case in 1848 (and the Middle East revolts today), the February
1917 revolution was as much a surprise to long frustrated Czarist opposition
groups and parties as it was to the Czarist government itself. In fact, Lenin,
the future leader of the Union of Soviet Socialist Republics (USSR) was not
even in the country. He was in a self-imposed exile in Zurich, Switzerland,
and had reportedly despaired of ever achieving a popular revolt against the
Romanovs. Trotsky, the mastermind of the Red Army and the chief architect
of the Bolshevik victory in the coming civil war, was not even on the conti-
nent, but was living in New York City of all places. The February Revolution’s
activists, men like Alexander Kerensky, who had assumed the mantle of lead-
ership of the new Provisional Government, as it was called, were unable to
sustain the effort of gradual, but positive and democratic, reform. By April
1917, Lenin had returned and used his disciplined, organized, and ruthless
cadres of Bolsheviks to successfully mount a second revolution in October
1917 under the banner of “Peace, Land, Bread.” The consequence of Lenin’s
October revolution was civil war, communist state repression, often starva-
tion (no bread), and certainly no peace (although the Bolsheviks did end
up with all the land). By January 1918, the new Bolshevik secret police, the
CHEKA (an acronym for the unlikely and verbose organizational title: The
Extraordinary Commission for the Struggle against Counter-revolution,
Speculation, and Sabotage”), were executing more than 500 “counter-
revolutionaries” a month.” By 1937, at the height of Stalin’s purges, hundreds
of thousands were being hung or shot and the toll had exceeded seven mil-
lion.® Once Stalin took control of the USSR in the late 1920s, he ensured
that most, if not all, of the Bolsheviks’ original collaborators in the creation
of the USSR, the men and women of the Menshevik Party and the Socialist
Revolutionary Party, disappeared into the prison camps or the execution
cellars as this revolution, like the French more than a century earlier, also
consumed its own.’ Even this horror was only a prelude as World War II
followed and another 20 or 30 million Russians perished. What was so tell-
ing about the Bolshevik takeover of the first revolutionary government was
that the Bolsheviks never numbered more than a few hundred thousand in a
nation of almost 140 million.!® However, they were the most organized, the
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most disciplined and, tragically for Russia and so many who supported the
revolution at its genesis, utterly ruthless.

Without a doubt, the monarchies of Louis the XIV, XV, and XVTI of eigh-
teenth century France and that of the Romanovs in nineteenth and early
twentieth century Russia, represented tyranny, oppression, and a crushing
state control of their populations. It is also clear that the vast majority of the
people of France and Russia desired freedom and a loosening of this repres-
sion. They simply wanted the yoke off their necks. But the masses, in their
spontaneous, unorganized, and often leaderless energy, could not maintain
the momentum needed to achieve their libertarian goals. As more violence
was required to force the desired change (entrenched governments and
bureaucracies do resist after all), men of more aggressive temperament and
personality took charge. Thus, the better disciplined and more radical ele-
ments were able to wrestle control away from those who simply wanted a
bit more freedom and self-determination, to the great detriment of both the
nations and their populations.

In our own time, the most compelling example of a revolution “gone
bad” (at least from the American point-of-view), with tragic and unin-
tended consequences, is clearly seen with the 1979 overthrow of the Shah
of Iran. There is no argument that his was a brutal regime. His secret police,
the SAVAK (Persian acronym for “The National Intelligence and Security
Organization”), were notorious, globally, for their violent interrogations
and their enthusiasm for squashing dissent. The Shah’s demise was heralded
worldwide as an advancement of freedom, human rights, and social justice in
South Asia. Sensing that the winds of major change were now blowing from a
different direction, the Carter Administration all but pushed the Shah out at
the end, despite the fact that he had been a long and faithful American Cold
War ally who had prevented Soviet expansion into South Asia. The United
States concluded that a popular, leftist but secular, government would be
installed, and this new Iranian regime would remain our ally, but rule in a
kinder and gentler way.

The Iranian Revolution was originally spearheaded by leftist-secular
organizations such as the Mujahideen al-Khalq and the communist Tudeh
party, long opponents of the Shah’s rule. It was also supported by the power-
ful merchant classes and the conservative religious majority. Like the French
and Russian revolutionaries, these initiators envisioned a very different out-
come than what ultimately occurred. Although well organized and disci-
plined, the secularists were no match, in the end, for the heavenly vision (as
extracted from the Qurian) of Ayatollah Khomeini and his steely determina-
tion to establish a Shiite Islamic state that had no room for secular values or
leftist democratic politics.

Interestingly, as early as 1965, Hossein Mahdavy, writing in Foreign
Affairs magazine, warned that if the United States pushed Iran to liberalize
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too fast, it could create a revolution that would sweep the Shah away.!! It
was to prove a very prescient observation. In effect, after years of American
pressure to democratize Iran, from the Kennedy Administration onwards,
the Shah decided that he needed the SAVAK to keep the religious elements
at bay while he “modernized” Iranian society. In the case of Iran, modern-
izing meant replacing the almost feudal and very conservative Shiite Muslim
culture with values imported from the West. This was an endeavor fraught
with danger and the Shah knew it. He hoped that his government could keep
the lid on things while he forced the mostly unwanted social change from the
top down.!? By 1978, as the mass demonstrations against the Shah and his
policies gained momentum, the West only saw in them a new and popular
movement that would initiate the break from oppression to democracy and
liberalism and rid the United States of the now discredited Shah’s embar-
rassing rule. Khomeini and his reactionary Shiite activists were seen as mar-
ginal players in this revolution, players who would abide the Iranian popular
will. Andrew Young, then U.S. Ambassador to the United Nations, echoing
the common American misunderstanding of Khomeini and his intentions at
that time, even referred to the Ayatollah as “some kind of saint,” expecting,
one infers, that when the religious leader returned to Iran, he would advocate
a peaceful transition of power and assume a role similar to that of Mahatma
Ghandi in the Indian independence movement of 1947. It was to prove a fatal
miscalculation. (It was a pity that almost no one in the West or the United
States, myself included, had bothered to read the Ayatollah’s writings regard-
ing the theory and practice of Islamic government, which he published in the
1960s. We would have been forewarned. Khomeini’s writings revealed him to
be fervently anti-American and opposed to all secular government.)

Once the Shah had flown off to an uncertain and peripatetic exile (he was
unwelcome just about everywhere and had to keep moving), Khomeini, who
had been living in France, returned and, using his disciplined masses (in this
case, unlike the example of Russia in 1917, the most organized, disciplined,
and ruthless organization was also the largest), began purging the new
Provisional Government of any of the former Shah’s ministers and bureau-
crats who were still in office, as well as the newly installed leftist and secular
revolutionaries alike. Within a short time, the executions began, the secu-
lar opposition collapsed, and the Islamic Republic was established. This was
much to the detriment of America, as Iran became the most adept and ener-
getic practitioner of terrorism against American interests and the West (espe-
cially Israel), Al Qaeda notwithstanding. The first shot fired was the seizure
of the American Embassy in Tehran and the holding of American diplomatic
personnel as hostages, often brutally treated, for 444 days. So what began as
a genuine, broad-based, and grassroots revolution against the Shah was soon
co-opted by Ayatollah into an “Islamist” (i.e., Muslims seeking to enforce an
ideological view of Islam in the political and social life of a nation), tyranny.
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4.3 The 2011 Revolutionary Precursors

There is a popular auto bumper-sticker that avers: “War (substitute
Revolution) never solved anything.” While this may be true in part, war and
revolution can certainly CHANGE everything. Just ask the Kaiser Wilhelm,
the Ottoman Sultan Abdulmecid II, the Austro-Hungarian Emperor
Franz-Joseph, the Czar Nicholas II, or even the leaders of the Confederate
States of America. (In actuality, war did solve problems such as the American
quest for independence, slavery, Nazism, and Fascism, just to name a few.)

Political leaders and frustrated citizens who turn to insurrection often
forget that generating a war or revolution to accomplish their goals is an
action always fraught with danger and uncertainty. When the Kaiser and
the German General Staft initiated World War I in August 1914 by invad-
ing France through neutral Belgium, leaders on both sides were convinced it
would be a war with rapid advances and quick enemy capitulations. Instead,
what unexpectedly ensued was the static horror of trench warfare, millions
of deaths, poison gas attacks, the collapsing of economies, and the eradica-
tion of empires and royal houses. (It would take another 26 years and another
German offensive into France to win the quick victory the Kaiser had envi-
sioned. Hitler, using his mechanized “Blitzkreig [Lightning War] tactics,”
achieved an overwhelming victory over a more powerful France in just 28
days in April 1940. If he had stopped and consolidated at this point, he may
have held onto Europe for decades, but once he invaded Russia in 1942, he
suffered Napoleon’s fate.)

It is worth restating that revolution is war’s twin; it follows the same
dynamic and once initiated can easily slip the leash of those who hope to
control its path and direction. The popular uprisings throughout the Middle
East and North Africa that began in February 2011 were obviously a sponta-
neous and multi-generational response to long-term repression and tyranny.
What is ironic is that in every case the ruling class of the countries involved,
that is, Egypt, Syria, Tunisia, Libya, Yemen, and Algeria, had been installed
themselves through the mechanism and process of their own revolutions,
starting with the Egyptian Free Officer coup that overthrew King Farouk in
1952. Algeria, Syria, Iraq, and Yemen followed in quick succession and finally
Libya, in 1969, with the now internationally disdained Qaddafi declaring
himself as leader after disposing of the Libyan monarchy.

But these revolutions of the 1950s and 1960s had been installed from the
top down, mostly as a result of military officer coup-d’etats. In character, they
were not popular uprisings initiated by the man-in-the-street, who in any
event had little to say in the matter. Although these revolutions resulted in
the establishment of what were termed “republics,” they were, in fact, politi-
cal facades controlled by tyrants, democratic poseurs, and one-party rule.
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These governing cliques survived by abrogating human rights and establish-
ing multilayered and faceted internal security and intelligence organizations.
(Iraq, for example, had five different intelligence and secret police organiza-
tions, some of which were established for the sole purpose of infiltrating and
keeping tabs on the other intelligence units, as these in turn spied on the
population).

The mid-twentieth century revolutions of the elite were an Arab response
to the decline of imperialism and colonialism, which saw its final collapse
after World War II. Italy, which had occupied Libya for decades, had been
defeated in World War II and lost control of its North African colony. France
and Britain were exhausted both economically and physically by the war and
no longer possessed the financial resources or political will to rule colonies.
With the Cold War just beginning, the United States had no desire for empire
at this point. In the vacuum created, young Arab nationalists judged that
overturning the last vestiges of European control (the governmental struc-
tures and bureaucracies that France and Britain, primarily, had left in place)
would herald a new era of national rejuvenation and prosperity in North
Africa and the Middle East. In actuality, strong men, like Gamal Nasser in
Egypt, Hafez Assad in Syria, Saddam Hussein in Iraq, Habib Bourguiba and
Ben Ali in Tunisia, and Abdullah Saleh in Yemen, installed themselves in
power. They initiated ambitious economic and industrial programs based
on a centrally planned, socialist economic model that promised wealth
and opportunity but, in the end, created only scarcity, want, and crushing
unemployment.

Sixty years on, the new, young generations of the Middle East and North
Africa, that had been born into these societies and had matured under these
tyrants, knew nothing of the past, heady days of anti-colonial upheaval and
the casting off of the imperialist bondage. They possessed no nostalgia for
the revolution of old. Government propaganda, extolling all that the dicta-
tor had achieved for his nation, rang quite hollow. Fervent Arab national-
ism, all the rage in the 1950s and 1960s, had now been replaced by cynicism
and contempt and a burgeoning Islamist opposition. Lack of opportunity,
bureaucratic corruption, and the ubiquitous secret police and security appa-
ratus was now the order of the day. Indignant over their country’s debase-
ment, aware through the media, the Internet, the cinema, satellite television,
cell phone technology, and the emigration of family members and relatives
to Europe, North America, and Asia that life was certainly freer and more
prosperous in other parts of the world, these expanding youthful popula-
tions simply had enough. Somehow they have, to a great degree, lost the utter
fear of their police state oppressors—fear that was once pervasive and preva-
lent given the very real tortures and brutality these governments practiced
against their own citizens.
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In February 2011, the self-immolation of the young, unlicensed fruit ven-
dor, Mohamed Bouazizi, to protest his rough and humiliating treatment by
the police literally became the spark that ignited the conflagration that swept
through North Africa and the Middle East. Ben Ali of Tunisia and Mubarak
of Egypt both abdicated, Saleh of Yemen is barely hanging on, and Assad of
Syria and King Abdallah II of Jordan must cope with increasing protests and
demands for change. Bahrain had to call in Saudi military reinforcements to
quell the majority Shia protests against Sunni rule on that tiny, but strategi-
cally important, island in the Persian Gulf.

In fact, we do not yet know the final outcome of all these upheavals. In
many respects, we do not even know the exact nature of what the collective
revolt, in each country, is specifically demanding, besides the obvious goal of
ridding themselves of tyrannical rule and oppressive state institutions. No
one is sure what comes next. But the initial news, views, and assessments
of these revolts, especially by the Western media, tend to be positive and
optimistic. The months from February to September 2011 have been breath-
takingly dramatic, and many of us stayed riveted to our televisions. On the
cable news shows, almost 24 hours a day, we witnessed crowds of young men
and women, dressed in mostly Western attire (especially in Tunisia, Egypt,
Libya, and Syria, less so in Yemen, and hardly at all in Bahrain), deftly using
the latest technology of the cell phone, Twitter, and Facebook, to organize
their protest on the fly, so to speak, almost without any seeming prior plan-
ning or organization. These initial, indigenous, and impulsive uprisings were
certainly not Islamist or even jihadist inspired. In fact, there is good evi-
dence that the Islamist opposition was just as surprised at the popular reac-
tions as was the government apparatus (not to mention Western intelligence
organizations).

There is no doubt that, in general, Americans have great sympathy for
revolutions. Revolution is a part of our national psyche and cultural heritage
after all. Americans have traditionally favored the underdog, and we natu-
rally support any society wanting change and struggling for the prospect of
a better future. At the same time, we must understand that a serious power
vacuum has been created in key Middle East states, several of which, such
as Tunisia, Egypt, and Yemen, have been solid U.S. allies in our war against
radical Islam. (Even Libya’s Qaddafi, certainly no ally of the United States,
was an ardent opponent of Al Qaeda and other Jihadists). Moreover, Egypt,
Jordan, and Tunisia had been strong supporters of the U.S.-brokered Israeli—
Palestinian peace process, and Egypt has long abided its peace treaty with
Israel, a result of the 1973 war, which has allowed Israel to focus its defensive
efforts against the more immediate menace of Hamas in the Gaza Strip and
Hezbollah in Lebanon. The treaty with Egypt, by removing the danger of
military action from Israel’s southwestern frontier, has also served to iso-
late and neutralize the threat from Israel’s implacable enemy, Syria, on the
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northeast. In light of these facts, the question that must now be answered
is whether anyone seriously believes that the masses of young, technologi-
cally competent professionals who created the revolutions can actually sus-
tain them. Will they be able to complete the estimable goal of establishing
democratic, secular states that guarantee human rights, equal opportunity
for all (including women), and ensure that universal suffrage be extended to
everyone? Do they have a plan to solve the huge economic problems that con-
front the entire Islamic world but that are especially dire in Egypt, Tunisia,
and Yemen? One senses that the bright future might be clouded and that only
defalcation and disappointment lie ahead.

There are sufficient reasons not to be overly sanguine about the ulti-
mate outcomes of these insurrections. The opportunity for serious and
dire unintended consequences is real and we do not know which direc-
tion the “dogs of war or revolution” will follow. The most organized, disci-
plined, and ruthless elements in each of these countries have just begun to
assert themselves and that, in any case, those elements are not composed
of young, well-educated technocrats who seek only to remove the burden
of oppression and failed economic policies from their backs. For many in
the Middle East and North Africa (not to mention in the West), the deep-
est notion considered is that a Ben Ali or a Mubarak are bad, and there-
fore, anyone else would be better. The very difficult challenge, the arduous
political heavy lifting, which consists of forming a new government, draft-
ing and ratifying a new constitution, guaranteeing human rights and self-
determination and, always dear to American hearts, allowing the pursuit of
individual paths to happiness, has yet to begin. Are the new revolutionaries
up to the task?

4.4 The Most Organized, Disciplined, and Ruthless
Elements in the Middle East and North Africa Today

For decades, it was a stated aim of jihadists and Islamists that the first order
of business was not to destroy America or even Israel, but rather to purge the
Islamic world of those secular and so-called apostate regimes that refused
to establish the Islamist agenda, institute Sharia (Islamic law), and promote
universal jihad against Kafirs (unbelievers).

The ironic result, the great unintended consequence of the “Arab Spring”
as it is being termed, may be that the technology savvy, pro-democracy,
secular-oriented, spontaneously activated revolutionaries, who forced abdi-
cations in some countries and ministerial changes in others, have unwit-
tingly cleared the way for the Islamists to seize power, now that the once
implacable enemies of political Islam have been toppled. As repressive and
brutal as the dictators of Tunisia and Egypt were, they were nevertheless
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“equal opportunity” tyrants who suppressed the Islamists and jihadists as
well as those of a democratic or liberal orientation. An Al Qaeda adherent,
writing in the latest issue of the glossy, jihadist periodical Inspire is quoted
as saying: “The biggest barrier between the mujahidin and the freeing of
Jerusalem were the tyrant rulers. Now that the friends of America and Israel
are being mopped out one after the other, our aspirations are great that the
path between us and Jerusalem is clearing up.”* The Islamist camp, com-
posed of the Muslim Brotherhood in Egypt, Syria, and Jordan, as well as the
other more militant jihad organizations always present within all Muslim
countries, are precisely the most organized, disciplined, and potentially ruth-
less elements, which will, in fact, assert themselves in time and actively pro-
mote their agenda of establishing Islamic government, one way or another.
One of the first new political initiatives in both Tunisia and Egypt was
freeing from incarceration thousands of Islamist political prisoners.'> One
can rest assured that these activists will not simply return to their homes
to look for gainful employment in, say, the food service industry. Rather,
they will seek to renew their formerly oppositionist antics and help advance
the Islamist agenda. Only the hopelessly optimistic would consider that the
twenty- or thirty-something men and women, organizing their activities by
“Face-booking and Twittering,” technically astute but politically unsophis-
ticated, can sustain a revolution or even control its momentum for anything
but a short time. It is more likely that power will pass—as we have shown
from the examples of France, Russia, and Iran—to the better organized.
Sure, the recent revolutions were mostly secular in nature, but the form and
substance of the new governments are yet to be determined. We are only in
the incipient stages of a multi-state unraveling in the Middle East and North
Africa. We do not know what outcome will eventually transpire but some
trends are already apparent.

First of all, at the time of this writing, 2011 represents the best oppor-
tunity the Islamists, particularly the Muslim Brotherhood (Al-Ikwan
Al-Muslimun in Arabic), has had since its inception in 1928 of assuming
some element of power and participation in the governmental processes of
the Middle East and North Africa, most especially in Egypt. This is a develop-
ment that will have serious consequences for the West and American foreign
policy, not to mention the internal order of the individual countries involved.
The Brotherhood was founded in 1928, in Egypt, to fill the vacuum that had
been created with the collapse of the Caliphate in 1923 (the Caliphate, lit-
erally “the successor,” was the one institution that had represented central
authority in Islam since the death of the Prophet in 632 CE) and to oppose
the occupation of much of the Muslim world by colonial powers (France
and Britain, in particular). Over the past decades, the Brotherhood has been
continuously organizing and restructuring itself, adapting to changing cir-
cumstances and opportunities over time. But this organization has never
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deviated from its stated goal of establishing Sharia where possible and has
never retracted its official motto: “God is our goal/the Prophet is our Leader/
the Qur’an is our constitution/Jihad is our Way/Death in the Service of God
is our loftiest wish/God is God, God is Greater.”® This is not a creed of the
timid and neither does it suggest an organization of limited goals.

As stated in the book, The Canons of Jihad, “The Muslim Brotherhood
was the first mass-based, overtly political movement to oppose the impo-
sition of Western ideas and culture in the Middle East.”” The Muslim
Brotherhood saw itself as eventually establishing a new caliphate to restore
Islamic glory and control over the lands that had once been Islamic terri-
tory. (Besides all the Muslim countries of the Middle East and North Africa,
these also include Spain, and probably Sicily and the Balkans).!® The Muslim
Brotherhood’s stated purpose from the beginning was the implementation of
Islamic Law or Sharia in all Muslim countries' and then the world > It is still
the goal today, although for several decades the Brotherhood has modified
its tactics and sworn off violence (violent jihad proved to be self-defeating
and only induced greater repression). In Egypt and Tunisia, it has promised
to work through the democratic process. But, ultimately, the Brotherhood’s
goal is not to promote a society in which all religions or secular creeds are
treated equally. Rather they vow to work assiduously to establish as much
of the Sharia code as possible. The dilemma and great challenge for secu-
larists and democrats is that, in the end, Sharia and Democracy are wholly
incompatible.

Sharia (literally, “the path”) or Islamic Law is derived from the Qur'an
and a few other Islamic theological sources.! The Qur’an is considered by
ALL Muslims, not just the Islamists, as the authentic and irrecusable Word
of God that has been preserved, in an unaltered state, since the Prophet
received its revelation, over a period of 22 years, beginning in 610 CE. But it
would be a mistake to consider Sharia solely a religious codex. The problem
for those promoting Western democratic values in the Muslim world is that
the Qur’an is both specifically prescriptive AND proscriptive as to how man-
kind is supposed to conduct its affairs.??

Sharia regulates behaviors in all aspects of a believer’s life, not just
the religious, but also the economic, the political, and even the military.
Basically, the Qur’an states that men and women do not get to choose how to
order their lives. God expects human beings to submit to His will and adopt
the lifestyle He has outlined in His holy book. Islamists, like the members
of the Muslim Brotherhood, fervently believe that it is a religious edict, a
moral imperative, and the ultimate obedience to the will of God to establish
Sharia as the law of the land.? They truly believe they are carrying out God’s
design and there can be no compromise on its implementation. They possess
an intensely rigid “my way or the highway” psychology. Moreover, because
they have aligned themselves with God, they consider that every act they
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take that has the intention (niyya, in Arabic) to promote the will of God is,
by definition, virtuous.?* Even acts we in the West would consider coercive
or violent and not in keeping with normally civilized or religious behavior
are considered by the Islamists as morally efficacious and good if initiated to
bring about the establishment of Sharia.?® In short, they exhibit and practice
a degree of self-righteousness that borders on solipsism, in which any action,
no matter how heinous, that promotes Sharia is considered good, virtuous,
and pleasing to the Deity.

In the Islamist point-of-view, the great error of Western civilization and
culture, the great corruption actually, is the temerity the West exhibits in
legislating laws and a way-of-life contrary to Quranic law. Islamists consider
that the West has usurped God’s prerogatives, and using the democratic pro-
cess, established assemblies of men and women that seek to erect a contem-
porary Tower of Babel.?® Like Babel (which actually means “Gate of God” or
“God’s Gate” in Semitic languages), they contend that this effort will end in
tutility and chaos. The Western, and especially our American way of life, is
perceived by the Islamists as simply rebellion against the Deity and how He
wants us to live. Both the Muslim Brotherhood’s founder, Hasan al-Banna,
and its most articulate apologist, Sayyed Qutb, abjure the right of any group
to legislate any law contrary to those dictated in the Qur’an. (Qutb’s works
“Milestones” and “In the Shadow of the Quran” are recommended reading.
While somewhat prolix, they provide insight into Islamist theory.) Moreover,
the Qur’an is not considered a “living document.” There can be no editing
or revision of the text and the dictates of the Quran cannot be modified
to adapt to changing cultural or social circumstances. In fact, it is modern
life that must be adapted to the Quran’s timeless and unchanging message.
Moreover, in Sharia, there is, in general, no concept of individual liberties
as we know or practice them in the West. The right of self-determination
can only be exercised within the framework of what is allowed or forbid-
den by the Quran. Everything else is sin, corruption and “Jahiliyyah” (pre-
Islamic darkness and ignorance).?” For Islamists, Sharia is compulsory and
all Muslims must abide to its dictates. If a Muslim chooses not to follow the
entire Qurianic code of conduct, one hundred percent of the time, that per-
son can be declared an apostate or “kafir” (unbeliever), and Sharia courts can
impose appropriate punishments for such transgressions.?8

For example, if Sharia were to be instituted in America, the First
Amendment would be abrogated since there is no freedom of expression
per se, especially if that expression were to criticize Islam, the Qur’an, tenets
of the faith, and so on.? The Second Amendment would also have to be dis-
pensed with, since, under Sharia, only believing Muslims would have the right
to bear arms and/or serve in the military. In fact, under its strictest interpreta-
tion, those Americans not Muslim would not even be considered citizens, but
would be relegated to a class of protected inhabitants known as “Al -Dhimma”



The Arab Revolutions of 2011 139

or “dhimmis” (literally, “People of the Pact” in Arabic), who would have to pay
a tax to the Islamic authorities in return for their security.*

Likewise, usury, lending at interest, would be outlawed and the economy
would change drastically as a result.*» Women would be forced to adopt more
conservative and much less revealing attire. New laws based on the theo-
logical transgressions of blasphemy, heresy, and apostasy would have to be
installed and enforced. One could go on but it should be quite clear that our
values and those of Sharia diverge widely. For most in the West, words such as
apostasy, blasphemy, piety, and so on. represent archaic terms that are taught
only in college courses dealing with the Medieval Era or maybe abstruse reli-
gious histories. But they are ever present in contemporary Islamic jurispru-
dence and one only needs to conduct a search on Google, using these terms,
to discover that punishments for these crimes are meted out almost daily in
some Islamic countries.

We in America hold dear the principle that our government is derived
from the consent of the governed. For Islamists, this notion is risible in the
extreme. The only governing system in their view is Sharia, and it is derived
from the dictates of the Creator, not men. No other laws, legislation or gov-
erning entities are necessary or desired. For Islamists, living under Sharia
is not only a mandate but is considered actually living in harmony with the
nature God endowed each of us. It is the natural order. God first created us
and then established a way of life that suits our nature. Following Sharia,
therefore, pleases God and, by extension, us.*?

The difficulty for the people of the North African and Middle East coun-
tries that have revolted and now have an expectation of a more liberal and
freer life is that the Islamists are perfervid in their belief that it is a religious
duty to promote and even impose Sharia. This must be done to truncate any
Western influences in the culture and social fabric of Muslim societies, thus
returning the people to the true practices of Islam. In Islamist circles, democ-
racy is literally considered heresy. Man does not establish rules and laws out-
side the Sharia framework.

Many in the Middle East and North Africa consider that the problems of
their nations are the result of too much Islam in the public sector,* the prac-
tice of which (especially of the more conservative ideologies like Wahabbism)
retards the advancements of modernization and technological innovation that
could heal the ills of poverty and economic malaise. Conversely, the Islamists
believe fervently that the same problems are caused by too little Islam and
that a return to first principles will engender a rebirth of the glorious past
ages (800 CE to 1100 CE) when Islamic empires were the light of civilization,
Europe being mired in the Dark Ages at that time. (For the Islamists, the only
true civilization is one based on a strict adherence to Sharia principles. The
fact that many of these principles conflict totally with the freedoms of most
Western constitutions is the primary challenge we all face.)
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There is no doubt, after being excluded for decades from the political pro-
cess in the Middle East, that the Islamist organizations, such as the Muslim
Brotherhood in Egypt and Al Nahda (Awakening) in Tunisia, will be allowed
to organize political parties and field candidates. They will garner a signifi-
cant percentage of the vote. Even if they do not, initially, form a majority,
they will represent a formidable voting bloc that will shape legislation and
continuously lobby for initiatives that promote Islamic law.

The United States foreign policy in dealing with the Muslim world for
the past several decades has depended on the status quo being maintained
in the Middle East. That status quo’s foundation was political stability in
which the various countries allied with the United States would maintain
order in their internal affairs while at the same time supporting our foreign
policy initiatives. It is unclear at this time if in fact the governments that
emerge, especially if they contain a substantial Islamist presence, will retain
the same support for U.S. policy as did their predecessors. Most likely they
will not. These countries may opt for very radical changes in their foreign
policy preferences much to our foreign policy detriment and dismay.

4.5 Trends and Prognostications

The populist sage of our time, Yogi Berra, averred that “It’s tough to make
predictions, especially about the future.” This is good advice, and so it is with
some trepidation that we examine the prospects for change (or not) in the
countries affected by revolution or upheaval to date. As stated earlier, no one
really knows the directions these various revolutions will travel. Each coun-
try afflicted may see a different outcome, and in truth, it could take years
for the revolutionary dynamic to play itself out. In the end, the world will
undoubtedly witness some very radical developments as the entire region
is transformed. Moreover, as a part of the ripple effect, countries unaffected
so far such as Morocco, Turkey, Saudi Arabia, the United Arab Emirates,
Oman, and even Iran may experience increasing unrest or revolt over time.
Therefore, we will begin with Tunisia, the progenitor of the present upheaval.

4.5.1 Tunisia: Radical Eschew—At Least So Far

Tunisia is a small country, slightly larger than Wisconsin, and occupies the
center of North Africa, sandwiched between Algeria and Libya. Site of the
famous challenger to Rome, Carthage, it became a Roman possession and a
vibrant Roman province after the Third Punic War in 146 BCE. (It was the
great Carthaginian general, Hannibal, who in the Second Punic War, 218 BCE,
crossed into Spain from Africa and led his army and war elephants over
the Alps and into Italy where he campaigned against Rome throughout the
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peninsula, undefeated, for 17 years. However, he was unable to conquer the
Romans and so returned to Africa.) Blessed with fertile land, despite its
proximity to the Sahara, Tunisia was renowned as Rome’s “breadbasket”
and the abundant harvests provided the grain for the late empire’s “Bread
and Circuses” domestic policy that doled out food and entertainment to the
masses in return for their quiescence. Some amazingly pristine Roman ruins
are still extant in Tunisia and attract their share of tourists. (For example,
the coliseum in El Djem, where thousands of gladiators fought to death for a
hundred years is incredibly well-preserved.) The Arabs conquered this area,
then ostensibly Byzantine Roman Christian in 647 CE, and the population
was gradually Arabized and converted to Islam.** Tunisia has been a Muslim
country ever since. Tunis was one of the infamous Barbary Pirate states, and
as early as 1801, President Thomas Jefferson’s newly built Navy was challeng-
ing these freebooters on the high seas. (It is estimated that more than one
million Europeans and some hundreds of Americans were captured, either
at sea or during coastal raids on southern Europe, between the mid-sixteenth
and mid-nineteenth century and sold into slavery in the Ottoman Empire by
the various Barbary States.)*> The French Army conquered Tunisia in 1883
and held it as a colony until independence in 1957. Unlike the very bloody and
violent struggle that the Algerians waged against France for independence
from 1956 to 1963, Tunisia, led by the nationalist hero, Habib Bourguiba,
opted for civil disobedience and mostly nonviolent methods to achieve its
independence goals. France, not needing another theater of battle, happily
complied. Bourguiba was elected the first president in 1957, and deciding
he liked the job, proclaimed himself “President for Life” in 1974. By 1983, it
was obvious to many watching his occasional television appearances that he
was sclerotic and suffering from dementia. In 1987, he was declared unfit for
office and his vice president, Zine el Abidine Ben Alj, inherited the presiden-
tial mantle. Ben Ali held power until January 2011, abdicating in the face of
the massive wave of popular protests against his rule.

As mentioned previously, it was young Muhammed Bouazizi’s self-
immolation that, quite literally, caused the spark that ignited the two
continent-wide conflagration of upheaval, protests, and insurrections that
have occurred from Morocco all the way east to Saudi Arabia and Bahrain.
Mr. Bouazizi’s story is now well known: he was a 26-year-old, long unem-
ployed, who decided to set up a fruit-stand to make a little hard cash. Not
only did the local authorities shut down his tiny enterprise for lack of the
proper paper work, they abused and humiliated him as well. His desperate
response catalyzed a long-simmering national anger and resentment against
Ben Ali’s regime. In truth, Ben Ali’s government was not only quite authori-
tarian in nature, but also had morphed into an egregious “kleptocracy,” which
unabashedly flaunted its wealth, derived at the expense of the citizenry.*¢ The
vast majority of Tunisia’s 12 million citizens made their collective will felt
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and Ben Ali fled to Saudi Arabia in mid-January 2011. Elections for a new
constituent assembly were set for October 2011.%”

Tunisia, which has a long history of eschewing violence and internal
mayhem, despite the January 2011 “Jasmine Revolution” as it is now termed,
is the one North African country for which we have high hopes. A secular
and pluralist new government can rise as a result of Ben Ali’s abdication.?
Aiding this endeavor will be Tunisia’s cohesiveness. Unlike many other Arab
states, Tunisia has mostly sloughed off its tribal affiliations and adopted a
national identity. Tunisians, in general, think of themselves as Tunisians
first. (As we will see, many other Arab nations do not share this national con-
sciousness trait.) Until then, the army will be depended upon to keep order.
The first pres